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0.1. PREFACE CONTENTS
0.1 Preface

Here are some of my notes about reverse engineering in English language for those beginners who would like to learn to under-
stand x86 (which accounts for almost all executable software in the world) and ARM code created by C/C++ compilers.

There are several popular meanings of the term “reverse engineering”: 1) reverse engineering of software: researching of
compiled programs; 2) 3D model scanning and reworking in order to make a copy of it; 3) recreating DBMS' structure. These
notes are related to the first meaning.

Topics discussed
x86, ARM.

Topics touched

Oracle RDBMS (58), Itanium (65), copy-protection dongles (55), LD_PRELOAD (49.2), stack overflow, ELF?, win32 PE file format
(50.2), x86-64 (23.1), critical sections (50.4), syscalls (48), TLS®, position-independent code (PIC*) (49.1), profile-guided optimiza-
tion (67.1), C++ STL (34), OpenMP (64), SEH ().

T
Mini-FAQ

e Q: Should one learn to understand assembly language these days?
A: Yes: in order to have deeper understanding of the internals and to debug your software better and faster.

e Q: Should one learn to write in assembly language these days?
A: Unless one writes low-level 0S® code, probably no.

e Q: But what about writing highly optimized routines?
A: No, modern C/C++ compilers do this job better.

e Q:Should I learn microprocessor internals?
A: Modern CPU’-s are very complex. If you do not plan to write highly optimized code or if you do not work on compiler’s
code generator then you may still learn internals in bare outlines. . At the same time, in order to understand and analyze
compiled code it is enough to know only ISA%, register’s descriptions, i.e., the “outside” part of a CPU that is available to an
application programmer.

e Q: So why should | learn assembly language anyway?
A: Mostly to better understand what is going on while debugging and for reverse engineering without source code, includ-
ing, but not limited to, malware.

e Q: How would I search for a reverse engineering job?
A: There are hiring threads that appear from time to time on reddit devoted to RE'® (2013 Q3, 2014). Try to take a look there.

About the author

Dennis Yurichev is an experienced reverse engineer and programmer. Also available as a freelance teacher of assembly language,
reverse engineering, C/C++. Can teach remotely via E-Mail, Skype, any other messengers, or personally in Kiev, Ukraine. His CV is
available here.

'Database management systems

2Executable file format widely used in *NIX system including Linux
3Thread Local Storage

“4Position Independent Code: 49.1

SFrequently Asked Questions

60perating System

Central processing unit

8Very good text about it: [10]

9Instruction Set Architecture
Onttp://www.reddit.com/r/ReverseEngineering/

Xiv
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0.1. PREFACE CONTENTS
Thanks

Andrey “herm1t” Baranovich, Slava "Avid” Kazakov, Stanislav "Beaver” Bobrytskyy, Alexander Lysenko, Alexander “Lstar” Cher-
nenkiy, Andrew Zubinski, Vladimir Botov, Mark “Logxen” Cooper, Shell Rocket, Arnaud Patard (rtp on #debian-arm IRC), and all
the folks on github.com who have contributed notes and corrections.

A lot of BTEX packages were used: | would thank their authors as well.

Praise for Reverse Engineering for Beginners
e “It’s very well done .. and for free .. amazing.”"" Daniel Bilar, Siege Technologies, LLC.
o “.excellent and free”' Pete Finnigan, Oracle RDBMS security guru.

17

e “..bookisinteresting, great job
Malicious Software.

Michael Sikorski, author of Practical Malware Analysis: The Hands-On Guide to Dissecting

e “.. my compliments for the very nice tutorial!” Herbert Bos, full professor at the Vrije Universiteit Amsterdam.

“«

e “.. Itis amazing and unbelievable.” Luis Rocha, CISSP / ISSAP, Technical Manager, Network & Information Security at
Verizon Business.

Donate

As it turns out, (technical) writing takes a lot of effort and work.

This book is free, available freely and available in source code form '3 (LaTeX), and it will be so forever.

My current plan for this book is to add lots of information about: PLANS.

If you want me to continue writing on all these topics you may consider donating.

| worked more than year on this book '#, there are more than 500 pages. There are ~ 300 TgX-files, ~ 90 C/C++ source codes,
~ 350 various listings.

Price of other books on the same subject varies between $20 and $50 on amazon.com.

Ways to donate are available on the page: http://yurichev.com/donate.html

Every donor’s name will be included in the book! Donors also have a right to ask me to rearrange items in my writing plan.

Why not try to publish? Because it’s technical literature which, as | believe, cannot be finished or frozen in paper state. Such
technical references akin to Wikipedia or MSDN™ library. They can evolve and grow indefinitely. Someone can sit down and write
everything from the begin to the end, publish it and forget about it. As it turns out, it’s not me. | have everyday thoughts like “that
was written badly and can be rewritten better”, “that was a bad example, | know a better one”, “that is also a thing | can explain
better and shorter”, etc. As you may see in commit history of this book’s source code, | make a lot of small changes almost every
day: https://github.com/dennis714/RE-for-beginners/commits/master.

So the book will probably be a “rolling release” as they say about Linux distros like Gentoo. No fixed releases (and deadlines)
at all, but continuous development. | don’t know how long it will take to write all I know. Maybe 10 years or more. Of course,
it is not very convenient for readers who want something stable, but all | can offer is a ChangelLog file serving as a “what’s new”
section. Those who are interested may check it from time to time, or my blog/twitter '® .,

Donors

6 * anonymous, Oleg Vygovsky, Daniel Bilar, James Truscott, Luis Rocha.

About illustrations

Those readers who are used to read a lot in the Internet, expects seeing illustrations at the places where they should be. It’s
because there are no pages at all, only single one. It’s not possible to place illustrations in the book at the suitable context. So,
in this book, illustrations can be at the end of section, and a referenceses in the text may be present, like “fig.1.1”.

https://twitter.com/daniel_bilar/status/436578617221742593

Zhttps://twitter.com/petefinnigan/status/400551705797869568

Bhttps://github.com/dennis714/RE-for-beginners

4|nitial git commit from March 2013:
https://github.com/dennis714/RE-for-beginners/tree/1e57e£540d827c7£7a92fcb3ad626af3e13c7eed

>Microsoft Developer Network

®http://blog.yurichev.com/ https://twitter.com/yurichev
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When [ first learned C and then C++, | wrote small pieces of code, compiled them, and saw what was produced in the assembly
language. This was easy for me. | did it many times and the relation between the C/C++ code and what the compiler produced
was imprinted in my mind so deep that | can quickly understand what was in the original C code when | look at produced x86
code. Perhaps this technique may be helpful for someone else so | will try to describe some examples here.



CHAPTER 1. SHORT INTRODUCTION TO THE CPU

Chapter1

Short introduction to the CPU

The CPU is the unit which executes all of the programs.
Short glossary:

Instruction : a primitive command to the CPU. Simplest examples: moving data between registers, working with memory,
arithmetic primitives. As a rule, each CPU has its own instruction set architecture (ISA).

Machine code : code for the CPU. Each instruction is usually encoded by several bytes.
Assembly language : mnemonic code and some extensions like macros which are intended to make a programmer’s life easier.

CPU register : Each CPU has a fixed set of general purpose registers (GPR'). ~ 8 in x86, ~ 16 in x86-64, ~ 16 in ARM. The easiest
way to understand a register is to think of it as an untyped temporary variable. Imagine you are working with a high-level
PL? and you have only 8 32-bit variables. A lot of things can be done using only these!

What is the difference between machine code and a PL? It is much easier for humans to use a high-level PL like C/C++, Java,
Python, etc., but it is easier for a CPU to use a much lower level of abstraction. Perhaps, it would be possible to invent a CPU
which can execute high-level PL code, but it would be much more complex. On the contrary, it is very inconvenient for humans
to use assembly language due to its low-levelness. Besides, it is very hard to do it without making a huge amount of annoying
mistakes. The program which converts high-level PL code into assembly is called a compiler.

General Purpose Registers
2Programming language



CHAPTER 2. HELLO, WORLD!

Chapter 2

Hello, world!

Let’s start with the famous example from the book “The C programming Language” [17]:

#include <stdio.h>

int main()

{
printf("hello, world");
return O;

}s

2.1 x86

2.1.1 MSVC—x86
Let’s compile itin MSVC 2010:

cl 1.cpp /Fal.asm

(/Fa option means generate assembly listing file)

Listing 2.1: MSVC 2010

CONST  SEGMENT

$SG3830 DB ’hello, world’, OOH
CONST  ENDS

PUBLIC _main

EXTRN  _printf:PROC

; Function compile flags: /0dtp
_TEXT  SEGMENT

_main  PROC
push ebp
mov ebp, esp
push OFFSET $SG3830
call _printf
add esp, 4
xor eax, eax
pop ebp
ret 0

_main  ENDP

_TEXT  ENDS

MSVC produces assembly listings in Intel-syntax. The difference between Intel-syntax and AT&T-syntax will be discussed here-
after.




2.1. X86 CHAPTER 2. HELLO, WORLD!
The compiler generated 1. obj file will be linked into 1. exe.
In our case, the file contain two segments: CONST (for data constants) and _TEXT (for code).
The string “hello, world’’ in C/C++ hastype const char*, however it does not have its own name.
The compiler needs to deal with the string somehow so it defines the internal name $3G3830 for it.
So the example may be rewritten as:

#include <stdio.h>
const char *$SG3830="hello, world";

int main()

{
printf ($SG3830) ;
return 0O;

};

Let’s back to the assembly listing. As we can see, the string is terminated by a zero byte which is standard for C/C++ strings.
More about C strings: 39.1.

In the code segment, _TEXT, there is only one function so far: main ().

The functionmain () starts with prologue code and ends with epilogue code (like almost any function) .

After the function prologue we see the call to the printf () function: CALL _printf.

Before the call the string address (or a pointer to it) containing our greeting is placed on the stack with the help of the PUSH
instruction.

When the printf () function returns flow control to the main () function, string address (or pointer to it) is still in stack.

Since we do not need it anymore the stack pointer (the ESP register) needs to be corrected.

ADD ESP, 4 means add 4 to the value in the ESP register.

Why 4? Since it is 32-bit code we need exactly 4 bytes for address passing through the stack. It is 8 bytes in x64-code.

“ADD ESP, 4’’is effectively equivalent to “POP register’’ but without using any register?.

Some compilers (like Intel C++ Compiler) in the same situation may emit POP ECX instead of ADD (e.g. such a pattern can be
observed in the Oracle RDBMS code as it is compiled by Intel C++ compiler). This instruction has almost the same effect but the
ECX register contents will be rewritten.

The Intel C++ compiler probably uses POP ECX since this instruction’s opcode is shorter then ADD ESP, x (1byte against 3).

Read more about the stack in section (4).

After the call to printf (), in the original C/C++ code was return 0 —return 0 as the result of themain () function.

In the generated code this is implemented by instruction XOR EAX, EAX

XOR is in fact, just “eXclusive OR” 3 but compilers often use it instead of MOV EAX, 0 —again because it is a slightly shorter
opcode (2 bytes against 5).

Some compilers emit SUB EAX, EAX, which means SUBtract the value in the EAX from the value in EAX, which in any case will
result zero.

The last instruction RET returns control flow to the caller. Usually, it is C/C++ CRT* code which in turn returns control to the
OsS.

2.1.2 GCC—x86

Now let’s try to compile the same C/C++ code in the GCC 4.4.1 compilerin Linux: gcc 1.c -o 1
After, with the assistance of the IDA® disassembler, let’s see how the main () function was created.
(IDA, like MSVC, shows code in Intel-syntax).
N.B. We could also have GCC produce assembly listings in Intel-syntax by applying the options -S -masm=intel

Listing 2.2: GCC

main proc near

var_10 = dword ptr -10h

'Read more about it in section about function prolog and epilog (3).
2CPU flags, however, are modified
Shttp://en.wikipedia.org/wiki/Exclusive_or

4C runtime library: sec:CRT

SInteractive Disassembler
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push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov eax, offset aHelloWorld ; "hello, world"
mov [esp+t10h+var_10], eax
call _printf
mov eax, O
leave
retn
main endp

The resultis almost the same. The address of the “hello, world” string (stored in the data segment) is saved in the EAX register
first and then it is stored on the stack. Also in the function prologue we see AND ESP, OFFFFFFFOh —this instruction aligns the
value in the ESP register on a 16-byte boundary. This results in all values in the stack being aligned. (The CPU performs better if
the values it is dealing with are located in memory at addresses aligned on a 4- or 16-byte boundary)®.

SUB ESP, 10h allocates 16 bytes on the stack. Although, as we can see hereafter, only 4 are necessary here.

This is because the size of the allocated stack is also aligned on a 16-byte boundary.

The string address (or a pointer to the string) is then written directly onto the stack space without using the PUSH instruction.
var_10 —is a local variable and is also an argument for printf (). Read about it below.

Then the printf () function is called.

Unlike MSVC, when GCC is compiling without optimization turned on, it emits MOV EAX, O instead of a shorter opcode.

The last instruction, LEAVE —is the equivalent of the MOV ESP, EBP and POP EBP instruction pair —in other words, this in-
struction sets the stack pointer (ESP) back and restores the EBP register to its initial state.

This is necessary since we modified these register values (ESP and EBP) at the beginning of the function (executing MOV EBP,
ESP/AND ESP, ...).

2.1.3 GCC: AT&T syntax

Let’s see how this can be represented in the AT&T syntax of assembly language. This syntax is much more popular in the UNIX-
world.

Listing 2.3: let’s compile in GCC 4.7.3

gcec -S 1_1.c

We get this:

Listing 2.4: GCC4.7.3

.file "1 1.c"

.section .rodata
.LCO:

.string "hello, world"

.text

.globl main

.type main, @function
main:
.LFBO:

.cfi_startproc

pushl  Y%ebp
.cfi_def_cfa_offset 8
.cfi_offset 5, -8

movl %hesp, %ebp
.cfi_def_cfa_register 5
andl $-16, Y%esp

subl $16, Jesp

SWikipedia: Data structure alighment
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movl $.LCO, (Y%esp)
call printf
movl $0, Y%eax
leave
.cfi_restore 5
.cfi_def_cfa 4, 4
ret
.cfi_endproc
.LFEO:
.size main, .-main
.ident "GCC: (Ubuntu/Linaro 4.7.3-1ubuntul) 4.7.3"
.section .note.GNU-stack,"",@progbits

There are a lot of macros (beginning with dot). These are notvery interesting to us so far. For now, for the sake of simplification,
we can ignore them (except the.string macro which encodes a null-terminated character sequence just like a C-string). Then we’ll

see this '

Listing 2.5: GCC 4.7.3

.LCO:
.string "hello, world"
main:
pushl  Y%ebp
movl %hesp, %ebp
andl $-16, %esp
subl $16, Yesp
movl $.1LCO, (Y%esp)
call printf
movl $0, Y%eax
leave
ret

Some of the major differences between Intel and AT&T syntax are:

e Operands are written backwards.

In Intel-syntax: <instruction> <destination operand> <source operand>.

In AT&T syntax: <instruction> <source operand> <destination operand>.

Here is a way to think about them: when you deal with Intel-syntax, you can put in equality sign (=) in your mind between

operands and when you deal with AT&T-syntax put in a right arrow (—) 8.

e AT&T: Before register names a percent sign must be written (%) and before numbers a dollar sign ($). Parentheses are used

instead of brackets.

e AT&T: A special symbol is to be added to each instruction defining the type of data:

- |—long (32 bits)
- w— word (16 bits)
- b — byte (8 bits)

Let’s go back to the compiled result: it is identical to what we saw in IDA. With one subtle difference: OFFFFFFFOh is written
as $-16. Itis the same: 16 in the decimal system is 0x10 in hexadecimal. -0x10 is equal to OxFFFFFFFO (for a 32-bit data type).

One more thing: the return value is to be set to 0 by using usual MOV, not XOR. MOV just loads value to a register. Its name is not
felicitous (data are not moved), this instruction in other architectures has name “load” or something like that.

"This GCC option can be used to eliminate “unnecessary” macros: -fno-asynchronous-unwind-tables

8 By the way, in some C standard functions (e.g., memcpy(), strcpy()) arguments are listed in the same way as in Intel-syntax: pointer to destination memory

block at the beginning and then pointer to source memory block.
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2.2 x86-64

2.2.1 MSVC—x86-64
Let’s also try 64-bit MSVC:

Listing 2.6: MSVC 2012 x64

$SG2989 DB ’hello, world’, OOH

main PROC

sub rsp, 40

lea rcx, OFFSET FLAT:$SG2923
call printf

Xor eax, eax

add rsp, 40

ret 0

main ENDP

As of x86-64, all registers were extended to 64-bit and now have R- prefix. In order to use stack not that often (in other words,
to access external memory not that often), there exist a popular way to pass function arguments via registers (fastcall: 2?). l.e.,
one part of function arguments are passed in registers, other part—via stack. In Win64, 4 function arguments are passed in RCX,
RDX, R8, RO registers. That is what we see here: a pointer to the string for printf () is now passed not in stack, but in RCX register.

Pointers are 64-bit now, so they are passed in 64-bit part of registers (which have R- prefix). But for the backward compati-
bility, it is still possible to access 32-bit parts, using E- prefix.

That is how RAX/EAX/AX/AL looks like in 64-bit x86-compatible CPUs:

7th Bytenumben) T 6th [ 5th | 4th | 3rd [ 2nd [ 1st | Oth
RAxx64
[ EAX

AX
AH | AL

main() function returns int-typed value, which is, in C PL, for the better backward compatibility and portability, is still 32-bit,
so that is why EAX register is cleared at the function end (i.e., 32-bit part of register) instead of RAX.

2.2.2 GCC—x86-64
Let’s also try GCC in 64-bit Linux:

Listing 2.7: GCC 4.4.6 x64

.string "hello, world"

main:
sub rsp, 8
mov edi, OFFSET FLAT:.LCO ; "hello, world"
xor eax, eax ; number of vector registers passed
call printf
xor eax, eax
add rsp, 8
ret

A method to pass function arguments in registers are also used in Linux, *BSD and MacOSX [21]. 6 first arguments are passed
in RDI, RSI, RDX, RCX, R8, RI registers, and others—via stack.

So the pointer to the string is passed in EDI (32-bit part of register). But why not to use 64-bit part, RDI?

It is important to keep in mind that all MOV instructions in 64-bit mode writing something into lower 32-bit register part,
clearing higher 32-bits [14]. l.e., the MOV EAX, 011223344h will write a value correctly into RAX, higher bits will be cleared.

If to open compiled object file (.0), we will also see all instruction’s opcodes °:

9This should be enabled in Options — Disassembly — Number of opcode bytes
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Listing 2.8: GCC 4.4.6 x64

.text :00000000004004D0 main proc near

.text :00000000004004D0 48 83 EC 08 sub rsp, 8

.text :00000000004004D4 BF E8 05 40 00 mov edi, offset format ; "hello, world"
.text:00000000004004D9 31 CO Xor eax, eax

.text:00000000004004DB E8 D8 FE FF FF call _printf

.text :00000000004004E0 31 CO Xor eax, eax

.text :00000000004004E2 48 83 C4 08 add rsp, 8

.text:00000000004004E6 C3 retn

.text:00000000004004E6 main endp

As we can see, the instruction writing into EDI at 0x4004D4 occupies 5 bytes. The same instruction, writing 32-bit value into
RDI will occupy 7 bytes. Apparently, GCC tries to save some space. Besides, it can be sure that the data segment containing the
string will not be allocated at the addresses higher than 4GiB.

We also see EAX register clearance before printf () function call. This is done because a number of used vector registers is
passed in EAX by standard: “with variable arguments passes information about the number of vector registers used” [21].

2.3 ARM

For my experiments with ARM processors | chose two compilers: popular in the embedded area Keil Release 6/2013 and Apple
Xcode 4.6.3 IDE (with LLVM-GCC 4.2 compiler), which produces code for ARM-compatible processors and SOC' in iPod/iPhone/i-
Pad, Windows 8 and Window RT tables" and also such devices as Raspberry Pi.

32-bit ARM code is used in all cases in this book, if not mentioned otherwise.

2.3.1 Non-optimizing Keil + ARM mode

Let’s start by compiling our example in Keil:

armcc.exe --arm --c90 -00 1.c

The armcc compiler produces assembly listings in Intel-syntax but it has high-level ARM-processor related macros'?, but it is
more important for us to see the instructions “as is” so let’s see the compiled result in IDA.

Listing 2.9: Non-optimizing Keil + ARM mode + IDA

.text:00000000 main

.text:00000000 10 40 2D E9 STMFD  SP!, {R4,LR}

.text:00000004 1E OE 8F E2 ADR RO, aHelloWorld ; "hello, world"
.text:00000008 15 19 00 EB BL __2printf

.text:0000000C 00 00 A0 E3 MOV RO, #0

.text:00000010 10 80 BD E8 LDMFD  SP!, {R4,PC}

.text:000001EC 68 65 6C 6C+aHelloWorld DCB "hello, world",0 ; DATA XREF: main+4

Here are a couple of ARM-related facts that we should know in order to proceed. An ARM processor has at least two major
modes: ARM mode and thumb mode. In the first (ARM) mode, all instructions are enabled and each is 32 bits (4 bytes) in size. In
the second (thumb) mode each instruction is 16 bits (2 bytes) in size '*. Thumb mode may look attractive because programs that
use it may 1) be compact and 2) execute faster on microcontrollers having a 16-bit memory datapath. Nothing comes for free.
In thumb mode, there is a reduced instruction set, only 8 registers are accessible and one needs several thumb instructions for
doing some operations when you only need one in ARM mode.

Starting at ARMv7 the thumb-2 instruction set is also present. This is an extended thumb which supports a much larger
instruction set. There is a common misconception that thumb-2 is a mix of ARM and thumb. This is not correct. Rather, thumb-2
was extended to fully support processor features so it could compete with ARM mode. A program for the ARM processor may

105ystem on Chip

"http://en.wikipedia.org/wiki/List_of_Windows_8_and_RT_tablet_devices

2e.g. ARM mode lacks PUSH/POP instructions

13By the way, fixed-length instructions are handy in a way that one can calculate the next (or previous) instruction’s address without effort. This feature will
be discussed in switch() (11.2.2) section.
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be a mix of procedures compiled for both modes. The majority of iPod/iPhone/iPad applications are compiled for the thumb-2
instruction set because Xcode does this by default.

In the example we can easily see each instruction has a size of 4 bytes. Indeed, we compiled our code for ARM mode, not for
thumb.

The very firstinstruction, ‘STMFD SP!, {R4,LR}’', works asanx86 PUSH instruction, writing the values of two registers (R4
and LR") into the stack. Indeed, in the output listing from the armcc compiler, for the sake of simplification, actually shows the
“PUSH {r4,1lr}’instruction. Butitis not quite correct. PUSH instruction are only available in thumb mode. So, to make things
less messy, | offered to work in IDA.

This instruction writes the values of the R4 and LR registers at the address in memory to which SP'®" is pointing, then it
decrements SP so it will point to the place in the stack that is free for new entries.

This instruction (like the PUSH instruction in thumb mode) is able to save several register values at once and this may be
useful. By the way, there is no such thing in x86. It can also be noted that the STMFD instruction is a generalization of the PUSH
instruction (extending its features), since it can work with any register, not just with SP, and this can be very useful.

The ¢“ADR RO, aHelloWorld’’ instruction adds the value in the PC'® register to the offset where the “hello, world” string is
located. How is the PC register used here, one might ask? This is so-called “position-independent code”. ' It is intended to be
executed at a non-fixed address in memory. In the opcode of the ADR instruction, the difference between the address of this
instruction and the place where the string is located is encoded. The difference will always be the same, independent of the
address where the code is loaded by the OS. That’s why all we need is to add the address of the current instruction (from PC) in
order to get the absolute address of our C-string in memory.

“BL __2printf’*2% instruction calls the printf () function. Here’s how this instruction works:

e write the address following the BL instruction (0xC) into the LR;
e then pass control flow into printf () by writing its address into the PC?' register.

When printf () finishes its work it must have information about where it must return control. That’s why each function
passes control to the address stored in the LR register.

That is the difference between “pure” RISC?%-processors like ARM and CISC?3-processors like x86, where the return address is
stored on the stack?*.

By the way, an absolute 32-bit address or offset cannot be encoded in the 32-bit BL instruction because it only has space for
24 bits. Itis also worth noting all ARM-mode instructions have a size of 4 bytes (32 bits). Hence they can only be located on 4-byte
boundary addresses. This means the the last 2 bits of the instruction address (which are always zero bits) may be omitted. In
summary, we have 26 bits for offset encoding. This is enough to represent offset + ~ 32M.

Next, the<“MOV RO, #0>’* instruction justwrites 0 into the RO register. That’s because our C-function returns 0 and the return
value is to be placed in the RO register.

The last instruction ““LDMFD SP!, R4,PC’’?%isan inverse instruction of STMFD. It loads values from the stack in order to save
them into R4 and PC, and increments the stack pointer SP. It can be said that it is similar to POP. N.B. The very first instruction
STMFD saves the R4 and LR registers pair on the stack, but R4 and PC are restored during execution of LDMFD.

As | wrote before, the address of the place to where each function must return control is usually saved in the LR register. The
very first function saves its value in the stack because ourmain () function will use the register in order to call printf (). In the
function end this value can be written to the PC register, thus passing control to where our function was called. Since ourmain ()
function is usually the primary function in C/C++, control will be returned to the OS loader or to a point in CRT, or something like
that.

DCB —assembly language directive defining an array of bytes or ASCII strings, akin to the DB directive in x86-assembly lan-

guage.

14Store Multiple Full Descending

5Link Register

16Stack Pointer

TESP, RSP in x86

18program Counter

19Read more about it in relevant section (49.1)
20Branch with Link

2IEIP, RIP in x86

22Reduced instruction set computing
23Complex instruction set computing
24Read more about this in next section (4)
Z5MOVe

26| oad Multiple Full Descending
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2.3.2 Non-optimizing Keil: thumb mode

Let’s compile the same example using Keil in thumb mode:

armcc.exe --thumb --c90 -00 1.c

We will get (in IDA):

Listing 2.10: Non-optimizing Keil + thumb mode + IDA

.text :00000000 main

.text:00000000 10 B5 PUSH {R4,LR}

.text:00000002 CO AO ADR RO, aHelloWorld ; "hello, world"
.text:00000004 06 FO 2E F9 BL __2printf

.text:00000008 00 20 MOVS RO, #0

.text:0000000A 10 BD POP {R4,PC}

.text:00000304 68 65 6C 6C+aHelloWorld DCB "hello, world",O ; DATA XREF: main+2

We can easily spot the 2-byte (16-bit) opcodes. This is, as | mentioned, thumb. The BL instruction however consists of two
16-bit instructions. This is because it is impossible to load an offset for the printf () function into PC while using the small space
in one 16-bit opcode. That’s why the first 16-bit instruction loads the higher 10 bits of the offset and the second instruction loads
the lower 11 bits of the offset. As | mentioned, all instructions in thumb mode have a size of 2 bytes (or 16 bits). This mean it is
impossible for a thumb-instruction to be at an odd address whatsoever. Given the above, the last address bit may be omitted
while encoding instructions. Summarizing, in the BL thumb-instruction + ~ 2M can be encoded as the offset from the current
address.

As for the other instructions in the function: PUSH and POP work just like the described STMFD/LDMFD but the SP register is not
mentioned explicitly here. ADR works just like in previous example. MOVS writes 0 into the RO register in order to return zero.

2.3.3 Optimizing Xcode (LLVM) + ARM mode

Xcode 4.6.3 without optimization turned on produces a lot of redundant code so we’ll study the version where the instruction
count is as small as possible: -03.

Listing 2.11: Optimizing Xcode (LLVM) + ARM mode

__text:000028C4 _hello_world

__text:000028C4 80 40 2D E9 STMFD sp!, {R7,LR}
__text:000028C8 86 06 01 E3 MOV RO, #0x1686
__text:000028CC OD 70 AO E1 MOV R7, SP
__text:000028D0 00 00 40 E3 MOVT RO, #0
__text:000028D4 00 00 8F EO ADD RO, PC, RO
__text:000028D8 C3 05 00 EB BL _puts
__text:000028DC 00 00 A0 E3 MOV RO, #0
__text:000028E0 80 80 BD E8 LDMFD Sp!, {R7,PC}

__cstring:00003F62 48 65 6C 6C+aHelloWorld_O DCB "Hello world!",0

The instructions STMFD and LDMFD are familiar to us.

The MOV instruction just writes the number 0x1686 into the RO register. This is the offset pointing to the “Hello world!” string.

The R7 register as it is standardized in [2] is a frame pointer. More on it below.

The MOVT RO, #O instruction writes 0 into higher 16 bits of the register. The issue here is that the generic MOV instruction in
ARM mode may write only the lower 16 bits of the register. Remember, all instruction opcodes in ARM mode are limited in size
to 32 bits. Of course, this limitation is not related to moving between registers. That’s why an additional instruction MOVT exists
for writing into the higher bits (from 16 to 31 inclusive). However, its usage here is redundant because the MOV RO, #0x1686’
instruction above cleared the higher part of the register. This is probably a shortcoming of the compiler.

The<ADD RO, PC, RO’’instruction addsthevalueinthe PCtothevalueintheRO0,to calculate absolute address of the “Hello
world!” string. As we already know, it is “position-independent code” so this correction is essential here.

The BL instruction calls the puts () function instead of printf ().

GCC replaced the first printf () call with puts (). Indeed: printf () with a sole argument is almost analogous to puts ().

11
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Almost because we need to be sure the string will not contain printf-control statements starting with %: then the effect of
these two functions would be different #'.
Why did the compiler replace the printf () with puts ()? Because puts () is faster 8.
puts () works faster because it just passes characters to stdout without comparing each to the % symbol.
Next, we see the familiar <“MOV RO, #0’’instruction intended to set the RO register to 0.

2.3.4 Optimizing Xcode (LLVM) + thumb-2 mode

By default Xcode 4.6.3 generates code for thumb-2 in this manner:

Listing 2.12: Optimizing Xcode (LLVM) + thumb-2 mode

__text:00002B6C _hello_world

__text:00002B6C 80 B5 PUSH {R7,LR}
__text:00002B6E 41 F2 D8 30 MOVW RO, #0x13D8
__text:00002B72 6F 46 MOV R7, SP
__text:00002B74 CO F2 00 00 MOVT.W RO, #0
__text:00002B78 78 44 ADD RO, PC
__text:00002B7A 01 FO 38 EA BLX _puts
__text:00002B7E 00 20 MOVS RO, #0
__text:00002B80 80 BD POP {R7,PC}
__cstring:00003E70 48 65 6C 6C 6F 20+aHelloWorld DCB "Hello world!",0xA,O

The BL and BLX instructions in thumb mode, as we recall, are encoded as a pair of 16-bit instructions. In thumb-2 these
surrogate opcodes are extended in such a way so that new instructions may be encoded here as 32-bit instructions. That’s easily
observable —opcodes of thumb-2 instructions also begin with 0xFx or 0xEx. Butin the IDA listings two opcode bytes are swapped
(for thumb and thumb-2 modes). For instructions in ARM mode, the order is the fourth byte, then the third, then the second and
finally the first (due to different endianness). So as we can see, the MOVW, MOVT . W and BLX instructions begin with 0xFx.

One of the thumb-2 instructions is “MOVW RO, #0x13D8&’’ —it writes a 16-bit value into the lower part of the RO register.

Also, ““MOVT.W RO, #0’’—thisinstruction works just like MOVT from the previous example but it works in thumb-2.

Among other differences, here BLX instruction is used instead of BL. The difference is that, besides saving the RA* in the LR
register and passing control to the puts () function, the processor is also switching from thumb mode to ARM (or back). This
instruction is placed here since the instruction to which control is passed looks like (it is encoded in ARM mode):

__symbolstubl:00003FEC _puts ; CODE XREF: _hello_world+E
__symbolstubl:00003FEC 44 FO 9F Eb5 LDR PC, =__imp__puts

So, the observant reader may ask: why not call puts () right at the point in the code where it needed?

Because it is not very space-efficient.

Almost any program uses external dynamic libraries (like DLL in Windows, .so in *NIX or .dylib in Mac OS X). Often used library
functions are stored in dynamic libraries, including the standard C-function puts ().

In an executable binary file (Windows PE .exe, ELF or Mach-0) an import section is present. This is a list of symbols (functions
or global variables) being imported from external modules along with the names of these modules.

The OS loader loads all modules it needs and, while enumerating import symbols in the primary module, determines the
correct addresses of each symbol.

In our case, __imp__puts is a 32-bit variable where the OS loader will write the correct address of the function in an external
library. Then the LDR instruction just takes the 32-bit value from this variable and writes it into the PC register, passing control to
it.

So, in order to reduce the time that an OS loader needs for doing this procedure, it is good idea for it to write the address of
each symbol only once to a specially-allocated place just for it.

Besides, as we have already figured out, it is impossible to load a 32-bit value into a register while using only one instruction
without a memory access. So, it is optimal to allocate a separate function working in ARM mode with only one goal —to pass

It should also be noted the puts () does not require a*\n’ new line symbol at the end of a string, so we do not see it here.
2nttp://www.ciselant.de/projects/gec_printf/gec_printf.html
29Return Address
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control to the dynamic library and then to jump to this short one-instruction function (the so-called thunk function) from thumb-
code.

By the way, in the previous example (compiled for ARM mode) control passed by the BL instruction goes to the same thunk
function. However the processor mode is not switched (hence the absence of an “X” in the instruction mnemonic).

13
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Chapter 3

Function prologue and epilogue

Function prologue is instructions at function start. It is often something like the following code fragment:

push ebp
mov ebp, esp
sub esp, X

What these instruction do: saves the value in the EBP register, set value of the EBP register to the value of the ESP and then
allocates space on the stack for local variables.

Value in the EBP is fixed over a period of function execution and it is to be used for local variables and arguments access. One
can use ESP, but it changing over time and it is not convenient.

Function epilogue annulled allocated space in stack, returns value in the EBP register back to initial state and returns flow
control to callee:

mov esp, ebp
pop ebp
ret 0

Epilogue and prologue can make recursion performance worse.

For example, once upon a time | wrote a function to seek right node in binary tree. As a recursive function it would look stylish
but since an additional time is to be spend at each function call for prologue/epilogue, it was working couple of times slower than
iterative (recursion-free) implementation.

By the way, that is the reason of tail call existence.
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Chapter 4

Stack

A stack is one of the most fundamental data structures in computer science .

Technically, it is just a block of memory in process memory along with the ESP or RSP register in x86 or x64, or the SP register
in ARM, as a pointer within the block.

The most frequently used stack access instructions are PUSH and POP (in both x86 and ARM thumb-mode). PUSH subtracts 4
in 32-bit mode (or 8 in 64-bit mode) from ESP/RSP/SP and then writes the contents of its sole operand to the memory address
pointed to by ESP/RSP/SP.

POP is the reverse operation: get the data from memory pointed to by SP, put it in the operand (often a register) and then add
4 (or 8) to the stack pointer.

After stack allocation the stack pointer points to the end of stack. PUSH increases the stack pointer and POP decreases it. The
end of the stack is actually at the beginning of the memory allocated for the stack block. It seems strange, but it is so.

Nevertheless ARM has not only instructions supporting ascending stacks but also descending stacks.

Forexample the STMFD?/LDMFD3, STMED*/LDMED?® instructions are intended to deal with a descending stack. The STMFA®/LMDFA’,
STMEA8/LDMEA? instructions are intended to deal with an ascending stack.

4.1 Why stack grows backward?
Intuitively, we might think that, like any other data structure, the stack may grow upward, i.e., towards higher addresses.
The reason the stack grows backward is probably historical. When computers were big and occupied a whole room, it was

easy to divide memory into two parts, one for the heap and one for the stack. Of course, it was unknown how big the heap and
the stack would be during program execution, so this solution was simplest possible.

Start of heap Start of stack

Heap — «— Stack

In [26] we can read:

Thttp://en.wikipedia.org/wiki/Call_stack
2Store Multiple Full Descending

3Load Multiple Full Descending

4Store Multiple Empty Descending

5Load Multiple Empty Descending

6Store Multiple Full Ascending

"Load Multiple Full Ascending

8Store Multiple Empty Ascending

9Load Multiple Empty Ascending
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The user-core part of an image is divided into three logical segments. The program text segment begins at
location 0 in the virtual address space. During execution, this segment is write-protected and a single copy of
it is shared among all processes executing the same program. At the first 8K byte boundary above the program
text segment in the virtual address space begins a nonshared, writable data segment, the size of which may be
extended by a system call. Starting at the highest address in the virtual address space is a stack segment, which
automatically grows downward as the hardware’s stack pointer fluctuates.

4.2 Whatis the stack used for?

4.2.1 Save the return address where a function must return control after execution
Xx86

While calling another function with a CALL instruction the address of the point exactly after the CALL instruction is saved to the
stack and then an unconditional jump to the address in the CALL operand is executed.

The CALL instruction is equivalent to a PUSH address_after_call / JMP operand instruction pair.

RET fetches a value from the stack and jumps to it —it is equivalent to a POP tmp / JMP tmp instruction pair.

Overflowing the stack is straightforward. Just run eternal recursion:

void ()
{

£0O;
}s

MSVC 2008 reports the problem:

c:\tmp6>cl ss.cpp /Fass.asm
Microsoft (R) 32-bit C/C++ Optimizing Compiler Version 15.00.21022.08 for 80x86
Copyright (C) Microsoft Corporation. All rights reserved.

SS.cpp
c:\tmp6\ss.cpp(4) : warning C4717: ’f’ : recursive on all control paths, function will cause runtime

stack overflow

...but generates the right code anyway:

?7fQQYAXXZ PROC ; £
; File c:\tmp6\ss.cpp
; Line 2

push ebp

mov ebp, esp
; Line 3

call ?fQQYAXXZ ; £
; Line 4

pop ebp

ret 0
?7f@QYAXXZ ENDP g i

...Also if we turn on optimization (/0x option) the optimized code will not overflow the stack but will work correctly':

7fQQYAXXZ PROC ;
; File c:\tmp6\ss.cpp

; Line 2

$LL30f :

; Line 3

%rony here
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jmp SHORT $LL3Cf
?f@QYAXXZ ENDP ; f

GCC 4.4.1 generates likewise code in both cases, although without issuing any warning about the problem.

ARM

ARM programs also use the stack for saving return addresses, but differently. As it was mentioned in “Hello, world!” (2.3), the RA
is saved to the LR (link register). However, if one needs to call another function and use the LR register one more time its value
should be saved. Usually it is saved in the function prologue. Often, we see instructions like ““PUSH R4-R7,LR’’ along with this
instruction in epilogue <“POP R4-R7,PC’’ —thus register values to be used in the function are saved in the stack, including LR.

Nevertheless, if a function never calls any other function, in ARM terminology it is called a leaf function". As a consequence,
leaf functions do not use the LR register. If this function is small and uses a small number of registers, it may not use the stack at
all. Thus, it is possible to call leaf functions without using the stack. This can be faster than on x86 because external RAM is not
used for the stack '. It can be useful for such situations when memory for the stack is not yet allocated or not available.

4.2.2 Passing function arguments

The most popular way to pass parameters in x86 is called “cdecl”:

push arg3
push arg?2
push argl
call £

add esp, 4%*3

Callee functions get their arguments via the stack pointer.
Consequently, this is how values will be located in the stack before execution of the very first instruction of the f() function:

ESP return address

ESP+4 argument#1, marked in IDA as arg_0
ESP+8 argument#2, marked in IDA as arg_4
ESP+0xC | argument#3, marked in IDA as arg_8

See also the section about other calling conventions (2?). It is worth noting that nothing obliges programmers to pass argu-
ments through the stack. It is not a requirement. One could implement any other method without using the stack at all.

For example, it is possible to allocate a space for arguments in the heap, fill it and pass it to a function via a pointer to this
block in the EAX register. This will work. . However, it is convenient tradition in x86 and ARM to use the stack for this.

By the way, the callee function does not have any information about how many arguments were passed. Functions with a vari-
able number of arguments (like printf ()) determine the number by specifiers (which begin with a % sign) in the format string.
If we write something like

printf ("%d %d %d", 1234);

printf () willdump 1234, and then also two random numbers, which were laying near it in the stack, by chance.
That’swhyitis notveryimportanthow we declarethemain () function: asmain(),main(int argc, char *argv[]) ormain(int
argc, char *argv[], char *envp[]).

In fact, CRT-code is callingmain () roughly as:

push envp
push argv
push argc

"http://infocenter.arm.com/help/index. jsp?topic=/com.arm.doc.faqs/ka13785.html

2Some time ago, on PDP-11 and VAX, CALL instruction (calling other functions) was expensive, up to 50% of execution time might be spent on it, so it was
common sense that big number of small function is anti-pattern [25, Chapter 4, Part II].

3For example, in the “The Art of Computer Programming” book by Donald Knuth, in section 1.4.1 dedicated to subroutines [18, section 1.4.1], we can read
about one way to supply arguments to subroutine is simply to list them after the JMP instruction passing control to subroutine. Knuth writes this method was
particularly convenient on System/360.
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call main

If you'll declare main () asmain() without arguments, they are, nevertheless, still present in the stack, but not used. If you
declare main() as main(int argc, char *argv[]), you will use two arguments, and third will remain “invisible” for your
function. Even more than that, it is possible to declaremain (int argc), and it will work.

4.2.3 Local variable storage

A function could allocate space in the stack for its local variables just by shifting the stack pointer towards the stack bottom.
Itis also not a requirement. You could store local variables wherever you like, but traditionally this is how it’s done.

4.2.4 x86: alloca() function

It is worth noting the alloca () function.'.

This function works likemalloc () but allocates memory just on the stack.

The allocated memory chunk does not need to be freed via a free () function call since the function epilogue (3) will return
ESP back to its initial state and the allocated memory will be just annulled.

It is worth noting how alloca() isimplemented.

This function, if to simplify, just shifts ESP downwards toward the stack bottom by the number of bytes you need and sets ESP
as a pointer to the allocated block. Let’s try:

#include <malloc.h>
#include <stdio.h>

void f£()
{
char *buf=(char*)alloca (600);
_snprintf (buf, 600, "hi! %d, %d, %d\n", 1, 2, 3);

puts (buf);
s

(_snprintf () function works just like printf (), butinstead of dumping the result into stdout (e.g., to terminal or console),
it writes to the buf buffer. puts () copies buf contents to stdout. Of course, these two function calls might be replaced by one
printf () call, but | would like to illustrate small buffer usage.)

MSVC
Let’s compile (MSVC 2010):

Listing 4.1: MSVC 2010

mov eax, 600 ; 00000258H
call __alloca_probe_16

mov esi, esp

push 3

push 2

push 1

push  OFFSET $SG2672

push 600 ; 00000258H
push esi

call __snprintf

In MSVC, the function implementation can be found in alloca16.asm and chkstk.asm in C:\Program Files (x86)\Microsoft Visual Studio
10.0\VC\crt\src\intel
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push esi
call

_puts
esp, 28 ; 0000001cH

The sole alloca() argument passed via EAX (instead of pushinginto stack) '°. Afterthe alloca () call, ESP points to the block
of 600 bytes and we can use it as memory for the buf array.

GCC + Intel syntax

GCC 4.4.1 can do the same without calling external functions:

Listing 4.2: GCC 4.7.3

.LCO:
.string "hi! %d, %d, %d\n"
it g
push ebp
mov ebp, esp
push ebx
sub esp, 660
lea ebx, [esp+39]
and ebx, -16 ; align pointer by 16-bit border
mov DWORD PTR [esp], ebx ;S
mov DWORD PTR [esp+20], 3
mov DWORD PTR [esp+16], 2
mov DWORD PTR [esp+12], 1
mov DWORD PTR [esp+8], OFFSET FLAT:.LCO ; "hi! %d, %d, %d\n"
mov DWORD PTR [esp+4], 600 ; maxlen
call _snprintf
mov DWORD PTR [espl, ebx s
call puts
mov ebx, DWORD PTR [ebp-4]
leave
ret
GCC + AT&T syntax

Let’s see the same code, but in AT&T syntax:

Listing 4.3: GCC 4.7.3

.LCO:

.string "hi! %d, %d, %d\n"

pushl  Yebp

movl %esp, %ebp
pushl  %ebx

subl $660, %esp
leal 39 (%esp), %ebx
andl $-16, %ebx
movl %ebx, (%esp)
movl $3, 20(%esp)

31t is because alloca() is rather compiler intrinsic (22) than usual function.
One of the reason there is a separate function instead of couple instructions just in the code, because MSVC'® implementation of the alloca() function also has
a code which reads from the memory just allocated, in order to let OS to map physical memory to this VM' region.
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movl
movl
movl
movl
call
movl
call
movl

leave

ret

$2, 16(%esp)
$1, 12(%esp)
$.1LC0, 8(%esp)
$600, 4 (%esp)
_snprintf
%ebx, (hesp)
puts

-4 (%ebp) , %ebx

The code is the same as in the previous listing.
N.B.E.g.movl $3, 20(%esp) isanalogoustomov DWORD PTR [esp+20], 3in Intel-syntax —when addressing memory in
form register+offset, it is written in AT&T syntax as offset (%register).

4.2.5 (Windows)SEH

SEH'8 records are also stored on the stack (if they present)..
Read more about it: (50.3).

4.2.6 Buffer overflow protection

More about it here (16.2).

4.3 Typical stack layout

A very typical stack layout in a 32-bit environment at the start of a function:

ESP-0xC | local variable #2, marked in IDA as var_8

ESP-8 local variable #1, marked in IDA as var_4
ESP-4 saved value of EBP
ESP return address

ESP+4 argument#1, marked in IDA as arg_0

ESP+8 argument#2, marked in IDA as arg_4

ESP+0xC | argument#3, marked in IDA as arg_8

18Structured Exception Handling: 50.3
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Chapter 5

printf () with several arguments

Now let’s extend the Hello, world! (2) example, replacing printf () in themain () function body by this:

#include <stdio.h>

int main()

{
printf("a=%d; b=ld; c=%d", 1, 2, 3);
return 0;

};

5.1 x86: 3 arguments

5.1.1 MSVC
Let’s compile it by MSVC 2010 Express and we got:
$SG3830 DB ’a=%d; b=¥d; c=%d’, OOH
push 3
push 2
push 1
push OFFSET $SG3830
call _printf
add esp, 16 ; 00000010H

Almost the same, but now we can see the printf () arguments are pushed onto the stack in reverse order. The first argument
is pushed last.

By the way, variables of int type in 32-bit environment have 32-bit width, that is 4 bytes.

So, we have here 4 arguments. 4x4 = 16 —they occupy exactly 16 bytes in the stack: a 32-bit pointer to a stringand 3 numbers
of type int.

When the stack pointer (ESP register) is corrected by *“ADD ESP, X’’instruction after a function call, often, the number of
function arguments can be deduced here: just divide X by 4.

Of course, this is related only to cdecl calling convention.

See also the section about calling conventions (2?).

It is also possible for the compiler to merge several ““ADD ESP, X’’instructions into one, after the last call:

push al
push a2
call ...
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push al
call ...

push al
push a2
push a3
call ...
add esp, 24

5.1.2 MSVC and OllyDbg

Now let’s try to load this example in OllyDbg. It is one of the most popular user-land win32 debugger. We can try to compile our
example in MSVC 2012 with /MD option, meaning, to link against MSVCR* . DLL, so we will able to see imported functions clearly in
debugger.

Then load executable in OllyDbg. The very first breakpoint is inntd11.d11, press F9 (run). The second breakpoint is in CRT-
code. Now we should find main () function.

Find this code by scrolling the code to the very bottom (MSVC allocates main () function at the very beginning of the code
section): fig.5.3.

Click on PUSH EBP instruction, press F2 (set breakpoint) and press F9 (run). We need to do these manupulations in order to
skip CRT-code, because, we don’t really interesting in it yet.

Press F8 (step over) 6 times, i.e., skip 6 instructions: fig.5.4.

Now the PC points to the CALL printf instruction. OllyDbg, like other debuggers, highlights value of registers which were
changed. So each time you press F8,EIP is changing and its value looking red. ESP is changing as well, because values are pushed
into the stack.

Where are the values in the stack? Take a look into right/bottom window of debugger:

BE2IFE48| eD242584) MEUCRL1G. e02425284
BEZ1IFE44| BE21FEED
BEZ1FE42| @12281127)1.681281127

BEIIFE4C| B1235146) OFFSET 1. arac
AE2IFECOAL_BLa2E144] OFFSET 1 seqy

1:285HHE fa=rd; b=dd; c=Hd™
BEZIFESE| BERoa8E1

BEZIFESC| BEaEaRaz || <xd: =
QoS lEED ads =
e IFECA | FEEZIFEHS
BEZ1FESE|| 81281248 | RETURH to 1.81281246 from 1.81231065

U

Figure 5.1: OllyDbg: stack after values pushed (I made round red mark here in graphics editor)

So we can see there 3 columns: address in the stack, value in the stack and some additional OllyDbg comments. OllyDbg
understands printf ()-like strings, so it reports the string here and 3 values attached to it.

Itis possible to right-click on the format string, click on “Follow in dump”, and the format string will appear in the window at
the left-bottom part, where some memory part is always seen. These memory values can be edited. It is possible to change the
format string, and then the result of our example will be different. It is probably not very useful now, but it’s very good idea for
doing it as exercise, to get feeling how everything is works here.

Press F8 (step over).

In the console we’ll see the output:

[N c:\Polygon\ollydbg\1l.exe

a=1l; b=2;

Figure 5.2: printf () function executed

Let’s see how registers and stack state are changed: fig.5.5.

EAX register now contains 0xD (13). That’s correct, printf () returns number of characters printed. EIP value is changed:
indeed, now thereis address of the instruction after CALL. printf. ECX and EDX values are changed as well. Apparently, printf ()
function’s hidden machinery used them for its own needs.
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Averyimportant thing is that ESP value is not changed. And stack state too! We clearly see that format string and correspond-
ing 3 values are still there. Indeed, that’s cdecl calling convention, calling function doesn’t clear arguments in stack. It’s caller’s
duty to do so.

Press F8 again to execute ADD ESP, 10 instruction: fig.5.6.

ESP is changed, but values are still in the stack! Yes, of course, no one needs to fill these values by zero or something like
that. Because, everything above stack pointer (SP) is noise or garbage, it has no value at all. It would be time consuming to clear
unused stack entries, besides, no one really needs to.

OllyDbg - 1.exe

File View Debug Plugins Options Window Help

Blex| w[u] v+ 30 9 =) vfE[m]T|w]r|c|/]k[B[R]s| =[z]?]

glzetmenll  Ct INT= 4 | Regizters (FFU)
SIEEl EE e —¥En EDEESESd OFFSET MSUCRII1E._
10 | B PLUSH EEP —A e
i1l . plL EEF,ESP
i i TP = & EEY BEHREHEE
FUSH > T ESF BRZ1FEGS
G g S = 5 EEF @831FER4
PUSH 1.81285006 format = ™azhd; boHd; o=Hd” S
CALL DWORD PTR DS:C<&MSUCRI18.printf>] |Lprintf ]
AOD ESF, 1@ EIF @1251818 1.main
glze1mze HOR EAX, ERX C 8 ES BEZE 22bit BLFFFFFFFF)
pleEimes EEE F1 ©CSGE2Z 22bit @i FFFFFFFF]
A1551A%E A @ 55 GBZE 3Ebit BLFFFFFFEF)
A1551A5E Z 1 DF 88ZE 32hbit BIFFFFFFFF)
Al5a1Aa0 £ 8 FS BEEZ 2Zbit FEFDOBES(FF]
G152165E T o & @326 32hit @FFFFFFFF)
e D B LsstErr ERROR_SUCCESS (@
B1Z51A5E
aizgiasl EFL @EREEZ4E (MO, HE,E,EE, NS, FE
61251852 ~FF25 JHF DWORD PTR DS: [<&MSUCR118. printf ] MSUCR11@. printf STH empty 8.0
GizE1833| . ES 40CABEEE | HMOU EAX, SA4D 2T1 emors B
GlzE1EE0| . B6:Z98S BEEEZ CHP WORD FTR OS: [ 128308881, AR STE Emery Bl
Giziad44| 74 @4 JE SHORT 1.@125104A ETS empty 0.0
GizEiE46| > 3508 F ERH, EAR Sl G ol
G1z51843| ~EE 34 SHORT 1.8122187E 2TE Emers B
G1zE1840| > SEED SCARZSAL EC, DNORD PTR DS: [1286830] STE Emery Bl
Gizgie5a| . S1E9 REBRASAL OWORD FTR D5: [ECH+1 2508801, 4550 277 cmpty 0,
G1Z51850| .~75 EA SHORT 1.81231646 321 E:
E}EE}EE? N E?-EEE}B?EEQQ Eﬁﬁl"llDTD oo TECYal 2oREIg] O TRFST 68@3 Cond @ @ @ @ Erc @1
EEF—@o=IFERS FCWl @27F Frec MEAR,52 Mask
Jump from B1221685
1,.c:d.
Addrezs |Hex dum ASCII B1z5lc48| RETURH %o 1.B1201248 from
A1 =5CEAR B o BE3IIFEAC| HEEEARE]L
B122CARS BEZIFETE| BESRASFHA
B1225A18 HEZ1FEVY4| BEsRDIES
BiZa5a1a HE31FEVE| DBBS9F24
A12SEAZA BEZIFEVC| @ERSAEER
G122CAZS BEZIFESE| BEEEAEAEH
B122CA20 HE21FE24| VEFDEB&R
B1Z85a38 HEZ1FESE| QBBEEEEE
A17SEA4E BE31FEESC| @E31FETVE
0PZ1FERE| DEEBEZ04

A1 FREALS

Figure 5.3: OllyDbg: the very start of themain () function
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OllyDbg - 1.exe

File View Debug Plugine Optons Window Help

Bl x| wn| w4 d1 A »f| L|E|M[T|W|H|c|/|K[B|R|..|5] 5|7

[E cru - main thread, module 1
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. FFIS ORD FTR DS:[<&HSUCRI16. orintfs] |Lprints
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o e EEﬁ-E”H C B ES BE2E 32bit BIFFFFFFFF]
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- B G R 8 S5 BAZE 32hit @IFFFFFFFF]

tE e £ 1 DS @B2E 3zbit BLFFFFFFFF]

= S S B FS 9ESZ S2bit CEFODBEELFFF)

e il T8 G5 8625 32biv BOFFFRFFFF)
plzsiocrl  EE e w0 @ LaztEcr ERROR_SUCCESS |O@G@E&EE)
U5: [D12061FD1=600RE0F 4 [MSUCRLI0. prinkF ] EFL bmombz4s (MO, ME,E,BE. NS, PE.GE,LE)
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. 3 3 3 STl empty 8.8
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Addresz |Hen dump ASCIT a | BRS1FEZC| B12831684| OFFSET 1.pocppinit
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e skl Gls) (o) Bl Gl (609 G 2} ]| aooomo00 BEZLFE4D| 60E48554| MSUCR] 16, S0S48554
@1255628| FE FF FF FF| FF FF FF FF .
P1Z0SHZE| 98 51 37 DB  7F 9E OB 24|| navmen=s e R
B125CHo0| B8 OO OF D0 BF B0 G5 50| ........ .
ErEEE | F e B Ga51FE4C| @1Z8514@| OFFSET 1.arge
EhERE | e | B i | ooaoanoc @Az IFESA| @1255144| OFFSET 1. argu
P1ZCH4E| 0D DD DD DO 0P DO 05 DO ........ W3] olzsseas | foonat = Yasndy bends e=nd”
B1205ACH| AE G0 GG G| G5 GG GO GG | ... ... poslbEss) goguaoolifside = 1
B1Z55ASS| 0P PO 0P PO OP PO OB OG- ....... DOSIFESC| poopagoz|| <kdr = 2
B1Z550E0| 00 B0 0P OO 02 B0 08 B0 | ........ poslfbcn) 2poemmos|Lond> =
PI1ZOCHES| 0D DD OF DO 0P DO 05 B0 ........
RIFEEATAI AR AR AR AR AR AR AR RAl @e31FECS| | 81281248 RETURN to 1.81231248 from 1.8128108%5

Figure 5.4: OllyDbg: before printf () execution

OllyDbg - 1.exe

File Wiew Debug Plugins Optons Window Help

Bl x| wn| w4 1 A +f L|E[M[T|W|H|c|/|K[B|R]|..|5] iF[iF|?]

Figure 5.5: OllyDbg: after printf () execution
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OllyDbg - 1.exe
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Figure 5.6: OllyDbg: after ADD ESP, 10 instruction execution

5.1.3 GCC
Now let’s compile the same program in Linux using GCC 4.4.1 and take a look in IDA what we got:
main proc near
var_10 = dword ptr -10h
var_C = dword ptr -0Ch
var_8 = dword ptr -8
var_4 = dword ptr -4
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov eax, offset aADBDCD ; "a=%d; b=%d; c=%d"
mov [esp+10h+var_4], 3
mov [esp+10h+var_8], 2
mov [esp+10h+var_C], 1
mov [esp+10h+var_10], eax
call _printf
mov eax, O
leave
retn
main endp
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It can be said that the difference between code from MSVC and code from GCC is only in the method of placing arguments on
the stack. Here GCC is working directly with the stack without PUSH/POP.

5.1.4 GCCandGDB

Let’s try this example also in GDB! in Linux.
-g mean produce debug information into executable file.

$ gcc 1.c -g -0 1

$ gdb 1

GNU gdb (GDB) 7.6.1-ubuntu

Copyright (C) 2013 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.

This GDB was configured as "i686-linux-gnu".

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>. ..

Reading symbols from /home/dennis/polygon/1...done.

Listing 5.1: let’s set breakpoint on printf ()

(gdb) b printf
Breakpoint 1 at 0x80482f0

Run. There are no printf () function source code here, so GDB can’t show its source, but may do so.

(gdb) run
Starting program: /home/dennis/polygon/1

Breakpoint 1, __printf (format=0x80484f0 "a=J)d; b=)d; c=)d") at printf.c:29
29 printf.c: No such file or directory.

Print 10 stack elements. Left column is an address in stack.

(gdb) x/10w $esp

Oxbffffllc: 0x0804844a 0x080484£0 0x00000001 0x00000002
Oxbffff12c: 0x00000003 0x08048460 0x00000000 0x00000000
Oxbffff13c: 0xb7e29905 0x00000001

The very first element is RA (0x0804844a). We can be sure in it by disassembling the memory at this address:

(gdb) x/5i 0x0804844a
0x804844a <main+45>: mov $0x0, heax
0x804844f <main+50>: leave
0x8048450 <main+b51>: ret
0x8048451 : xchg %hax,%hax
0x8048453: xchg  %ax,%ax

Two XCHG instructions, apparently, is some random garbage, which we can ignore so far.
The second element (0x080484£0) is an address of format string:

(gdb) x/s 0x080484f0
0x80484£0: "a=%d; b=ld; c=)kd"

TGNU debugger
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Other 3 elements (1, 2, 3) are printf () arguments. Other elements may be just “garbage” present in stack, but also may be
values from other functions, their local variables, etc. We can ignore it yet.
Execute “finish”. This mean, execute till function end. Here it means: execute till the finish of printf ().

(gdb) finish

Run till exit from #0 __printf (format=0x80484f0 "a=%d; b=Jd; c=%d") at printf.c:29
main () at 1.c:6

6 return O;

Value returned is $2 = 13

GDB shows what printf () returned in EAX (13). This is number of characters printed, just like in the example with OllyDbg.

We also see “return 0;” and the information that this expression isin the 1. cfile at the line 6. Indeed, the 1. c file is located in
the current directory, and GDB finds the string there. How GDB knows, which C-code line is being executed now? This is related to
the fact that compiler, while generating debugging information, also saves a table of relations between source code line numbers
and instruction addresses. GDB is source-level debugger, after all.

Let’s examine registers. 13 in EAX:

(gdb) info registers

eax Oxd 13

ecx 0x0 0

edx 0x0 0

ebx 0xb7£c0000 -1208221696

esp Oxbff££120 Oxbff££120

ebp Oxbffff138 Oxbfff£138

esi 0x0 0

edi 0x0 0

eip 0x804844a 0x804844a <maint+45>

Let’s disassemble current instructions. Arrow points to the instruction being executed next.

(gdb) disas
Dump of assembler code for function main:

0x0804841d <+0>: push  %ebp
0x0804841e <+1>: mov %esp, hebp
0x08048420 <+3>: and $0xff££F££0,%esp
0x08048423 <+6>: sub $0x10, %esp
0x08048426 <+9>: movl  $0x3,0xc (%esp)
0x0804842e <+17>: movl  $0x2,0x8(%esp)
0x08048436 <+25>: movl $0x1,0x4 (%esp)
0x0804843e <+33>: movl $0x80484£0, (%esp)
0x08048445 <+40>: call  0x80482f0 <printf@plt>
=> 0x0804844a <+45>: mov $0x0, heax
0x0804844f <+50>: leave
0x08048450 <+51>: ret

End of assembler dump.

GDB shows disassembly in AT&T syntax by default. It’s possible to switch to Intel syntax:

(gdb) set disassembly-flavor intel
(gdb) disas
Dump of assembler code for function main:

0x0804841d <+0>: push ebp

0x0804841e <+1>: mov ebp,esp

0x08048420 <+3>: and esp,Oxfffffff0
0x08048423 <+6>: sub esp,0x10

0x08048426 <+9>: mov DWORD PTR [esp+0xc],0x3
0x0804842e <+17>: mov DWORD PTR [esp+0x8],0x2
0x08048436 <+25>: mov DWORD PTR [esp+0x4],0x1
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0x0804843e <+33>: mov DWORD PTR [esp],0x80484£f0

0x08048445 <+40>: call 0x80482f0 <printf@plt>
=> 0x0804844a <+45>: mov eax,0x0

0x0804844f <+50>: leave

0x08048450 <+51>: ret

End of assembler dump.

Execute next instruction. GDB shows ending bracket, meaning, this is ending block of function.

(gdb) step
7 i

Let’s see registers after MOV EAX, O instruction execution. EAX here is zero indeed.

(gdb) info registers

eax 0x0 0

ecx 0x0 0

edx 0x0 0

ebx 0xb7£c0000 -1208221696

esp Oxbff££120 Oxbff££120

ebp Oxbffff138 Oxbffff138

esi 0x0 0

edi 0x0 0

eip 0x804844f 0x804844f <main+50>

5.2 x64: 8 arguments

To see how other arguments will be passed via the stack, let’s change our example again by increasing the number of arguments
to be passed to 9 (printf () format string + 8 int variables):

#include <stdio.h>

int main()

{
printf ("a=%d; b=%d; c=%d; d=¥%d; e=)d; f=kd; g=%d; h=)d\n", 1, 2, 3, 4, 5, 6, 7, 8);
return 0O;

}s

5.2.1 MSVC

As we saw before, the first 4 arguments are passed in the RCX, RDX, R8, R9 registers in Win64, while all the rest—via the stack.
That is what we see here. However, the MOV instruction, instead of PUSH, is used for preparing the stack, so the values are written
to the stack in a straightforward manner.

Listing 5.2: MSVC 2012 x64

$SG2923 DB Ya=%d; b=d; c=%d; d=)d; e=%d; f=¥%d; g=)d; h=%d’, OaH, OOH

main PROC

sub rsp, 88

mov DWORD PTR [rsp+64], 8
mov DWORD PTR [rsp+56], 7
mov DWORD PTR [rsp+48], 6
mov DWORD PTR [rsp+40], 5
mov DWORD PTR [rsp+32], 4
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mov r9d, 3
mov r8d, 2
mov edx, 1
lea rcx, OFFSET FLAT:$SG2923

call printf

; return O
Xor eax, eax
add rsp, 88
ret 0

main ENDP

_TEXT ENDS

END

5.2.2 GCC

In *NIX OS-es, it’s the same story for x86-64, except that the first 6 arguments are passed in the RDI, RST, RDX, RCX, R8, R9 registers.
All the rest—via the stack. GCC generates the code writing string pointer into EDI instead if RDI—we saw this thing before: 2.2.2.

We also saw before the EAX register being cleared before a printf () call: 2.2.2.

Listing 5.3: GCC 4.4.6 -O3 x64

.LCO:

.string "a=%d; b=¥d; c=%d; d=4d; e=%d; f=)d; g=)d; h=)d\n"
main:

sub rsp, 40

mov r9d, 5

mov r8d, 4

mov ecx, 3

mov edx, 2

mov esi, 1

mov edi, OFFSET FLAT:.LCO

xor eax, eax ; number of vector registers passed

mov DWORD PTR [rsp+16], 8

mov DWORD PTR [rsp+8], 7

mov DWORD PTR [rspl, 6

call printf

; return O

xor eax, eax
add rsp, 40
ret

5.2.3 GCC+GDB
Let’s try this example in GDB.

$ gcc -g 2.c -0 2

$ gdb 2
GNU gdb (GDB) 7.6.1-ubuntu
Copyright (C) 2013 Free Software Foundation, Inc.
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License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"

and "show warranty" for details.

This GDB was configured as "x86_64-linux-gnu".

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>. ..

Reading symbols from /home/dennis/polygon/2...done.

Listing 5.4: let’s set breakpoint to printf (), and run

(gdb) b printf

Breakpoint 1 at 0x400410

(gdb) run

Starting program: /home/dennis/polygon/2

Breakpoint 1, __printf (format=0x400628 "a=Yd; b=}d; c=kd; d=Vd; e=kd; f=Vd; g=/d; h=/d\n") at
printf.c:29
29 printf.c: No such file or directory.

Registers RSI/RDX/RCX/R8/RI has the values which are should be there. RIP has an address of the very first instruction of the
printf () function

(gdb) info registers

rax 0x0 0
rbx 0x0 0
rcx 0x3 3
rdx 0x2 2
rsi 0x1 1
rdi 0x400628 4195880
rbp Ox7ff£f£f£fdf60 Ox7ff£f£f££fdf60
rsp Ox7ffff£f££fdf38 Ox7fffff£f£df38
r8 0x4 4
r9 0x5 5
rl0 Ox7fffffffdcel 140737488346336
riil Ox7££f££f7a65£60 140737348263776
ri2 0x400440 4195392
ri13 0x7fffffffe040 140737488347200
ri4 0x0 0
rlb 0x0 0
rip Ox7ff££f7a65£60 Ox7ffff7a65£60 <__printf>
Listing 5.5: let’s inspect format string
(gdb) x/s $rdi
0x400628: "a=%d; b=%d; c=%d; d=%d; e=Yd; f=Vd; g=%d; h=)d\n"

Let’s dump stack with x/g command this time—g means giant words, i.e., 64-bit words.

(gdb) x/10g $rsp

Ox7f£f£££££df38: 0x0000000000400576 0x0000000000000006
Ox7fffff£f£df48: 0x0000000000000007 0x00007£££00000008
Ox7fffff£f£d£58: 0x0000000000000000 0x0000000000000000
Ox7fffff££df68: 0x00007ffff7a33deb5 0x0000000000000000
Ox7f£fff£fdf78: 0x00007fffffffe048 0x0000000100000000

The very first stack element, just like in previous case, is RA. 3 values are also passed in stack: 6, 7, 8. We also see that 8 is
passed with high 32-bits not cleared: 0x00007f££00000008. That’s OK, because, values has int type, which is 32-bit type. So,
high register or stack element part may contain “random garbage”.
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If to take a look, where control flow will return after printf () execution, GDB will show the whole main () function:

(gdb) set disassembly-flavor intel

(gdb) disas 0x0000000000400576

Dump of assembler code for function main:

End

0x000000000040052d
0x000000000040052e
0x0000000000400531
0x0000000000400535
0x000000000040053d
0x0000000000400545
0x000000000040054c¢
0x0000000000400552
0x0000000000400558
0x000000000040055d
0x0000000000400562
0x0000000000400567
0x000000000040056¢
0x0000000000400571
0x0000000000400576
0x000000000040057b
0x000000000040057¢

<+0>:

<+1>:

<+4>:

<+8>:

<+16>:
<+24>:
<+31>:
<+37>:
<+43>:
<+48>:
<+53>:
<+58>:
<+63>:
<+68>:
<+73>:
<+78>:
<+79>:

of assembler dump.

push rbp
mov rbp,rsp
sub rsp,0x20

mov DWORD PTR [rsp+0x10],0x8
mov DWORD PTR [rsp+0x8],0x7

mov DWORD PTR [rspl,0x6

mov r9d, 0x5
mov r8d,0x4

0x400410 <printf@plt>

mov ecx,0x3

mov edx,0x2

mov esi,Ox1

mov edi,0x400628
mov eax,0x0

call

mov eax,0x0
leave

ret

Let’s finish printf () execution, execute the instruction zeroing EAX, take a notice that EAX register has exactly zero. RIP now

points to the LEAVE instruction, i.e., penultimate in main () function.

(gd
Run

b) finish
till exit from #O
at printf.c:29

__printf (format=0x400628 "a=%d; b=Vd; c=}d; d=Vd; e=%d; f=V%d; g=)d; h=Yd\n")

a=1; b=2; c=3; d=4; e=5; f=6; g=7; h=8

main () at 2.c:6

6 return 0;
Value returned is $1 = 39
(gdb) next

7 };

(gdb) info registers

rax 0x0 0

rbx 0x0 0

rcx 0x26 38
rdx 0x7f£££7dd59£0
rsi Ox7fff££d9

rdi 0x0 0

rbp Ox7ffffff£df60
rsp Ox7fffffffdf40
r8 0x7f£££7dd26a0
r9 0x7fff£f7a60134
rl0 Ox7ffff£££d5b0
ril 0x7f£f£f£7a95900
ri2 0x400440 4195392
rl3 Ox7fffff£ffe040
ri4d 0x0 0

rlb 0x0 0

rip

140737351866864
2147483609

Ox7f£££f£fdf60
Ox7fffffffdf40
140737351853728
140737348239668
140737488344496
140737348458752

140737488347200

0x40057b 0x40057b <main+78>
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5.3 ARM: 3 arguments

Traditionally, ARM’s scheme for passing arguments (calling convention) is as follows: the first 4 arguments are passed in the RO-R3
registers; the remaining arguments, via the stack. This resembles the arguments passing scheme in fastcall (2?) or win64 (2?).

5.3.1 Non-optimizing Keil + ARM mode

Listing 5.6: Non-optimizing Keil + ARM mode

.text:00000014

.text:00000014 10 40 2D E9
.text:00000018 03 30 A0 E3
.text:0000001C 02 20 A0 E3
.text:00000020 01 10 A0 E3
.text:00000024 1D OE 8F E2
.text:00000028 OD 19 00 EB
.text:0000002C 10 80 BD E8

printf_mainl

STMFD
MOV
MOV
MOV
ADR
BL
LDMFD

sp!, {R4,LR}
R3, #3

R2, #2

R1, #1

RO, aADBDCD
__2printf
sp!, {R4,PC}

; "a=%d; b=%d; c=%d\n"

So, the first 4 arguments are passed via the RO-R3 registers in this order: a pointer to the printf () format string in RO, then

1inR1,2inR2and 3inR3.
There is nothing unusual so far.

5.3.2 Optimizing Keil + ARM mode

Listing 5.7: Optimizing Keil + ARM mode

00000014

00000014

00000014 03 30 AO E3
00000018 02 20 AO E3
.text:0000001C 01 10 AO E3
.text:00000020 1E OE 8F E2
.text:00000024 CB 18 00 EA

.text:
.text:
.text:
.text:

printf_mainl

EXPORT printf_mainl

MOV
MOV
MOV
ADR
B

R3, #3

R2, #2

R1, #1

RO, aADBDCD
__2printf

; "a=%d; b=ld; c=Jd\n"

This is optimized (-03) version for ARM mode and here we see B as the last instruction instead of the familiar BL. Another
difference between this optimized version and the previous one (compiled without optimization) is also in the fact that there is
no function prologue and epilogue (instructions that save RO and LR registers values). The B instruction just jumps to another
address, without any manipulation of the LR register, that is, it is analogous to JMP in x86. Why does it work? Because this code
is, in fact, effectively equivalent to the previous. There are two main reasons: 1) neither the stack nor SP, the stack pointer, is
modified; 2) the call to printf () isthe lastinstruction, so there is nothing going on after it. After finishing, the printf () function
will just return control to the address stored in LR. But the address of the point from where our function was called is now in LR!
Consequently, control from printf () will be returned to that point. As a consequence, we do not need to save LR since we do
not need to modify LR. We do not need to modify LR since there are no other function calls except printf (). Furthermore, after
this call we do not to do anything! That’s why this optimization is possible.

Another similar example was described in “switch()/case/default” section, here (11.1.1).

5.3.3 Optimizing Keil + thumb mode

Listing 5.8: Optimizing Keil + thumb mode

.text:
o BEHEB &
.text:
.text:

0000000C

0000000C 10 B5
0000000E 03 23
00000010 02 22
.text:00000012 01 21
.text:00000014 A4 AO
.text:00000016 06 FO EB F8
.text:0000001A 10 BD

printf_mainl

PUSH
MOVS
MOVS
MOVS
ADR
BL
POP

{R4,LR}

R3, #3

R2, #2

R1, #1

RO, aADBDCD
__2printf
{R4,PC}

; "a=%d; b=%d; c=%d\n"
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There is no significant difference from the non-optimized code for ARM mode.

5.4 ARM: 8 arguments

Let’s use again the example with 9 arguments from the previous section: 5.2.

void printf_main2()

{
printf("a=%d; b=ld; c=%d; d=kd; e=ld; f=kd; g=kd; h=%d\n", 1, 2, 3, 4, 5, 6, 7, 8);
i

5.4.1 Optimizing Keil: ARM mode

.text:00000028 printf_main2

.text:00000028

.text:00000028 var_18 = -0x18

.text:00000028 var_14 = -0x14

.text:00000028 var_4 = -4

.text:00000028

.text:00000028 04 EO 2D Eb STR LR, [SP,#var_4]!

.text:0000002C 14 DO 4D E2 SUB SP, SP, #0x14

.text:00000030 08 30 A0 E3 MOV R3, #8

.text:00000034 07 20 AO E3 MOV R2, #7

.text:00000038 06 10 AO E3 MOV R1, #6

.text:0000003C 05 00 AO E3 MOV RO, #5

.text:00000040 04 CO 8D E2 ADD R12, SP, #0x18+var_14

.text:00000044 OF 00 8C E8 STMIA R12, {RO-R3}

.text:00000048 04 00 AO E3 MOV RO, #4

.text:0000004C 00 00 8D E5 STR RO, [SP,#0x18+var_18]

.text:00000050 03 30 AO E3 MOV R3, #3

.text:00000054 02 20 A0 E3 MOV R2, #2

.text:00000058 01 10 AO E3 MOV R1, #1

.text:0000005C 6E OF 8F E2 ADR RO, aADBDCDDDEDFDGD ; "a=%d; b=%d; c=%d; d=%d; e
=%d; f=%d; g=h"...

.text:00000060 BC 18 00 EB BL __2printf

.text:00000064 14 DO 8D E2 ADD SP, SP, #0x14

.text:00000068 04 FO 9D E4 LDR PC, [SP+4+var_4],#4

This code can be divided into several parts:

e Function prologue:

Theveryfirst*“STR LR, [SP,#var_4]!’’ instructionsavesLRonthe stack, becausewe will usethisregisterfortheprintf ()
call.

The second ““‘SUB SP, SP, #0x14’’instruction decreases SP, the stack pointer, in order to allocate 0x14 (20) bytes on the
stack. Indeed, we need to pass 5 32-bit values via the stack to the printf () function, and each one occupies 4 bytes, that
is 5 * 4 = 20 —exactly. The other 4 32-bit values will be passed in registers.

e Passing 5, 6,7 and 8 via stack:

Then, thevalues5, 6,7 and 8 are written to theRO,R1,R2 and R3 registersrespectively. Then, the‘‘ADD R12, SP, #0x18+var_14"
instruction writes an address of the point in the stack, where these 4 variables will be written, into the R12 register. var_14is

an assembly macro, equal to —0x14, such macros are created by IDA to succinctly denote code accessing the stack. var_?
macros created by IDA reflecting local variables in the stack. So, SP + 4 will be written into the R12 register. The next
““STMIA R12, RO-R3’instruction writes RO-R3 registers contents at the point in memory to which R12 pointing. STMIA
instruction meaning Store Multiple Increment After. Increment After means that R12 will be increased by 4 after each register

value is written.
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e Passing 4 via stack: 4 is stored in RO and then, this value, with the help of ““STR RO, [SP,#0x18+var_18]’’instruction, is
saved on the stack. var_18is —0x18, offset will be 0, so, the value from the RO register (4) will be written to the point where

SPis pointing to.

e Passing 1,2 and 3 via registers:

Values of the first 3 numbers (a, b, c) (1, 2, 3 respectively) are passed in the R1,R2 and R3 registers right before the printf ()

call, and the other 5 values are passed via the stack:
e printf () call:

e Function epilogue:

The“‘ADD SP, SP, #0x14’’instruction returnsthe SP pointer back to its former point, thus cleaning the stack. Of course,
what was written on the stack will stay there, but it all will be rewritten during the execution of subsequent functions.

TheLDR PC, [SP+4+var_4],#4 instruction loads the saved LR value from the stack into the PC register, thus causing

the function to exit.

5.4.2 Optimizing Keil: thumb mode

.text:0000001C printf_main2

.text:0000001C

.text:0000001C var_18 = -0x18

.text:0000001C var_14 = -0x14

.text:0000001C var_8 = -8

.text:0000001C

.text:0000001C 00 B5 PUSH {LR}

.text:0000001E 08 23 MOVS R3, #8

.text:00000020 85 BO SUB SP, SP, #0x14

.text:00000022 04 93 STR R3, [SP,#0x18+var_8]

.text:00000024 07 22 MOVS R2, #7

.text:00000026 06 21 MOVS R1, #6

.text:00000028 05 20 MOVS RO, #5

.text:0000002A 01 AB ADD R3, SP, #0x18+var_14

.text:0000002C 07 C3 STMIA R3!, {RO-R2}

.text:0000002E 04 20 MOVS RO, #4

.text:00000030 00 90 STR RO, [SP,#0x18+var_18]

.text:00000032 03 23 MOVS R3, #3

.text:00000034 02 22 MOVS R2, #2

.text:00000036 01 21 MOVS R1, #1

.text:00000038 A0 AO ADR RO, aADBDCDDDEDFDGD ; "a=%d; b=%d; c=%d; d=%d; e
=%d; f=%d; g=4"...

.text:0000003A 06 FO D9 F8 BL __2printf

.text :0000003E

.text :0000003E loc_3E ; CODE XREF: examplel3_f+16

.text:0000003E 05 BO ADD SP, SP, #0x14

.text:00000040 00 BD POP {PC}

Almost same as in previous example, however, this is thumb code and values are packed into stack differently: 8 for the first

time, then 5, 6, 7 for the second and 4 for the third.

5.4.3 Optimizing Xcode (LLVM): ARM mode

__text:0000290C
__text:0000290C
_text:0000290C
__text:0000290C
__text:0000290C

_printf_main2

var_1C
var_C

-0x1C
-0xC
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CHAPTER 5. PRINTF () WITH SEVERAL ARGUMENTS

__text:0000290C 80
__text:00002910 0D
__text:00002914 14
_text:00002918 70
_text:0000291C 07
__text:00002920 00
_text:00002924 04
:00002928 00
0000292C 06
__text:00002930 05
__text:00002934 00
__text:00002938 0A
__text:0000293C 08
__text:00002940 01
__text:00002944 02
__text:00002948 03
__text:0000294C 10
__text:00002950 A4
__text:00002954 07
_text:00002958 80

__text
_text:

40
70
DO
05
co
00
20
00
30
10
20
10
90
10
20
30
90
05
DO
80

2D
AO
4D
01
AO
40
AO
8F
AO
AO
8D
8D
AO
AO
AO
AO
8D
00
AO
BD

E9
E1l
E2
E3
E3
E3
E3
EO
E3
E3
E5
E9
E3
E3
E3
E3
E5
EB
E1l
E8

STMED
MOV
SUB
MOV
MOV
MOVT
MOV
ADD
MOV
MOV
STR
STMFA
MOV
MOV
MOV
MOV
STR
BL
MOV
LDMFD

sp!, {R7,LR}

R7, SP

SP, SP, #0x14

RO, #0x1570

R12, #7

RO, #0

R2, #4

RO, PC, RO

R3, #6

R1, #5

R2, [SP,#0x1C+var_1iC]
SP, {R1,R3,R12}

R9, #8

R1, #1

R2, #2

R3, #3

R9, [SP,#0x1C+var_C]
_printf

SP, R7

SP!, {R7,PC}

Almost the same what we already figured out, with the exception of STMFA (Store Multiple Full Ascending) instruction, it is
synonym to STMIB (Store Multiple Increment Before) instruction. This instruction increasing value in the SP register and only
then writing next register value into memory, but not vice versa.

Another thing we easily spot is the instructions are ostensibly located randomly. For instance, value in the RO register is pre-
pared in three places, at addresses 0x2918, 0x2920 and 0x2928, when it would be possible to do it in one single point. However,
optimizing compiler has its own reasons about how to place instructions better. Usually, processor attempts to simultaneously
execute instructions located side-by-side. For example, instructions like ¢“MOVT RO, #0’’ and ‘‘ADD RO, PC, R0’’ cannot be
executed simultaneously since they both modifying the RO register. On the other hand, “MOVT RO, #0’’ and MOV R2, #4”’
instructions can be executed simultaneously since effects of their execution are not conflicting with each other. Presumably,
compiler tries to generate code in such a way, where it is possible, of course.

5.4.4 Optimizing Xcode (LLVM): thumb-2 mode

:00002BA0O

00002BA0O

00002BA0O

00002BA0O

00002BA0O

00002BA0O

00002BAO 80
00002BA2 6F
00002BA4 85
00002BA6 41
00002BAA 4F
00002BAE CO
00002BB2 04
00002BB4 78
00002BB6 06
00002BB8 05
00002BBA 0D
00002BBE 00
00002BCO 4F
00002BC4 8E
00002BC8 01
00002BCA 02
00002BCC 03

_text
__text:
__text:
__text:
__text:
_text:
__text:
__text:
__text:
__text:
_text:
__text:
__text:
__text:
__text:
_text:
__text:
__text:
__text:
__text:
_text:
__text:
__text:

B5
46
BO
F2
FO
F2
22
44
23
21
F1
92
FO
E8
21
22
23

D8
07
00

04

08
0A

20
0C
00

OE

09
10

_printf_main2

var_1C
var_18
var_C

= -0x1C
-0x18
-0xC

PUSH
MOV
SUB
MOVW
MOV.W
MOVT.W
MOVS
ADD
MOVS
MOVS
ADD.W
STR
MOV.W
STMIA.W
MOVS
MOVS
MOVS
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{R7,LR}

R7, SP

SP, SP, #0x14
RO, #0x12D8
R12, #7
RO, #0
R2, #4
RO, PC
R3, #6
R1, #5
LR, SP, #0x1C+var_18
R2, [SP,#0x1C+var_1C]
R9, #8

LR, {R1,R3,R12}

R1, #1

R2, #2

R3, #3

; char *
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__text:00002BCE CD F8 10 90 STR.W R9, [SP,#0x1C+var_C]
__text:00002BD2 01 FO OA EA BLX _printf
__text:00002BD6 05 BO ADD SP, SP, #0x14
__text:00002BD8 80 BD POP {R7,PC}

Almost the same as in previous example, with the exception the thumb-instructions are used here instead.

5.5 Bythe way
By the way, this difference between passing arguments in x86, x64, fastcall and ARM is a good illustration the CPU is not aware

of how arguments is passed to functions. It is also possible to create hypothetical compiler which is able to pass arguments via
a special structure not using stack at all.
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Chapter 6

scanf()

Now let’s use scanf().

#include <stdio.h>

int main()

{
int x;
printf ("Enter X:\n");
scanf ("%d", &x);
printf ("You entered %d...\n", x);
return 0O;
}s

OK, | agree, it is not clever to use scanf () today. But | wanted to illustrate passing pointer to int.

6.1 About pointers

It is one of the most fundamental things in computer science. Often, large array, structure or object, it is too costly to pass to
other function, while passing its address is much easier. More than that: if calling function must modify something in the large
array or structure, to return it as a whole is absurdly as well. So the simplest thing to do is to pass an address of array or structure
to function, and let it change what must be changed.

In C/C++itis just an address of some pointin memory.

In x86, address is represented as 32-bit number (i.e., occupying 4 bytes), while in x86-64 it is 64-bit number (occupying 8
bytes). By the way, thatis the reason of some people’sindignation related to switching to x86-64 —all pointers on x64-architecture
will require twice as more space.

With some effort, it is possible to work only with untyped pointers; e.g. standard C function memcpy (), copying a block from
one place in memory to another, takes 2 pointers of void* type on input, since it is impossible to predict block type you would
like to copy. And it is not even important to know, only block size is important.

Also pointers are widely used when function needs to return more than one value (we will back to this in future (9)). scanf() is
just that case. In addition to the function’s need to show how many values were read successfully, it also should return all these
values.

In C/C++ pointer type is needed only for type checking on compiling stage. Internally, in compiled code, there is no information
about pointers types.

6.2 x86

6.2.1 MSVC
What we got after compiling in MSVC 2010:

37
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CONST SEGMENT

$SG3831 DB ’Enter X:’, OaH, OOH

$SG3832 DB ’%d’, OOH

$3SG3833 DB ’You entered %d...’, OaH, O0H

CONST ENDS

PUBLIC _main

EXTRN _scanf :PROC

EXTRN _printf:PROC

; Function compile flags: /0dtp

_TEXT SEGMENT
x$ = -4 ; size = 4
_main PROC
push ebp
mov ebp, esp
push  ecx
push  OFFSET $SG3831 ; ’Enter X:’
call _printf
add esp, 4
lea eax, DWORD PTR _x$[ebp]
push eax
push  OFFSET $SG3832 ; ’%d’
call _scanf
add esp, 8
mov ecx, DWORD PTR _x$[ebp]
push  ecx
push  OFFSET $SG3833 ; ’You entered %d...’
call _printf
add esp, 8

; return O

xor eax, eax
mov esp, ebp
pop ebp
ret 0

_main ENDP

_TEXT ENDS

Variable x is local.

C/C++ standard tell us it must be visible only in this function and not from any other point. Traditionally, local variables are
placed in the stack. Probably, there could be other ways, but in x86 it is so.

Next instruction after function prologue, PUSH ECX, has not a goal to save ECX state (notice absence of corresponding POP
ECX at the function end).

In fact, this instruction just allocates 4 bytes on the stack for x variable storage.

x will be accessed with the assistance of the _x$ macro (it equals to -4) and the EBP register pointing to current frame.

Over a span of function execution, EBP is pointing to current stack frame and it is possible to have an access to local variables
and function arguments via EBP+offset.

It is also possible to use ESP, but it is often changing and not very convenient. So it can be said, the value of the EBP is frozen
state of the value of the ESP at the moment of function execution start.

Avery typical stack frame layout in 32-bit environment is:
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EBP-8 local variable #2, marked in IDA as var_8

EBP-4 local variable #1, marked in IDA as var_4
EBP saved value of EBP

EBP+4 return address

EBP+8 argument#1, marked in IDA as arg_0

EBP+OxC | argument#2, marked in IDA as arg_4
EBP+0x10 | argument#3, marked in IDA as arg_8

Function scanf () in our example has two arguments.

First is pointer to the string containing /,d’’ and second —address of variable x.

First of all, address of the x variable is placed into the EAX register by 1ea eax, DWORD PTR _x$[ebp] instruction

LEA meaning load effective address but over a time it changed its primary application (80.6.2).

It can be said, LEA here just stores sum of the value in the EBP register and _x$ macro to the EAX register.

Itisthe same aslea eax, [ebp-4].

So, 4 subtracting from value in the EBP register and result is placed to the EAX register. And then value in the EAX register is
pushing into stack and scanf () is called.

After that, printf () is called. First argument is pointer to string: *You entered %d...\n”.

Second argument is prepared as: mov ecx, [ebp-41], thisinstruction places to the ECX not address of the x variable, but its
contents.

After, value in the ECX is placed on the stack and the last printf () called.

6.2.2 MSVC + OllyDbg

Let’s try this example in OllyDbg. Let’s load, press F8 (step over) until we get into our executable file instead of ntd11.d11. Scroll
up untilmain() appears. Let’s click on the first instruction (PUSH EBP), press F2, then F9 (Run) and breakpoint triggers on the
main() begin.

Let’s trace to the place where the address of x variable is prepared: fig.6.2.

It is possible to right-click on EAX in registers window and then “Follow in stack”. This address will appear in stack window.
Look, thisis a variable in the local stack. | drawed a red arrow there. And there are some garbage (0x77D478). Now address of the
stack element, with the help of PUSH, will be written to the same stack, nearly. Let’s trace by F8 until scanf () execution finished.
During the moment of scanf () execution, we enter, for example, 123, in the console window:

[N c:\Polygon\ollydbg\exl.exe

Enter X:

123

Figure 6.1: Console output

scanf () executed here: fig.6.3. scanf () returns 1 in EAX, which means, it have read one value successfully. The element of
stack of our attention now contain 0x7B (123).
Further, this value is copied from the stack to the ECX register and passed into printf (): fig.6.4.
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EEESTEE]S
BEZC1E6F
BEIGIA1A
aEzelall
BEZelE]2
BE3c1a14
BE3G1IA1D
BE2elalF

£ 122

[EEET= ]
BEZE182E
BEZe1E21
BE3c1834
BEIG1AST
BEZE1a32
BEZE1E20
BEIC1843
HE3G1A4E
BEZe1a4s

FLSH Ei

B s omom s owomomonowoEmEoEomoEom o o

Qe 1 @A

FUSH ECH
PUSH ex 1. BE3IGSEEE

NDU EEK DMDRD PTR 55: [EEP-41

FLUZH EHI BEZEEE1E
CALL DWORD PTR DS: [<%MSUCRIL@.printf]
AOD ESP, 2

ER, ERX
ESF,.EEF
=] =]

{Hd>
format
printf

[

format = "Enter HKi@"™
CALL DWORD PTR OS:[<&MSUCR118.printf>] printf
ADD ESF, 4
LEA ERH,OWORD FTR S5: CEEBP-41]
FUSH EAS
PUSH exl.BE365EEC format = "Ed"
CHLL DNDRD FTR DO5:[<&MSUCR118. scanf »] scan f

ou entered

CHAPTER 6. SCANF()

CPU - main thread, module ex1

Registers [(FPL)
BEIZFETC
GCAZEESS
BEF7AARG
BEEEEEEE
BEIIFETC
BE33FE5A
BRAaEEE1
BEEEEEEE

BE3G 1825

-

MSUCR11@. eCAZEES!

enl.BA3G1E2E

2Zbit B(FFFFFFFF
22bit B(FFFFFFFF
Z2bit BIFFFFFFFF
Sfbit BIFFFFFFFF
2Zbit YEFDDEG@ELFE
22bit BIFFFFFFFF

ERROFR_SUCCESS (&
(MO, HE, HE, A, M5, P

LastErr
BRAREaZEZ

ERX=BazzFave

exnl.ci8. scanF [ &y]:

Address | Hen dung RSCIT

BESZFEC| 75 D4 77 BB A F& 5O 6]« fw. 3. Do
BEZIFE54| 78 12 36 09|81 00 6O 06 p¥e.A. .. ooaareEd
BEZZFESC| 68 AR 77 08| 78 D4 77 98| Kkw.w v, e
BEGIFE04| FF 3B 59 13/ 80 98 B0 88| ;At.... R
BES3FEIC| A DO A3 B0 BB EA FD 7E|..... s SRR
BEZIFEA4| BB DO 0B 08|34 Fs 33 04| ... .93, i

empty B.8
empty H.8
empty @.8

BEr7047E

BEZSFECA

BBSEIE?B RETURM to enl.@B281278 fr
SEEAEEE

BB??HHGB

BEFTO47S

12292BFF

G ]

Figure 6.2: OllyDbg: address of the local variable is computed

CPU

thread, module ex1

Figure 6.3: OllyDbg: scanf () executed
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2036 10E IS a| Registers (FPUD
—1 En | DEEEEEEL
gggg{gﬁ’ EHEHEEEPESP |__NEcH GCAZFLE? MSUCR118.SCAZFLET
GRZE 1613 PUSH ECX EDi porrtosn
HE3E1E14 H exl. BEZEE format = "Enter H:i@™ ESF BEZSFST4
BRSE1E19 FALL EWORD PTR DS: [<EMSUCRL1A. printf:] |kprintf EiP ARGGF ARG
BRSE161F ADD ESF, 4 EST BoBaEea
GE3E 1622 LER ERit, DUORD PTR SS: [EBP-4] ERI Aaanoans
BE3E 1 E25
BESE 1 B2E FOSH ol . BEGESHEC format = "Hd” EIF BEZE1B21 exl.BEZE1E21
o836 1028 EEELEEEUED PTR OS5z [<&MSUCR11A.scanf>]  [Lscanf C B ES BZE 32bic BIEFFECEFE)
L
SSEE{SE; QBEHEEEXDWDRD FTR =% [EBF-41 Py A @ £S5 GBZE Z2bit BIFFFFFFEF)
e FUSH ex1.BBSESE1A [Format = "ou entered 3 |5 2 DS PBEE ZZbiv BIEFFEEEFEL
GE3E 1E20 CALL DWORD FTR DS:C<8MSUCRL18.printfr] |Lprintf T 5 &% A Sohit MCFFFFEFEF)
BE3E 1643 0 ESF,2 ¥ e
gggg{gjg Egﬁ-ggﬁ o0 @ LastErr ERROR_SUCCESS (@
EEp‘.‘aE%Eysm o coe' EFL BEEEEZEE (MO, HE,HE, A, NS, PE,
STH empty H.8
5T1 empty B.08
enl.ceB.  scanf ("Hd™, &n); S GroE Gl
Address |Hex dump ASCIT BEEEEEC ASCIT ud™
BOZSFGrC| 0B 0 B0 00| 08 Fo o5 88 L, ,. o0, pogatorl dassterl
DBIFoSC| 66 PR o7 BB 78 D4 o7 B8] Tra.n b BO3FaCE
TEW.H B
o e e G s [393512?9 RETURM to exl.@@361278 fro
ARSEFRST| AR AR AR AR| AR FR ENORE L. QE33Faa8| | Beese0a]
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nain thread, module ex1
BHEZE 1 HEE Registers [(FFU]
coscicor o
80361811 MOU EBP, ESP —J EL: oBoonErs
BEZE1E1E PUSH ECH o
BESEini4 PUSH e 1. BBEc5e0e format = "Enter H:iE" ARRaFaTE
BEZE1G1S CALL DWORD FTR DS:C<&MSUCR118.printf>1 |kprintf SEEENEEE
PEzE1niF ADD ESF, d SRR
BEZE1622 LEA EA%, DWORD PTR S5: [EEF-41 i
BESE1EEE FUSH ER:
BRZE16E6 FUSH en1.BESESEEC format = "Hd" EIP BB261R37 exl.BE2E1037
ap351028 gEELEgg?gn PTR DS:[<&MSUCR118.zcanf>]  |bzcanf C @ ES 6928 32bit BiFFFFFF
BB3E1634 MOU ECi, DWORD FTR_S5: [EBF-41 £l Lo fone HhiiaAes
ELISH EC $ddy = PE (123, £ @ DS @828 SFbit BIFFFFFF
BA361a38 PUSH exl.@8365018 . [Format = "Wou entered : S @ FS @ESE 27bit FEFOOGOG
gu36 1050 CALL DUDRD PTR DS: [<4MSUCR11B.printf>] |Lprintf T o G oa38 3oir GIFFFFRF
R e o0 @ LastErr ERROR_SUCCESS
sacdiganll pAo Coo' EFL @B@BEZEZ (MO, NE,HE, A, NS
- STE empty @.0
STl empty H.8
exl.cil@ printf [("™Vou entered ®d...~n"™, =1z 5§72 empty 8.8
Address |Hex dump ASCII Qaaaad R se=—
IR (ol G ) W (e HaT ) (el [fg o o 280k, B0arciod|| BBI6 1298 RETURN to ex 16036127
BESSFES4| 7O 12 36 GG 61 B0 00 00| p$e.d. .. 9 Edo
BE3ZFSSC| 68 AR 77 B0 73 04 77 08| kw. s B, e et
BA33FE34|FF 2B 99 13|98 89 @8 &a| sAt.... EhERREE | el
BRZEFEOC| BB B OB BG) B8 EQ FO FE|..... pa GRS | B pliuge)
Figure 6.4: OllyDbg: preparing the value for passing into printf ()
6.2.3 GCC
Let’s try to compile this code in GCC 4.4.1 under Linux:
main proc near
var_20 = dword ptr -20h
var_1C = dword ptr -1Ch
var_4 = dword ptr -4
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 20h
mov [esp+20h+var_20], offset aEnterX ; "Enter X:"
call _puts
mov eax, offset aD "ohd"
lea edx, [esp+20h+var_4]
mov [esp+20h+var_1C], edx
mov [esp+20h+var_20], eax
call ___1s0c99_scanf
mov edx, [esp+20h+var_4]
mov eax, offset aYouEnteredD___ ; "You entered %d...\n"
mov [esp+20h+var_1C], edx
mov [esp+20h+var_20], eax
call _printf
mov eax, O
leave
retn
main endp

GCC replaced first the printf () call to the puts (), it was already described (2.3.3) why it was done.
As before —arguments are placed on the stack by MOV instruction.

6.3 x64

All the same, but registers are used instead of stack for arguments passing.
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6.3.1 MSVC

Listing 6.1: MSVC 2012 x64

_DATA SEGMENT

$SG1289 DB ’Enter X:’, OaH, OOH

$3G1291 DB >%d’, OOH

$3G1292 DB ’You entered %d...2, OaH, OO0H
_DATA ENDS

_TEXT SEGMENT

x$ = 32
main PROC
$LN3:
sub rsp, 56
lea rcx, OFFSET FLAT:$SG1289 ; ’Enter X:°
call printf
lea rdx, QWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG1291 ; °%d’
call scanf
mov edx, DWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG1292 ; ’You entered %d...°

call printf

; return O
xXor eax, eax
add rsp, 56
ret 0

main ENDP

_TEXT ENDS

6.3.2 GCC

Listing 6.2: GCC 4.4.6 -0O3 x64

.LCO:
.string "Enter X:"
.LC1:
.string "%d4"
.LC2:
.string "You entered %d...\n"
main:
sub rsp, 24
mov edi, OFFSET FLAT:.LCO ; "Enter X:"
call puts
lea rsi, [rsp+12]
mov edi, OFFSET FLAT:.LC1 ; "%d"
xor eax, eax
call __1s0c99_scanf
mov esi, DWORD PTR [rsp+12]
mov edi, OFFSET FLAT:.LC2 ; "You entered %d...\n"
xor eax, eax

call printf

; return O
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Xor eax, eax
add rsp, 24
ret

6.4 ARM

6.4.1 Optimizing Keil + thumb mode

.text:00000042 scanf_main

.text:00000042

.text :00000042 var_8 = -8

.text:00000042

.text:00000042 08 B5 PUSH {R3,LR}

.text:00000044 A9 AO ADR RO, aEnterX ; "Enter X:\n"
.text:00000046 06 FO D3 F8 BL __2printf

.text :0000004A 69 46 MOV R1, SP

.text:0000004C AA AO ADR RO, aD 5 "%a”
.text:0000004E 06 FO CD F8 BL __Oscanf

.text:00000052 00 99 LDR R1, [SP,#8+var_8]
.text:00000054 A9 AO ADR RO, aYouEnteredD___ ; "You entered %d...\n"
.text:00000056 06 FO CB F8 BL __2printf

.text:0000005A 00 20 MOVS RO, #0

.text:0000005C 08 BD POP {R3,PC}

A pointer to a int-typed variable must be passed to a scanf () so it can return value via it. int is 32-bit value, so we need 4
bytes for storing it somewhere in memory, and it fits exactly in 32-bit register. A place for the local variable x is allocated in the
stack and IDA named it var_8, however, it is not necessary to allocate it since SP stack pointer is already pointing to the space may
be used instantly. So, SP stack pointer value is copied to the R1 register and, together with format-string, passed into scanf ().
Later, with the help of the LDR instruction, this value is moved from stack into the R1 register in order to be passed into printf ().

Examples compiled for ARM-mode and also examples compiled with Xcode LLVM are not differ significantly from what we saw
here, so they are omitted.

6.5 Global variables

What if x variable from previous example will not be local but global variable? Then it will be accessible from any point, not only
from function body. Global variables are considered as anti-pattern, but for the sake of experiment we could do this.

#include <stdio.h>

int x;

int main()

‘ printf ("Enter X:\n");
scanf ("%d", &x);
printf ("You entered %d...\n", x);
return O;

s
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6.5.1 MSVC: x86

_DATA SEGMENT

COMM _x:DWORD

$3G2456 DB ’Enter X:’, OaH, OOH

$5G2457 DB *%d’, OOH

$35G2458 DB ’You entered %d...’, OaH, O0H
_DATA ENDS

PUBLIC _main

EXTRN _scanf :PROC

EXTRN _printf:PROC

; Function compile flags: /0dtp
_TEXT SEGMENT
_main PROC
push ebp
mov ebp, esp
push  OFFSET $SG2456
call _printf
add esp, 4
push  OFFSET _x
push  OFFSET $SG2457
call _scanf
add esp, 8
mov eax, DWORD PTR _x
push eax
push  OFFSET $SG2458
call _printf
add esp, 8
xor eax, eax
pop ebp
ret 0
_main ENDP
_TEXT ENDS

Now x variable is defined in the _DATA segment. Memory in local stack is not allocated anymore. All accesses to it are not via
stack but directly to process memory. Not initialized global variables takes no place in the executable file (indeed, why we should
allocate a place in the executable file for initially zeroed variables?), but when someone will access this place in memory, OS will
allocate a block of zeroes there'.

Now let’s assign value to variable explicitly:

int x=10; // default value

We got:

_DATA  SEGMENT
X DD OaH

Here we see value 0xA of DWORD type (DD meaning DWORD = 32 bit).

If you will open compiled .exe in IDA, you will see the x variable placed at the beginning of the _DATA segment, and after you’ll
see text strings.

If you will open compiled .exe in IDA from previous example where x value is not defined, you’ll see something like this:

.data:0040FA80 _x dd 7 ; DATA XREF: _main+10
.data:0040FA80 ; _main+22
.data:0040FA84 dword_40FA84 dd 7 ; DATA XREF: _memset+1E

That is how VM behaves
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.data:0040FA84 ; unknown_libname_1+28
.data:0040FA88 dword_40FA88 dd ? ; DATA XREF: ___sbh_find_block+b
.data:0040FA88 ; ___sbh_free_block+2BC
.data:0040FA8C ; LPVOID 1lpMem

.data:0040FA8C 1lpMem dd ? ; DATA XREF: ___sbh_find_block+B
.data:0040FA8C ; ___sbh_free_block+2CA
.data:0040FA90 dword_40FA90 dd ? ; DATA XREF: _V6_HeapAlloc+13
.data:0040FA90 ; __calloc_impl+72

.data:0040FA94 dword_40FA94 dd 7 ; DATA XREF: ___sbh_free_block+2FE

_x marked as ? among other variables not required to be initialized. This means that after loading .exe to memory, a space
for all these variables will be allocated and a random garbage will be here. But in an .exe file these not initialized variables are
not occupy anything. E.g. it is suitable for large arrays.

6.5.2 MSVC: x86 + OllyDbg

Things are even simpler here: fig.6.5. Variable is located in the data segment. By the way, after PUSH instruction, pushing x
address, is executed, the address will appear in stack, and it is possible to right-click on that element and select “Follow in dump”.
And the variable will appear in the memory window at left.

After we enter 123 in the console, 0x7B will appear here.

But why the very first byte is 7B? Thinking logically, a 00 00 00 7B should be there. This is what called endianness, and
little-endian is used in x86. This mean that lowest byte is written first, and highest written last. More about it: 36.

Some time after, 32-bit value from this place of memory is loaded into EAX and passed into printf ().

x variable address in the memory is 0xDC3390. In OllyDbg we can see process memory map (Alt-M) and we will see that this
addressisinside of .data PE-segment of our program: fig.6.6.

CPU - main thread, module ex2

] S PUSH _EEP i

aanci@aEd (| . MOU EBF,ESP = EE&‘SESESBETP”]
oE0Ciens|| . &8 P@IEOCES | PUSH ex2. BBOCSHEE format = "Enter Hi@™ EC: GAR4FLE? MSUCR11E
menciees|] . CALL DWORD PTR DS:[<&MSUCR11B.printf>] [Lprintf =—\E0 Garacasa
aenci8ag|] « AOD ESF, 4 EEY GRGREEEG

aEnciatiif] . 68 SB230CEA | PUSH ex2.BBO0C3394 ESP BA42F4C

FUSH e 2. BEOCSHEC format = "Hd" EBP GRd5Facd

BBDCIB%S CALL DWORD PTR DS:[<%MSUCR11G 21 f
: . SCan SCan
ROOC ESF. S ES] GROEEEE]

[o]]1] 4] . MO EAX,DWORD FTR OS:[DC33981 EDI BmEaansg
geociazal| pusH ERN cxds =3 FB 1123, EIF BB0CI8Z1 ewZ. AEOC
AE0C1EZA|| . 62 1BSADCHR en2, BA0CSA [Fﬂmat = "™ou entered | Lo g Eg meze ohit oo
aanciezF|] . S42a00E8 l:nLL OWORD FTR DS [<&MSUCR11B. printf 3] [Lporintf F 1 CS 0G23 2ohit @i
aEnciEss|| . 83C4 Bs AOD ESF, & A @ S5 BEZE Z7hit @I
aaociEzs|] . 2sce %OR EA¥.ERY i

£ 8 DS BEZE 32bit &0
Sggg%ggg . Eg EE?NEBP S B FS BES2 22bit VE
AEOCIEEC| . BE 40SAGEEE | HOU EAX, SA40 5 8 G5 BEZE 32bit Al
GEOC1E41| . E6:3965 AEAE0| CMP WORD PTR OS:[DCE88S1, AX 08 LastErr ERROR_SU

QEDCciEd4s| .74 84 JE SHORT euz.@@0DC1E4E
bnlm]nd '} | I o L LY

I iwiniat Nr P il

- GEEAE26: (MO, ME, M
ESP=BRE42F 340

empty A.8
empty .0
enpty .0
ASCIT ""d™
B 2. BEOCZE 50

RETURH to exZ.@@l

Address H_durp ASCII

BE0C3328[(FE B8 88 EEJBB aE 88 (<. ......
BEOCZ392 CH BA 55| 8...- . f
BEOCIIAGE| 20 CE BA S5 88 B8 BB B8(-L.f....

BEOCSSAS| B8 B8 B8 G| B0 BE B8R GE(........

BE0CS3EE| 08 B8 B8 B0 98 060 88 88| ........
AENC22R2| GR BR GR GR| BR GR GR GR BE42F 4] ] BE7I0472

Figure 6.5: OllyDbg: after scanf () execution
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=101 ]

Address |Size Owner Section |Contains Type| Access |Initial|Mapped as -
BEE1EREE | AEE1BEERE Map | RW [0
BEE2ER0E | BEE1B8EG Map | Bl Rl
BAE4ER66 | AEEE 1886 Imag| R RWE
GRASERG5E | BERE4886 Map | R R
BEBEEREE | AERE 1 8EE Friw| B Rl
BEEVEREE | BEASFEEGE Map | R R ~[Oewice~Harddisklolumel~Winc
68149666 AEAETEEE FPriw BW Guaj Rl
GA42CH5E | BERE 1886 Priv| R Gual Rl
BE420000 | BEEE2EEE stack of ma|Priv|RW  Gual RW
BESABRG0E | AEREIEEE P iw| Bl Rl
BAFIER60E | AEREESBE Priw| RW Rl
GROCEAGE | AERE 1886 | ex2 FE header Imaa| R RIWE
BEDC1E0E| BOEE 1 6EE | ex2 hEHt code Imaa| R RIE
CAOCZAEE | AEAGE1BEE | en2 Lrdata imports Imzal R RIWE
BA0C30EA| AEEE18868 | ex2 .data data Imag| R RWE
CEOC4AEE| BOEE L ORE| X2 .reloc relocat ions| Imaga| R RIE
SAS0EREE | AERE18EE | MSUCRL18 FE header Imaa| R RIWE
SAS01A6E| BEACGERE | MSUCR11A8| . teut code, edport) Imaa| R RWE
SAR9YREA| BEBE&ERE | MSUCR11A| . data data Imag| R RWE
SAR90REE| BEREZEEE | MSUCR118) . idata imports Imzg| R RIWE
SHAPFEC0E| BORG L1 BAGE | MSUCRL18| » rsrc rESOUrces Imaa| R RIE
SARABRGEE| BERESERG | MSUCR118) . re loc relocations| Imaa| R RWE
T4FEBREA| AERES88E Imag| R RWE
T4FFERGE | BEASCa8E Imzg| R RIWE
TEBCEREE | AEASFBEE Imaa| R RIWE
TEIIER0E| BEE1A8EE | kerne 32 FE header Imza| R RWE
YES4EEEA| AEAC1EEA | kerne 132 . text code, import] Imag| R RIE
TEALBREE| BEREZEA0 | kerne 132 . data data Imag| Rl RIWE
rEAZ20E00| BOR0 L BA6 | kerne 22|« rs0c CrESOUrces Imaa| R RIE
TERASERGEE| BEREEERE | kerne 132 2 reloc relocat ions| Imaa| R RWE
TTEGEREA| AEA6 18868 KERNELER FE header Imag| R RWE
FTE61060 86408860 KERMELEA| . reut code, import) Imag| R RIWE
TTEA1AEE| BEREZERE | KERMELBA| . data data Imaa| R RIWE
TTEASRGEE| BERE18A0| KERMELBA| . rerc CESOUTCES Imza| R RWE
YreAd4a6a| BERE3EEA | KERNELER| . reloc relocations| Imag| R RIE
TT4EERGE| B8 1A%886 Imzg| R RIWE
TTESEREE| BERE1EE6 | ntdl L FE header Imaa| R RIWE
TTEABREE| BEBDEER0 | ntdL L L bent code, edport) Imaa| R RWE
FrroEa6a| BEEE 1866 | ntdl L RT Imag| R RWE
FIroE066| BERE3886| ntdl L .data data Imag| Rl RIWE
FF7OAAAA | AAACFHAR| n+ A1 e PSS S S Trazml B =111 =

Figure 6.6: OllyDbg: process memory map

6.5.3 GCC: x86

It is almost the same in Linux, except segment names and properties: not initialized variables are located in the _bss segment.

In ELF file format this segment has such attributes:

; Segment type: Uninitialized
; Segment permissions: Read/Write

If to statically assign a value to variable, e.g. 10, it will be placed in the _data segment, this is segment with the following

attributes:

; Segment type: Pure data
; Segment permissions: Read/Write

6.5.4 MSVC: x64

Listing 6.3: MSVC 2012 x64

_DATA  SEGMENT
COMM x:DWORD

$3G2924 DB ’Enter X:’, OaH, OOH

$SG2925 DB >%d’, OOH

$SG2926 DB ’You entered %d...’, OaH, OOH
_DATA ENDS

_TEXT  SEGMENT
main PROC
$LN3:
sub rsp, 40

lea rcx, OFFSET FLAT:$SG2924 ; ’Enter X:’
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call printf

lea rdx, OFFSET FLAT:x

lea rcx, OFFSET FLAT:$SG2925 ; °%d’

call scanf

mov edx, DWORD PTR x

lea rcx, OFFSET FLAT:$SG2926 ; ’You entered %d...’

call printf

; return O
Xor eax, eax
add rsp, 40
ret 0

main ENDP

_TEXT ENDS

Almost the same code as in x86. Take a notice that x variable address is passed to scanf () using LEA instruction, while the
value of variable is passed to the second printf () using MOV instruction. ¢ DWORD PTR’’—is a part of assembly language (no
related to machine codes), showing that the variable data type is 32-bit and the MOV instruction should be encoded accordingly.

6.5.5 ARM: Optimizing Keil + thumb mode

.text:00000000 ; Segment type: Pure code
.text:00000000 AREA .text, CODE

.text:00000000 main

"You entered %d...\n"

main+2

main+8

main+A

XREF: main+14

.text :00000000 PUSH {R4,LR}

.text:00000002 ADR RO, aEnterX ; "Enter X:\n"
.text:00000004 BL __2printf

.text:00000008 LDR R1, =x

.text :0000000A ADR RO, aD 5 "hd"
.text:0000000C BL __Oscanf

.text:00000010 LDR RO, =x

.text:00000012 LDR R1i, [RO]

.text:00000014 ADR RO, aYouEnteredD___ ;
.text:00000016 BL __2printf

.text:0000001A MOVS RO, #0

.text:0000001C POP {R4,PC}

.text:00000020 aEnterX DCB "Enter X:",0xA,O ; DATA XREF:
.text:0000002A DCB 0

.text:0000002B DCB 0

.text :0000002C off_2C DCD x ; DATA XREF:
.text:0000002C ; main+10
.text:00000030 aD DCB "%d",0 ; DATA XREF:
.text:00000033 DCB 0

.text:00000034 aYouEnteredD___ DCB "You entered %d...",0xA,0 ;
.text:00000047 DCB 0

.text:00000047 ; .text ends

.text:00000047

.data:00000048 ; Segment type: Pure data
.data:00000048 AREA .data, DATA
.data:00000048 ; ORG 0x48

.data:00000048 EXPORT x
.data:00000048 x DCD 0OxA ; DATA XREF: main+8
.data:00000048 ; main+10
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’.data:00000048 ; .data ends ‘

So, x variable is now global and somehow, it is now located in another segment, namely data segment (.data). One could ask,
why text strings are located in code segment (.text) and x can be located right here? Since this is variable, and by its definition, it
can be changed. And probably, can be changed very often. Segment of code not infrequently can be located in microcontroller
ROM (remember, we now deal with embedded microelectronics, and memory scarcity is common here), and changeable vari-
ables —in RAM2. It is not very economically to store constant variables in RAM when one have ROM. Furthermore, data segment
with constants in RAM must be initialized before, since after RAM turning on, obviously, it contain random information.

Onwards, we see, in code segment, a pointer to the x (off_2C) variable, and all operations with variable occurred via this
pointer. This is because x variable can be located somewhere far from this code fragment, so its address must be saved some-
where in close proximity to the code. LDR instruction in thumb mode can address only variable in range of 1020 bytes from the
point it is located. Same instruction in ARM-mode —variables in range +4095 bytes, this, address of the x variable must be lo-
cated somewhere in close proximity, because, there is no guarantee the linker will able to place this variable near the code, it
could be even in external memory chip!

One more thing: if variable will be declared as const, Keil compiler shall allocate it in the . constdata segment. Perhaps,
thereafter, linker will able to place this segment in ROM too, along with code segment.

6.6 scanf() result checking

As | noticed before, it is slightly old-fashioned to use scanf () today. But if we have to, we need at least check if scanf () finished
correctly without error.

#include <stdio.h>
int main()
{
int x;
printf ("Enter X:\n");
if (scanf ("%d", &x)==1)
printf ("You entered %d...\n", x);
else
printf ("What you entered? Huh?\n");
return O;
e

By standard, scanf ()2 function returns number of fields it successfully read.

In our case, if everything went fine and user entered a number, scanf () will return 1 or 0 or EOF in case of error.
I added C code for scanf () result checking and printing error message in case of error.

This works predictably:

C:\...>ex3.exe
Enter X:

123

You entered 123...

C:\...>ex3.exe

Enter X:

ouch

What you entered? Huh?

2Random-access memory
3MSDN: scanf, wscanf
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6.6.1 MSVC: x86

What we got in assembly language (MSVC 2010):

lea eax, DWORD PTR _x$[ebp]
push eax
push OFFSET $SG3833 ; ’%d’, OOH
call _scanf
add esp, 8
cmp eax, 1
jne SHORT $LN2@main
mov ecx, DWORD PTR _x$[ebp]
push ecx
push OFFSET $SG3834 ; ’You entered %d...’, OaH, OOH
call _printf
add esp, 8
jmp SHORT $LN1@main
$LN2@main:
push OFFSET $SG3836 ; ’What you entered? Huh?’, OaH, OOH
call _printf
add esp, 4
$LN1@main:
xor eax, eax

Caller function (main()) must have access to the result of callee function (scanf ()), so callee leaves this value in the EAX
register.

After, we check it with the help of instruction CMP EAX, 1 (CoMPare), in other words, we compare value in the EAX register
with 1.

JNE conditional jump follows CMP instruction. JNE means Jump if Not Equal.

So, if value in the EAX register not equals to 1, then the processor will pass execution to the address mentioned in operand of
JNE, in our case it is $LN2@main. Passing control to this address, CPU will execute function printf () with argument ‘“Wwhat you
entered? Huh?”’. Butif everythingisfine, conditional jump will not be taken, and another printf () call will be executed, with
two arguments: ’>You entered %d. ..’ and value of variable x.

Since second subsequent printf () not needed to be executed, there is JMP after (unconditional jump), it will pass control to
the point after second printf () and before XOR EAX, EAX instruction, which implement return O.

So, it can be said that comparing a value with another is usually implemented by CMP/Jcc instructions pair, where cc is con-
dition code. CMP comparing two values and set processor flags*. Jcc check flags needed to be checked and pass control to
mentioned address (or not pass).

But in fact, this could be perceived paradoxical, but CMP instruction is in fact SUB (subtract). All arithmetic instructions set
processor flags too, not only CMP. If we compare 1and 1, 1 — 1 will be 0 in result, ZF flag will be set (meaning the last result
was 0). There is no any other circumstances when it is possible except when operands are equal. JNE checks only ZF flag and
jumpingonly ifitis not set. JNEis in fact a synonym of JNZ (Jump if Not Zero) instruction. Assembler translating both JNE and JNZ
instructions into one single opcode. So, CMP instruction can be replaced to SUB instruction and almost everything will be fine,
but the difference is in the SUB alter the value of the first operand. CMP is “SUB without saving result”.

6.6.2 MSVC: x86: IDA

It’s time to run IDA and try to do something in it. By the way, it is good idea to use /MD option in MSVC for beginners: this mean
that all these standard functions will not be linked with executable file, but will be imported from the MSVCR* . DLL file instead.
Thus it will be easier to see which standard function used and where.

While analysing code in IDA, it is very advisable to do notes for oneself (and others). For example, analysing this example,
we see that JNZ will be triggered in case of error. So it’s possible to move cursor to the label, press “n” and rename it to “error”.
Another label—into “exit”. What I've got:

.text:00401000 _main proc near
.text:00401000
.text:00401000 var_4 = dword ptr -4

4About x86 flags, see also: http://en.wikipedia.org/wiki/FLAGS_register_(computing).
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.text:
.text:
.text:
.text:
.text:
: 00401001

.text

.text:
: 00401004

.text

.text:
:0040100F

.text

.text:
:00401015

.text

.text:
:0040101B
: 00401021
.text:
.text:
.text:
.text:
:0040102D
.text:
.text:
.text:
.text:
:0040103D
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

.text
.text

.text

.text

00401000
00401000
00401000
00401000
00401000

00401003

00401009

00401012

00401016

00401024

00401027

00401029

0040102C

00401032

00401038
0040103B

0040103D ;

0040103D
0040103D
00401042
00401048
0040104B
0040104B
0040104B
0040104D
0040104F
00401050
00401050

argc
argv
envp

>

error:

exit:

_main

= dword ptr 8
= dword ptr O0Ch

push
mov
push
push
call
add
lea
push
push
call
add
cmp
jnz
mov
push
push
call
add

push
call
add

xor
mov
pop
retn
endp

dword ptr 10h

ebp

ebp, esp

ecx

offset Format
ds:printf

esp, 4

eax, [ebp+var_4]
eax

offset aD
ds:scanf

esp, 8

eax, 1

short error

ecx, [ebptvar_4]
ecx

offset aYou
ds:printf

esp, 8

short exit

offset aWhat
ds:printf
esp, 4

eax, eax
esp, ebp
ebp

; "Enter X:\n"

; n %dll

; "You entered %d...\n"

; CODE XREF: _main+27
; "What you entered? Huh?\n"

; CODE XREF: _main+3B

Now it’s slightly easier to understand the code. However, it’s not good idea to comment every instruction excessively.

A part of function can also be hidden in IDA: a block should be marked, then

entered.

I’'ve hide two parts and gave names to them:

« »

on numerical pad is pressed and text to be

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
100401048
.text:

.text

00401000
00401000
00401000
00401000
00401012
00401024
00401027
00401029
0040103B
0040103D
0040103D
0040103D
0040103D
00401042

0040104B

_text

; ask for X
; get X

; print result

segment para public ’CODE’ use32
assume cs:_text
;org 401000h

push
call
add

eax, 1
short error

short exit

offset aWhat
ds:printf
esp, 4

; CODE XREF: _main+27
; "What you entered? Huh?\n"
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.text:
.text:
.text:
StexitE
.text:

.text

0040104B exit:

0040104B xor

0040104D mov

0040104F pop

00401050 retn
:00401050 _main endp

; CODE XREF: _main+3B
eax, eax
esp, ebp

ebp

To unhide these parts, “+” on numerical pad can be used.

By pressing “space”, we can see how IDA can represent a function as a graph: fig. 6.7. There are two arrows after each condi-
tional jJump: green and red. Green arrow pointing to the block which will be executed if jump is triggered, and red if otherwise.

Itis possible to fold nodes is this mode and give them names as well (“group nodes”). | did it for 3 blocks: fig. 6.8.

It’s very useful. It can be said, a very important part of reverse engineer’s job is to reduce information he/she have.

; int __cdecl main{)
_main proc near
var_4= dword ptr -4
arge= dword ptr 8
argu= dword ptr BCh
enup= dword ptr 18h
push ebp
mov ebp, esp
push eCX
push offset Format : "Enter K:wn™
call ds:printf
add esp, 4
lea eax, [ebp+var_4]
push eax
push of fset aD 3 RdT
call ds:scant
add esp, 8
cmp eax, 1
jnz short error
¥
=1, I
mou ecx, [ebpruar_u]
push ecx error: ; "What you entered? Huh?in™
push ofFfset aYou : "You entered %d...\n" push offset allhat
call ds:printf call ds:printf
add esp, 8 add esp, 4
jmp short exit
LA
=1, I
exit:
i1y eax, eax
mou esp, ehp
pop ebp
retn
_main endp

Figure 6.7: Graph mode in IDA

o1



6.6. SCANF() RESULT CHECKING

push
mou
push
push
call
add
lea
push
push
call
add
cmp
jnz

; int __cdecl main{)
_main proc near

var_4= dword ptr -4
argc= dword ptr 8

argu= dword ptr BCh
enup= dword ptr 18h

ebp

ebp, esp

eCcx

offset Format ; "Enter X:ywn'
ds:printf

esp, 4

eax, [ebptvar_A4]

eax

offset ab 3 ad”
ds:scanf

esp, 8

eax, 1

short errovr

CHAPTER 6. SCANF()

¥ ¥
BNuW H:3 BN 33

print error message| (print X

Yy
BN 33

return 8

Figure 6.8: Graph mode in IDA with 3 nodes folded

6.6.3 MSVC: x86 + OllyDbg

Let’s try to hack our program in OllyDbg, forcing it to think scanf () working always without error.

When address of local variable is passed into scanf (), initially this variable contain some random garbage, that is 0x4CD478

in case: fig.6.10.

When scanf () is executing, | enter in the console something definitely not a number, like “asdasd”. scanf () finishing with 0
in EAX, which mean, an error occurred: fig.6.11.
We can also see to the local variable in the stack and notice that it’s not changed. Indeed, what scanf () would write there?
It just did nothing except returning zero.
Now let’s try to “hack” our program. Let’s right-click on EAX, there will also be “Set to 1” among other options. This is what

we need.

1now in EAX, so the following check will executed as we need, and printf () will print value of variable in the stack.
Let’s run (F9) and we will see this in console window:

Indeed, 5035128 is a decimal representation of the number in stack (0x4CD478)!

[® c:\Polygon\ollydbg\ex3.exe

asdasd
You entered 5835

Figure 6.9: console window
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PU - main thread, module ex3

Figure 6.10: OllyDbg: passing variable address into scanf ()

thread, module ex3

BEER1bEE( s 55 Regist {FPL
o =T e
B003 1654 PUSH =13. BB0S3000 format = "Enter waEe —y ELi SDOCEESE MSUERLLA. SREEEL
PEES16ER CALL DWORD PTR DS:C<&MSUCR118.printf>] |bprintf A
BBES1BEE ADO ESP, 4 P
o 11z LEA EAX,DWORD PTR S3: [EEP-41 R
L= Flish Ens BEAEHEE]
BBBS101e H enZ.0E0g3 Format = "HEdT e eoas
BEES1n1E FALL FWRRD PTR DS: [<EMSUCR1G. soanf3] | Lonan?
BABS1AZ1 ADD ESP, 5 EIP BBASIA1S =x3, 00831015
BEEE1624 Che £, 1 -
C @ ES @826 32bit 9iFFFFFFS
BaaaT A i EEEREMSES PR Sos TEBP—41 24 9 G cEehe AR
. A1 S5 BB25 35bit BiFFFFFF
BaE31020 PLSH ECx snd Z @ D5 B02E 37bit OIFFFFFFF
BEas1a20 PUSH ex3.@0833616 [Format = "You entered S @ FS @ESE 27bit FEFOOGOG
PERS16ZZ CALL DWORD PTR DS:C<&MSUCR11E.printf>] |bprintf 2H B2 R Bt B
Paan1agn PR SHORT ox3. GRE3164E oDa
EHI.
BREE1650 24300808 | FUSH eud. 0o0asezd [formsc = "What you entiw DE LesiEn BIRIUEIEESS |
FIEIEL=ERF k] [ =k W= =YE T T =0 v T R | 111 1= o B = = o U= O a0 (=1 B o) = B B IO | ot EFL G8aEazle (HO,ME,.HME,R, M5,
EQH—Bhzcr S
5T8 empty B.0
STl empty B.A8
ST2 empty @.8
add Hi d ASCIT HEZZ2FE5H| FFFFFFFE
TEEE | Mes duhe - 2| GeEEFeca| ERESEESS| MSUCRL1G. GAESEESS
POPSO0P0| 45 BE 74 65 rZ 2B 55 OR| Enter Rt
! GEZZFE5E| GOOS10OF| cu3, AOGS1G6F
PEESI0EG| BR B0 B9 90 25 64 G0 08| ....%d.. pDZIFESE| opolobr|gus.@epsioar o
BARZ2E1E|E9 EF V5 20| 65 EE 74 £5|You ente BRat T nter il
BEESSB1S| 72 ES 64 20 25 &4 ZE 2E|red Rd..
PRPS3626| ZE PO 0P B6 57 63 51 74 h &t BOZFSed)| FEAZEFSAY
BOB5a65S| 25 o3 EF U5 50 5 £ 4| oo en BEZZFE6S [BBBSIEEE RETURM to exd.@@8851252
RARSZAZA| BE 72 AR A4l 2F 2R 48 7Rl pred? Hu BazzFeec] | booaaaal

Figure 6.11: OllyDbg: scanf () returning error

6.6.4 MSVC: x86 + Hiew

R FUEH EEF Regizters (FPUI
Lo il e B
BIAES 1G4 PUSH =3, papacaon format = “Enter wi@® —) EL BRSERIES MSVERLIG.CRESFIES
BBEE] BES DWORD FTR DS:[<#MSUCR118.printf>] |Lprintf o e
EE0E ] BEF FOG ESF. 4 SR e
BEEZ1E12 LEQ EAX,DWORD FTR SS: [EBF—41 S G
GEAZ1A1E FUSH EA% BT AAGRAGEl
BEEE1E1E FUSH en 3. BEIBE 3060 format = "Hd" el
BEnE1E1E COLL DWORD PTR OS:[<&MSUCR11G.2canfs>]  |Lzcanf
AOD ESF, 2 EIF Baaslaz]l w3, 08831621
BEGS1624 CHP EAX, 1 :
BBEE 1 BT JHZ SHORT ews.BAE31620 EYOED BoeE gEbiT BIEREEERER)
BEEE]AED FOU EC3, DWORD FTR 55t [EBF—d41 oo e
GEAS 1A PUZH ECH srd> Z @ DS BE2E 22hit BIFFFFFFFF)
aaasiazn PUSH ern 3. BEEZ3816 [Fnrmat = "oy entered S B FS GESE S7°bit TEFOOGGELFEF
b 3z CELL DUORD FTR 0S: [<8MSUCRLL8. print>] | Lorinct 2 S Ehes Boanh mastiasila;
0@
BEES21AIE JHP SHORT eu3,o@e21e4E
GG 1 B0 PUSH &5, BOGESR24 [fornat = "hat you entew | 7 DoZtErs EFRORSURCESS [HAA
GoGs i o)) SOl o BTE Ce g Coo el im0 PN | Iy EFL aamaazes (HO,HE,.HE,A,HS,FE,.!
ESP=OBzcr 650
STA empty B.8
STl empty H.8
SIE empty B, 8
Address |Hex dump ASCII BEE2IAEC) ASCIT "Hd™
HBEDZO0E| 45 BE r4 65| re 2B 52 SH|Enter ns e B
GEASIARS| 6A 98 BE 0G| 25 o4 B3 oa| . ... ad.. R it e
BEEESE16| 59 6F 7 28|65 GE 74 65| You ente
Dobooainls3 SF = 2BIES SE 74 65 You ente pozzrocs|| eeasi2E2| RETURN to enz.@Eos1zE2 fror
QERSIE26( 2E B0 99 08|57 62 61 74| ....0hat | B
ol S O I e pozzrard|| padcosrs

This can be also a simple example of executable file patching. We may try to patch executable, so the program will always print
numbers, no matter what we entered.

Assuming the executable compiled against external MSVCR# . DLL (i.e., with /MD option)®

, we may findmain () function at the

very beginning of . text section. Let’s open executable in Hiew, find the very beginning of . text section (Enter, F8, F6, Enter,

Enter).

We will see this: fig.6.12.

Hiew finds ASCIIZ® strings and displays them, as well as imported function names.
Move cursor to the address . 00401027 (with the JNZ instruction we should bypass), press F3, and then type “9090” (meaning
two NOP7-s): fig.6.13.

Sthat’s what also called “dynamic linking”
6ASCII Zero (null-terminated ASCII string)

"No OPeration
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Then F9 (update). Now the executable saved to disk. It will behave as we wanted.

Two NOP-s are probably not quite aesthetically as it could be. Other way to patch this instruction is to write just 0 to the
second opcode byte (jump offset), so that JNZ will always jump to the next instruction.

We can do the opposite: replace first byte to EB while not touching the second byte (jump offset). We’ll got here always
triggered unconditional jump. The error message will be printed always, no matter what number was entered.

Dhewecee _ioix]
C:\Polygon\ollydbgiex3.exe a32 PE .PP401008 |Hiew 8.82 (c)SEN

push

mows

; Enter X:' --E

1[-4]

; 'You entered %d..." --E
printf
esp,

; 'What you entered? Huh?' --E
printf

2FilBlk 2CryBlk 4

Figure 6.12: Hiew: main () function
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=10l x|
EFWO EDITMODE a32 PE 00800429 |Hiew 8.82 (c)SEN
push
Mo
push
push
call
add
lea
push
push
call
add
cmp
nop

nop

mons
push
push
call
add

jmps

Figure 6.13: Hiew: replacing JNZ by two NOP-s

6.6.5 GCC:x86

Code generated by GCC 4.4.1in Linux is almost the same, except differences we already considered.

6.6.6 MSVC:x64

Since we work here with int-typed variables, which are still 32-bit in x86-64, we see how 32-bit part of registers (prefixed with E-)
are used here as well. While working with pointers, however, 64-bit register parts are used, prefied with R-.

Listing 6.4: MSVC 2012 x64

_DATA SEGMENT

$SG2924 DB ’Enter X:’, OaH, OOH

$3G2926 DB >%d’, OOH

$3G2927 DB ’You entered %d...°, OaH, O0H
$3G2929 DB ’What you entered? Huh?’, OaH, OOH
_DATA ENDS

_TEXT SEGMENT

x$ = 32
main PROC
$LN5:
sub rsp, 56
lea rcx, OFFSET FLAT:$SG2924 ; ’Enter X:’
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call printf

lea rdx, QWORD PTR x$[rspl
lea rcx, OFFSET FLAT:$SG2926 ; ’%d’
call scanf
cmp eax, 1
jne SHORT $LN2@main
mov edx, DWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG2927 ; ’You entered %d...°
call printf
jmp SHORT $LN1@main
$LN2C@main:
lea rcx, OFFSET FLAT:$SG2929 ; ’What you entered? Huh?’
call printf
$LN1G@main:
; return O
xor eax, eax
add rsp, 56
ret 0
main ENDP
_TEXT ENDS

END

6.6.7 ARM: Optimizing Keil + thumb mode

Listing 6.5: Optimizing Keil + thumb mode

var_38 = -8

PUSH {R3,LR}

ADR RO, aEnterX ; "Enter X:\n"
BL __2printf
MOV R1, SP
ADR RO, aD 3 "hd"
BL __Oscanf
CMP RO, #1
BEQ loc_1E
ADR RO, aWhatYouEntered ; "What you entered? Huh?\n"
BL __2printf
loc_1A ; CODE XREF: main+26
MOVS RO, #0
POP {R3,PC}
loc_1E ; CODE XREF: main+12
LDR R1, [SP,#8+var_8]
ADR RO, aYouEnteredD___ "You entered %d...\n"
BL __2printf
B loc_1A

New instructions here are CMP and BEQS.

CMP is akin to the x86 instruction bearing the same name, it subtracts one argument from another and saves flags.
BEQ is jumping to another address if operands while comparing were equal to each other, or, if result of last computation was

0, orif Z flagis 1. Same thing as JZ in x86.

Everything else is simple: execution flow is forking into two branches, then the branches are converging at the point where 0

is written into the RO, as a value returned from the function, and then function finishing.

8(PowerPC, ARM) Branch if Equal
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Chapter 7

Accessing passed arguments

Now we figured out the caller function passing arguments to the callee via stack. But how callee access them?

Listing 7.1: simple example

#include <stdio.h>

int £ (int a, int b, int c)

{
return ax*b+c;

g

int main()

{
printf ("%d\n", £(1, 2, 3));
return 0;

I3

71 x86

71.1 MSVC

What we have after compilation (MSVC 2010 Express):

Listing 7.2: MSVC 2010 Express

_TEXT SEGMENT

_a$ =8 ; size = 4
_b$ = 12 ; size = 4
_c$ = 16 ; size = 4
_f PROC

push ebp

mov ebp, esp

mov eax, DWORD PTR _a$[ebp]

imul eax, DWORD PTR _b$[ebp]

add eax, DWORD PTR _c$[ebp]

pop ebp

ret 0
_f ENDP
_main  PROC

push ebp

mov ebp, esp

push 3 ; 3rd argument
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push 2 ; 2nd argument

push 1 ; 1st argument
call _f
add esp, 12
push eax
push OFFSET $SG2463 ; °%d’, OaH, OOH
call _printf
add esp, 8
; return O
xor eax, eax
pop ebp
ret 0
_main  ENDP

What we see is the 3 numbers are pushing to stack in functionmain () and f (int, int,int) is called then. Argument access
inside £ () is organized with the help of macros like: _a$ = 8, in the same way as local variables accessed, but the difference in
that these offsets are positive (addressed with plus sign). So, adding _a$ macro to the value in the EBP register, outer side of stack
frame is addressed.

Then a value is stored into EAX. After IMUL instruction execution, value in the EAX is a product'of value in EAX and what is
stored in _b. After IMUL execution, ADD is summing value in EAX and what is stored in _c. Value in the EAX is not needed to be
moved: it is already in place it must be. Now return to caller —it will take value from the EAX and used it as printf () argument.

7.1.2 MSVC + OllyDbg

Let’s illustrate this in OllyDbg. When we trace until the very first instruction in £ () that uses one of the arguments (first one), we
see that EBP is pointing to the stack frame, | marked its begin with red arrow. The first element of stack frame is saved EBP value,
second is RA, third is first function argument, then second argument and third one. To access the first function argument, one
need to add exactly 8 (2 32-bit words) to EBP.

[E cru - mai

HEIE 1 BEE FUSH EEF a | Registers (FPUD
. Hgﬂ EEE-E%SRD TR S TERPTI —VENY GLO52E24 OFFSET MoUCRILE. i
BESE 1 BEE| | . IHOL EA%, DWORD FTR S55: [EEF+C] —A ECy poeanne
aasE1emq|| | AOD EAX, DWORD FTR S5:[EEF+18] A
paseiemn|| o =0 EEF e R
. EEF BEZZF042
ES] BEBEEEEI
= EDI GRGHEGEE
PUSH 3 Aro? = AOEEGEED EIF BESELEEE ci.BO9E 1002
PUSH 2 Rrgz = GEOEGEG2 C @ ES @826 37bit BIFFFFFFFF)
FALL 2u.p09E1000 [E:Qéa;E?SSSBBBI Bl EE Bhes iibin BIERCEEEED)
EHERRECdE . A B 55 BEZE 22hit BFFFFFFFF)
SR, o Z 1 D03 8826 22bit A(FFFFFFFF)
FPUSH eu.RE9ESER6 [Fc:r'mat T S B F5 @Es3 32b_lt VYEFDODBEEALFFF
: CALL OWORD FTR OS:[<&MSUCR11B.print>] [Lprintf - g G% B92E SZbiv BIFFFFFFFRD
P R N D09 Lesdsws ERAIRSIEE:S (EHE
EAX-6C352634 (MSUCRI1G.  initenu) EFL BEBAS245 (MO,ME,E,EBE,NS,FE, 6
) e [Fa
BOZZFOOC| BOZZFOGE
Address Lliei cunp RSCil Y GrzeF0q6| BRSE11Z3|ex.oEsEllzD
DESESO00| 25 &9 OO 00| G1 00 00 06| fd. 0. .. S| SRR e
GEOEIEGC| B0 A6 DE 00|68 B0 9O B8|........ _ggetones e
goeasi B2 e B2 [Ad|EE [3F HE PO BAzzrOdC || BESELG1E| RETURM to ev.GESELGLE from e
GEIEIF1E| 6B AZ 90 ED| 94 5C 62 16|kr3uPb
pEzzFOsE| | PoEeERE1
QEFEIEZ0(00 06 00 00|60 O5 DO B8 | ........
oEzzF0S4| | poposeE2
GEIEIE2C| 61 @6 PG 68|28 A9 29 66|6... @),
ol sozzFos:| | popoREES
GESE3PSE| 06 DS 22 00|08 0B 56 66| aL)..... L
GESEZE5C( 00 00 B0 00|00 08 60 @a| ... ..., E@22F0CC| p@R22FDS0
Eeetee) B B RS BRI ER) B B | eoo000oc pazzFoca|[ BBSE1Z2E| RETURN to en.BE9E1Z3E from e
BEZ2F054 || poBeERE1
GEIEIE45( 60 06 0O 06|60 68 B8 68| .. .. ...,
sozzFoss|| BE2In92E
GESEZPEE| 06 BE PO OD| 6B OB BO B6|........
sazzFoec|| eeze0z0m
GEOEIFCE| 00 66 PO 00| G0 05 B0 GE|........
oazzFo7o|| E9BFEEFT
QEFEIECE(00 BE OO 00|60 08 90 B3| ........
GEOEIEEC| 60 A6 PO 06|60 B8 B8 68| ........ gEZzFO7S) | BaRaaaGa
ARAFAATE| AR AR GR GR| GR GR GR GR Baz=FO7E] | apoasase
Figure 7.1: OllyDbg: inside of f() function
71.3 GCC

Let’s compile the same in GCC 4.4.1 and let’s see results in IDA:

Tresult of multiplication

o8
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Listing 7.3: GCC 4.4.1

arg_0
arg_4
arg_8

main
var_10

var_C
var_8

main

public f

proc near

= dword ptr 8
= dword ptr OCh
= dword ptr 10h

push
mov
mov
imul
add
pop
retn
endp

ebp

ebp, esp

eax, [ebptarg 0] ; 1st argument
eax, [ebptarg_4] ; 2nd argument
eax, [ebptarg_8] ; 3rd argument
ebp

public main
proc near

dword ptr -10h

= dword ptr -0Ch

= dword ptr -8

push ebp

mov ebp, esp

and esp, OFFFFFFFOh

sub esp, 10h

mov [esp+10h+var_8], 3 ; 3rd argument
mov [esp+10h+var_C], 2 ; 2nd argument
mov [esp+10h+var_10], 1 ; 1st argument
call £

mov edx, offset aD ; "%d\n"

mov [esp+10h+var_C], eax

mov [esp+10h+var_10], edx

call _printf

mov eax, O

leave

retn

endp

Almost the same result.

The stack pointer is not returning back after both function exeuction, because penultimate LEAVE (80.6.2) instruction will do

this, at the end.

7.2 x64

The story is a bit different in x86-64, function arguments (4 or 6) are passed in registers, and a callee reading them from there
instead of stack accessing.

7.2.1 MSVC
Optimizing MSVC:

Listing 7.4: MSVC 2012 /Ox x64

$SG2997 DB

>%d’, OaH, OOH
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main PROC
sub rsp, 40
mov edx, 2
lea r8d, QWORD PTR [rdx+1] ; R8D=3
lea ecx, QWORD PTR [rdx-1] ; ECX=1
call f
lea rcx, OFFSET FLAT:$SG2997 ; °%d’
mov edx, eax
call printf
xor eax, eax
add rsp, 40
ret 0
main ENDP
£ PROC
; ECX - 1st argument
; EDX - 2nd argument
; R8D - 3rd argument
imul ecx, edx
lea eax, DWORD PTR [r8+rcx]
ret 0
£ ENDP

As we can see, very compact £ () function takes arguments right from the registers. LEA instruction is used here for addition,
apparently, compiler considered this instruction here faster then ADD. LEA is also used inmain () for the first and third arguments
preparing, apparently, compiler thinks that it will work faster than usual value loading to the register using MOV instruction.

Let’s try to take a look on output of non-optimizing MSVC:

Listing 7.5: MSVC 2012 x64

; shadow space:

arg_0
arg_8
arg_10

main

proc near

= dword ptr 8

= dword ptr 10h

= dword ptr 18h

; ECX - 1st argument

; EDX - 2nd argument

; R8D - 3rd argument

mov [rsptarg_10], r8d
mov [rsptarg_8], edx
mov [rsptarg_0], ecx
mov eax, [rsptarg_0]
imul eax, [rsptarg_8]
add eax, [rsp+arg_10]
retn

endp

proc near

sub
mov
mov
mov
call
mov
lea

rsp, 28h

r8d, 3 ; 3rd argument
edx, 2 ; 2nd argument
ecx, 1 ; 1st argument

f

edx, eax

rcx, $SG2931 ; "hd\n"
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call printf
; return O
xor eax, eax
add rsp, 28h
retn
main endp

Somewhat puzzling: all 3 arguments from registers are saved to the stack for some reason. This is called “shadow space

” 2,

every Win64 may (but not required to) save all 4 register values there. This is done by two reasons: 1) it is too lavish to allocate
the whole register (or even 4 registers) for the input argument, so it will be accessed via stack; 2) debugger is always aware where
to find function arguments at a break 3.

Itis duty of caller to allocate “shadow space” in stack.

7.2.2 GCC

Optimizing GCC does more or less understanable code:

Listing 7.6: GCC 4.4.6 -O3 x64

f:
; EDI - 1st argument
; ESI - 2nd argument
; EDX - 3rd argument
imul esi, edi
lea eax, [rdx+rsi]
ret
main:
sub rsp, 8
mov edx, 3
mov esi, 2
mov edi, 1
call f
mov edi, OFFSET FLAT:.LCO ; "%d\n"
mov esi, eax
Xor eax, eax ; number of vector registers passed
call printf
Xor eax, eax
add rsp, 8
ret
Non-optimizing GCC:
Listing 7.7: GCC 4.4.6 x64
f:

; EDI - 1st argument
; ESI - 2nd argument
; EDX - 3rd argument

push
mov
mov
mov
mov
mov
imul

rbp
rbp, rsp

DWORD PTR [rbp-4], edi
DWORD PTR [rbp-8], esi

DWORD PTR [rbp-12], edx

eax, DWORD PTR [rbp-4]
eax, DWORD PTR [rbp-8]

2http://msdn.microsoft.com/en-us/library/zthk2dkh(v=vs.80) .aspx
Shttp://msdn.microsoft.com/en-us/library/ewstede? (v=VS.90) .aspx
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add eax, DWORD PTR [rbp-12]
leave
ret
main:
push rbp
mov rbp, rsp
mov edx, 3
mov esi, 2
mov edi, 1
call f
mov edx, eax
mov eax, OFFSET FLAT:.LCO ; "%d\n"
mov esi, edx
mov rdi, rax
mov eax, 0 ; number of vector registers passed
call printf
mov eax, O
leave
ret

There are no “shadow space” requirement in System V *NIX [21], but callee may need to save arguments somewhere, because,
again, it may be regsiters shortage.

7.2.3 GCC: uint64_t instead int

Our example worked with 32-bit int, that is why 32-bit register parts were used (prefixed by E-).
It can be altered slightly in order to use 64-bit values:

#include <stdio.h>
#include <stdint.h>

uint64_t f (uint64_t a, uint64_t b, uint64_t c)

{
return axb+c;
}s
int main()
{
printf ("%1ld\n", £(0x1122334455667788,
0x1111111122222222
0x3333333344444444)) ;
return 0;
Jrg
Listing 7.8: GCC 4.4.6 -O3 x64
f proc near
imul rsi, rdi
lea rax, [rdx+rsil
retn
f endp
main proc near
sub rsp, 8
mov rdx, 3333333344444444h ; 3rd argument
mov rsi, 1111111122222222h ; 2nd argument
mov rdi, 1122334455667788h ; 1st argument
call £
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mov edi, offset format ; "%11d\n"
mov rsi, rax
xor eax, eax ; number of vector registers passed
call _printf
xor eax, eax
add rsp, 8
retn
main endp

The code is very same, but registers (prefixed by R-) are used as a whole.

7.3 ARM

7.3.1 Non-optimizing Keil + ARM mode

.text:000000A4 00 30 AO E1 MOV R3, RO
.text:000000A8 93 21 20 EO MLA RO, R3, R1, R2
.text:000000AC 1E FF 2F E1 BX LR

.text :000000B0O main

.text:000000BO 10 40 2D E9 STMFD Sp!, {R4,LR}
.text:000000B4 03 20 AO E3 MOV R2, #3

.text :000000B8 02 10 A0 E3 MOV R1, #2
.text:000000BC 01 00 AO E3 MOV RO, #1
.text:000000C0 F7 FF FF EB BL f
.text:000000C4 00 40 A0 E1 MOV R4, RO
.text:000000C8 04 10 A0 E1 MOV R1, R4
.text:000000CC 5A OF 8F E2 ADR RO, aD_0 5 "%d\n"
.text:000000D0 E3 18 00 EB BL __2printf
.text:000000D4 00 00 AO E3 MOV RO, #0
.text:000000D8 10 80 BD E8 LDMFD Sp!, {R4,PC}

Inmain () function, two other functions are simply called, and three values are passed to the first one (f).

As | mentioned before, in ARM, first 4 values are usually passed in first 4 registers (RO-R3).

ffunction, as it seems, use first 3 registers (R0-R2) as arguments.

MLA (Multiply Accumulate) instruction multiplicates two first operands (R3 and R1), adds third operand (R2) to product and
places result into zeroth operand (R0), via which, by standard, values are returned from functions.

Multiplication and addition at once* (Fused multiply-add) is very useful operation, by the way, there is no such instruction in
x86, if not to count new FMA-instruction® in SIMD.

The very first MOV R3, RO, instruction, apparently, redundant (single MLA instruction could be used here instead), compiler
was not optimized it, since this is non-optimizing compilation.

BX instruction returns control to the address stored in the LR register and, if it is necessary, switches processor mode from
thumb to ARM or vice versa. This can be necessary since, as we can see, f function is not aware, from which code it may be called,
from ARM or thumb. This, if it will be called from thumb code, BX will not only return control to the calling function, but also will
switch processor mode to thumb mode. Or not switch, if the function was called from ARM code.

7.3.2 Optimizing Keil + ARM mode

.text:00000098 £
.text:00000098 91 20 20 EO MLA RO, R1, RO, R2
.text:0000009C 1E FF 2F E1 BX LR

And here is £ function compiled by Keil compiler in full optimization mode (-03). MOV instruction was optimized (or reduced)
and now MLA uses all input registers and also places result right into RO, exactly where calling function will read it and use.

4wikipedia: Multiply-accumulate operation
Shttps://en.wikipedia.org/wiki/FMA_instruction_set
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7.3.3 Optimizing Keil + thumb mode

.text:0000005E 48 43
.text:00000060 80 18
.text:00000062 70 47

MULS
ADDS
BX

RO, R1
RO, RO, R2
LR

MLA instruction is not available in thumb mode, so, compiler generates the code doing these two operations separately. First
MULS instruction multiply RO by R1 leaving result in the R1 register. Second (ADDS) instruction adds result and R2 leaving result in

the RO register.
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Chapter 8

One more word about results returning.

As of x86, function execution resultis usually returned’ in the EAX register. If it is byte type or character (char) —then in the lowest
register EAX part —AL. If function returns float number, the FPU register ST(0) is to be used instead. In ARM, result is usually
returned in the RO register.

By the way, what if returning value of the main () function will be declared not as int but as void?
so-called startup-code is calling main () roughly as:

push envp
push argv
push argc
call main
push eax

call exit

In other words:

exit (main(argc,argv,envp));

If you declaremain () as void and nothing will be returned explicitly (by return statement), then something random, that was
stored in the EAX register at the moment of the main () finish, will come into the sole exit() function argument. Most likely, there
will be a random value, leaved from your function execution. So, exit code of program will be pseudorandom.

I can illustrate this fact. Please notice, the main () function has void type:

#include <stdio.h>

void main()

{
printf ("Hello, world!\n");

};

Let’s compileitin Linux.

GCC4.8.1replaced printf () to puts () (we saw this before: 2.3.3), but that’s OK, since puts () returns number of characters
printed, just like printf (). Please notice that EAX is not zeroed before main () finish. This means, EAX value at themain () finish
will contain what puts () leaved there.

Listing 8.1: GCC 4.8.1

.LCO:

.string "Hello, world!"
main:

push ebp

See also: MSDN: Return Values (C++)
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mov ebp, esp

and esp, -16

sub esp, 16

mov DWORD PTR [espl, OFFSET FLAT:.LCO
call puts

leave

ret

Let’ s write bash script, showing exit status:

Listing 8.2: tst.sh

#!/bin/sh
./hello_world
echo $7

And run it:

$ tst.sh
Hello, world!
14

14 is a number of characters printed.

Let’s back to the fact the returning value is leaved in the EAX register. That is why old C compilers cannot create functions capable
of returning something not fitting in one register (usually type int) but if one needs it, one should return information via pointers
passed in function arguments. Now it is possible, to return, let’s say, whole structure, but still it is not very popular. If function
must return a large structure, caller must allocate it and pass pointer to it via first argument, transparently for programmer. That
is almost the same as to pass pointer in first argument manually, but compiler hide this.

Small example:

struct s
{

int a;

int b;

int c;
}s
struct s get_some_values (int a)
{

struct s rt;

rt.a=a+l;

rt.b=at2;

rt.c=at+3;

return rt;
Jrg

...what we got (MSVC 2010 /0x):

$T3853 = 8 ; size = 4
_a$ = 12 ; size = 4
?get_some_values@@YA7AUsQ@HQ@Z PROC ; get_some_values

mov ecx, DWORD PTR _a$[esp-4]
mov eax, DWORD PTR $T3853[esp-4]
lea edx, DWORD PTR [ecx+1]

mov DWORD PTR [eax], edx

lea edx, DWORD PTR [ecx+2]

add ecx, 3
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mov DWORD PTR [eax+4], edx

mov DWORD PTR [eax+8], ecx

ret 0
7get_some_values@QYA?AUs@Q@HQZ ENDP

; get_some_values

Macro name for internal variable passing pointer to structure is $T3853 here.
This example can be rewritten using C99 language extensions:

struct s
{
int a;
int b;
int c;
}s

struct s get_some_values (int a)
{
return (struct s){.a=a+1, .b=a+2,

};

.c=a+3};

Listing 8.3: GCC 4.8.1

_get_some_values proc near

ptr_to_struct = dword ptr 4

a = dword ptr 8
mov edx, [esp+al
mov eax, [esptptr_to_struct]
lea ecx, [edx+1]
mov [eax], ecx
lea ecx, [edx+2]
add edx, 3
mov [eax+4], ecx
mov [eax+8], edx
retn

_get_some_values endp

As we may see, the function is just filling fields in the structure, allocated by caller function. So there are no performance

drawbacks.
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Chapter 9

Pointers

Pointers are often used to return values from function (recall scanf () case (6)). For example, when function should return two

values.

9.1 Global variables example

#include <stdio.h>

void f1 (int x, int y, int *sum, int *product)
{

*SUM=Xx+y ;

*product=x*y;

}s
int sum, product;

void main()

{

£1(123, 456, &sum, &product);

printf ("sum=%d, product=Jd\n", sum, product);
}s

This compiling into:
Listing 9.1: Optimizing MSVC 2010 (/Ox /Ob0)

COMM _product : DWORD
COMM _sum:DWORD
$3G2803 DB ’sum=%d, product=%d’, OaH, OOH
x$ =8 ; size = 4
_y$ = 12 ; size = 4
_sum$ = 16 ; size = 4
_product$ = 20 ; size = 4
_f1 PROC

mov ecx, DWORD PTR _y$[esp-4]

mov eax, DWORD PTR _x$[esp-4]

lea edx, DWORD PTR [eax+ecx]

imul eax, ecx

mov ecx, DWORD PTR _product$[esp-4]

push esi

mov esi, DWORD PTR _sum$[esp]

mov DWORD PTR [esi], edx
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mov
pop
ret
_f1 ENDP

PROC
push
push
push
push
call
mov
mov
push
push
push
call
add
xor
ret
ENDP

_main

_main

DWORD PTR [ecx], eax
esi
0

OFFSET _product

OFFSET _sum

456

123

_f1

eax, DWORD PTR _product
ecx, DWORD PTR _

eax

ecx

OFFSET $SG2803

DWORD PTR __imp__printf
esp, 28

eax, eax

0

>

>

>

000001c8H
0000007bH

0000001cH

Let’s see this in OllyDbg: fig.9.1. At first, global variables addresses are passed into £1 (). We can click “Follow in dump” on
the stack element, and we will see a place in data segment allocated for two variables. These variables are cleared, because non-
initialized data (BSS') are cleared before execution begin. They are residing in data segment, we can be sure it is so, by pressing
Alt-M and seeing memory map: fig.9.5.

Let’s trace (F7) until execution of £1 () fig.9.2. Two values are seen in the stack 456 (0x1C8) and 123 (0x7B), and two global
variables addresses as well.

Let’s trace until the end of £1(). At the window at left we see how calculation results are appeared in the gloval variables

fig.9.3.

Now values of global variables are loaded into registers for passing into printf (): fig.9.4.

thread, module ptrs_and

Address

Hed durp

. fErdzd 10 MOU ESI,OW0RD FTR 55:LESF+16] =
916 MOV DWORD FTR OS:CESI3,EDX 2=
HOU CWORD PTR OS: CECHT, EAX [ [
EDh
EE
ESF
EEF
ptrs_and. BEF 13358 Bl

& GdooFlon Bt re_and. BEF 15564

.25 Cobiooon ics EIF
BEF1182F|| . &8 TE 7B o n
oeF11651|| . EZ CAFFEFFF LL ptrs_and.BEF11668 e
peF11G5s|| - A1 SessFlem | foW ERX, DWORD FTR DS:CF1338 Pl
Boriioan|| | Bieo- B3aaFiza| MU Erw;DUORD PTR DS 139843 I
aeF11641|| o E6 FUSH EHY s B
oeF11642(| o 51 FUSH ECH > => 1 |28
BEF11645(| - &5 pEIEEiEm  |FUSH prrs_and.BeF 13668 formst = T B
peF11045|| . FF15 ABSEFiee|CALL DUORD PTR DS: [<amsuCRip.ocintf>] |Lorines w5 2
EFL
5T@
£T11

BE4H291E

6FBF4?14
EEEEEREE

BEEREEEG
BE24FA4E
BEI4FRZS
BEEEEAE ]
BEF 12200

BEF1162A

ES BEZE
CS @az3
SSoEEze
DS Baze
F5S

G5 BazE

LastErr
BRABEEZ4E

empty B.8
empty B.8

Registers (FPUI

OFFSET HMSW

ptirs_and. @
ptrs_and. @
3zbit BIFFI
2zbit BIFFI
2zbit BIFF]
S2bit BLFFI
3zbit FEFOI
2zbit BIFFI

ERROR_SLCCI
[HO,HE,E,E

GEFizzod| BE B BE 0D B0 0 G0 08
QEF1222C| B2 05 B0 00 00 08 60 68
BEF12294| 83 Bl 2A EE 83 Bl ZA ES| wisknediss
AEF1S59C| BE BB BR 68 B8 B8 G0 A8
GEF1Z22A4| BB B BB 00 B0 0 G0 08
CEF1Z2ZAC| B8 00 B0 00 60 08 60 68
BEF122E4| 68 08 B8 08 08 68 Ba &g

Anriasnc]l AR A AA AR AR AA Aa s

BAF133584 | ptr=_and. BAF 13354
BAF13228| prrs_and. BAF 133228
BEF111C1| RETURM o ptrs_and.

BEEEEEE 1
BE4A12EE
BEa4A2918
c2E2EZER
BREEEERGEE
[s[s[s]s]s]s]s]]

Figure 9.1: OllyDbg: global variables addresses are passing into £1 ()

'Block Started by Symbol
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C n thread, module ptrs_and
GEF 11664
ErE T
P T e e EFBF4714 OFFSET M5
MOU EC:, DWORD FTR SS: (ESP+181 e
PUSH_ES BESFRSE
MOW EST,DWORD FTR S5: [ESF+18] EEEETEEE
Mol GWORD FTR DS:[ESII,EDM BT
MoU DWGRD PTR DS: CECKI, EAX RAF13998 ptre_and.
BEF11888 ptrs_and.
C @ ES BOZE 3Zbit IF
F 1 LS BE22 32bit BIF
= bt rs_and. BOF 13338 g B =3 s e EA
geFiiezs|| . &5 Sairice Ptre_and. BEF 13354 -1 5
Tt IS Eg R CEs T8 G5 BE2E 3Zbit BIF
c 1]
BEF11631(| - ES CAFFFFFF  |CALL ptre_snd.@EF11668 R I Tr——
Stack SS.EBBS4FHSC] BBBBBIEB EFL @B@@a@Ez4e (HO,MHE,E,
ECHZEFGFA714 (MSUCRIAE, _in itenu)
Local call from @BFL1B2T 578 enpty 8.8
ST1 empty 8.8
Addres= |Hes dump BSCIT oEF11836| RETURM to ptrs_an
BEF13384| 00 05 G0 GO 60 05 B8 B8] ........ T E R
BEF1335C| B2 BO 06 66|00 49 69 8|8, ...... EEEHEEE | i o EEEERn
GEF13594 (@5 Bl 2R ES| B3 Bl 2R ES| e e [PIEFmGE
e B B B | B B B034FA44| BEF1338%| prre_snd.BEF 13388
BEF133A4| 60 BE G0 06 B0 05 B8 B8[ ... .. bl | e |(HSUUHR G R
BEF133AC| B0 GG B9 06|66 68 62 68l ...l gog4fRds) Bogaagol
BEF133E4] 60 06 66 66|66 68 B8 6El ...l SR | EEREE

Figure 9.2: OllyDbg: £1 ()is started

CPU - m thread, module ptrs_and

REegisters [FFPL

BEEE0E] S

BEF 13388 ptrs_and.B8F 13338
BREEE243

EREEEEEE

BEI4FASE

BE34FASE

BEF 13384 prrs_and.@8F 13324
BEF 123398 ptrs_and. B8F 12329E
BEF1181E ptrs_and.@8F1101E
ES @8z2E Z2bit @(FFFFFFFF)
CS BE22 22bit EIFFFFFFFF]
55 B82E 32bit AIFFFFFFFF)
03 @8zE 32bit AI(FFFFFFFF)
F5 @852 Z2bit FEFDD@&a(FF
5% BEZE 22bit EBIFFFFFFFF)
LastErr ERROR_SUCCESS (BE

BEEaaz2as (Mo, HE,MNE, A, N5, PE

empty B.0

empty H.8

Figure 9.3: OllyDbg: £1 () finishes
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BEF11E3c( RETURN to ptrs_and.@EF110

BBEF12384| ptrs_and. BEF13284
BEF123388| ptrs_and. BEF 123288
BEF111C1 | RETURM to ptrs_and.@EF1L1D

DOF L10G0| 5 SEdC2d bo MOW ECH, DUORD PIR 552 LESP+o] "
eoriioe4|| . 04 MOU EAH, DWORD PTR S55:[ESP+4] = e
eoF1i6es|| - LEA EDOH,DWORD PTR D3z [EAH+ECH] i
eoF 1 16eE|| - IHUL EAX, ECH — Eq
poF116eE|| - 18 MOU ECH,DWORD PTR 552 [ESP+181 R
eoriiniz|| . PUSH ESI Eon
BeEF11613|| - 1@ MOU ESI,DWORD PTR S55:[ESP+1@1 e
eoF11617|| - MOU DWIRD PTR DS:[ESI1,EDY o
poE1im1z| . MOW DWORD PTR D5s [ECH 1. ERH o
F11E o FOF ESI ptrs_and
BEF11G1C| L. EIP
BEF 11610 &
BOF1101E 5 5
BEF11B1F f b
BEF11626(rs ptrs_and. BEF 13355 g
eoF116zs|| - 63 S4SSFLioe pti-s_and. BEF 13354 B E
poF1imzA|| - 65 Cobioboo 1C3 2 &
eoFiioeF|| . EQ 7B 7B b a
BoF11631|| . E3 CAFFFFFF  |CALL ptre_snd.GaF1168a_ ~|5
Stack LODSAF HoD ] -0D0oR0E1 EFL
ESI=BEF13384 (ptrs_and. DEF13354) oo
iT1

Address ASCII

BEZAF 024
] CEREERCER IR P BE34FAZE| BERERETE
BOEF13394| B3 Bl ZA ES 03 Bl 2A EG| wiw:wies gpZaFRSC| pomogits
BEF1330C| 60 B0 00 00 02 B0 00 00| ........ posabnan
POF13304| 00 D0 DD DO 0D DO 0D 08| ... ..., AR
BEFISSAC| B0 BB D OO B9 B0 B9 08| .. ......

GEZAFO4C| GEEEEEE]
BOEF133E4| 00 B0 0P 06 OF B0 6B 06| ........
BEF133EC| 00 B0 0D 00 00 90 62 96| ........ GEZ4FAZE| @R4A122S
RAF12204 | AR AR AR ARl AR AR AR AAL ... BE24FAEe| BE4RZ910
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SE33F 1068
2 5433F 168
Cosloapa
=]
CRAFFFFFF
Al 2833F 160
SBAD S433F 168
L el

BEFliezl
BEF11E2E
GAEF11A3E

11641
BEFliadz

BEF116E42 &2 BAZ0OF 168
BEF11842|] « FELS HB2EF 166
BEF11E4E(] . 83C4 1C
BEFliEsi|] . 323C8
aEFlieszib. C3

BEF11E54| . &8 2814F1068
BBF11859 E8 §§BS§?BB

ptrs_and. BOF13388
?Egs_and.BBF13884

7B

LL ptrs_and.BEF11666

Mo EHX OWORD PTR DS:LCF13382]
MOW ECH, DWORD PTR DS: [F133841
FUSH EA%

PUSH ECE

ptros_and. BEF

EHLL OWORS FTR DS [<&MSUER18@ printfir]

ACO ESF, 1C
XDRHEHX,EHX

RET]
PUSH ptrs_and.B8F11428
ALl pbrezandaOF(1ses

ol
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Registers [(FPL)
BEEE0E LS
BEAaaZ43
BERRa8z43
[s]=]5] s s]x]]
BEI4FA2S
BE34FASE
BERAaEEE1
BEF 13298

BEF1 1841

[

ptirs_and. BEF1
ptrs_and. B8F1

2zZbit B(FFFFF
22bit BIFFFFF
Z2bit BIFFFFF
Sfbit BIFFFFF
2zZbit YEFDDEG
22bit BIFFFFF

ERROF_SUCCESS

<ad:> = 0Ol
CHdE =k

format
printf

[

D

LastErr

EHH BBBBDBIB

Address [Hex dump

ASCIT

BEF12224
BEF13380C
BEF12594
BEF1229aC
BEF122A4
BEF133AC
HEF123E4

Ce.. ..

BE24FAZC

EFL

5TA
5T1

EEEEEETE
HEERE]CE
BEF 13354
BEF13522
EEF111C1
SEBREEG 1
Ba4p1228
BE4AZ218

BEHEHEZEE

empty B.8
empty H.8

(MO, ME,.ME, A M

ptrs_and. BEF 12384
ptrs_and.AAF 13388
RETURM to ptrs_and. 6

Figure 9.4: OllyDbg: global variables addresses are passed into printf ()

X1 Memory map -0l =l
Address |Size Dwn ex Section |Contains Tupe| Access | Initial| Happed as
BEE L BEEE| BEE 1 BEEE Hap [ Rl [&0]

BEEZA8EE| BE8]1BEaaa Map | Rl Rl

BRA4A866| A2EE 1a8E8 Inag| R RUWE

BEGSEEEE| BREE1EEE Map |R R

BEGSEEEE| BREE 1888 Priwv| Rl Rl

BEEAYEEE| BABETAEE Priv|RW Guay R

BRAEAEE6| Aa8E208E8 Priwv| Rl Rl

EE12EEEE| BREECEHEE Friwv| Rl Bl

BEI40EEE| BEEE 1888 Priv|RBW  Gua) B

HES4ERRE | BEEEZEER stack of ma Priu| Rl Gual Rl

BEZERAEE | BREE FEEE Map |R R ~Oewice~HarddiskUolumel~WindowsSuste
BESAEEE| BREREEEE Friuv| Bl Bl

BEF 188E68| BEEE1888 | ptrs_and FE header Imaa| R RWE

BAF1 168668 ABEE]1AEE | ptrs_and| . text code Imag| R RUE

HEF 1 2888 | BREEL AR ptrs_and| . rdata imports Imag| R RUIE

HEF 1 2EEE | BEEE L BEE ptrs and| .data data Imaa R RUE

BEF 148608| BREE1EAEE | ptrs_and| .reloc relocat ions| Imag| R RWE

SFE488686| BaaE 1888 MSUCRlB FE header Imag| R RWE

EFE41866| A8EE2088 MSUCR108| . text code, import) Imag| R RUWE

GFEF2000 | BRREEEEE | MSUCR 108/ | dat 2 data Imag| R EUWE

SFEF2EEE| BaEGE 1aaa| MSUCR188| . rsrc CESOMDCES Imaa| R RWE

&FEFABER| ABRASEEE | HSUCR1IAA) . reloc relocat ions| Imag| R RUE

TIFEQBRE| aaaasaaa Imagl R RUWE

Figure 9.5: OllyDbg: memory map

9.2 Localvariables example

Let’s rework our example slightly:

Listing 9.2: now variables are local

void main()

{

int sum, product; // now variables are here

£1(123, 456, &sum, &product);

printf ("sum=Yd, product=%d\n", sum, product);
e

£1 () function code will not changed. Only main () code will:
Listing 9.3: Optimizing MSVC 2010 (/Ox /Ob0)

_product$ ; size = 4
_sum$ = -4 ; size = 4
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_main PROC

; Line 10
sub esp, 8
; Line 13
lea eax, DWORD PTR _product$[esp+8]
push eax
lea ecx, DWORD PTR _sum$[esp+12]
push ecx
push 456 ; 000001c8H
push 123 ; 0000007bH
call _f1
; Line 14
mov edx, DWORD PTR _product$[esp+24]
mov eax, DWORD PTR _sum$[esp+24]
push edx
push eax

push OFFSET $SG2803
call DWORD PTR __imp__printf

; Line 15
Xor eax, eax
add esp, 36 ; 00000024H
ret 0

Let’s again take a look into OllyDbg. Local variable addresses in the stack are 0x35FCF4 and 0x35FCF8. We see how these are
pushed into the stack: fig.9.6.

£1()is started. Random garbage are at 0x35FCF4 and 0x35FCF8 so far fig.9.7.

£1 ()finished. There are 0xDB18 and 0x243 now at 0x35FCF4 and 0x35FCF8 addresses, these values are £1 () function result.

HEFS1E1S [ECX],ERX & | Registers (FFL

peFsiaie(| . EE P ESI
eaFsieaic| L RETH ] ECY DaseFCrs
aoFS 1010 ED BEGEEHNT
EEX DEGHEHEE
BEFS1AIF|  CC IHTS ESF GE3SFCEG
BEFS1GZE|rs S5EC 63 0 EEF BESEFDSC
poFsioas|| . sboazd LER EFiX, DUORD PTR 552 (ESPD ES] Dam@meas ]
. E04C24 B LER ECH, DUORD PTR 552 [ESP+31 AN EEASERES) FReERCLE AR
E{ EIP BEFE162E ptrs_and. BEFS162E

. 62 COA1AGAG PUSH ICS

C @ ES GRZE 3Zbit @(FFFFFFFE)
eaFziazt|| - & 7E FUSH 7E
poFaioss|| | B8 COFFFFFF | CALL prre_and.ooFaioon £ L Mo ot fhase A
eoFsiass|| o sBsdza FOU ECS, DWORD FTR 55: LESF+18] o B HEE Eaen diadasanan,
Baraimar|| ;. Boadsd 14 HOU EGS, DWORD FTR S5: [ESF+14] ) B L HaE el Wiaddaadanl
geFziade) | . 52 PLSH EDw SR T B &S BB2E 32bit BIFFFFFFFF)
eaFziaal|| - Sa PUSH ERX $Hd> U
BEFS184Z)| . 68 BESAFSAR | PUSH ptre_snd.BEFSSEEE ceacog || format = "SUTN A B LastErr ERROR_SUCCESS (GBEAE
ECA=BASCF CF & EFL @E@@EZE2 (MO, HE, HE, A, HS, PO, 5E
5TE empty B.08
ST1 empty 8.8
Add Her o RECIL BOSSFLEA| BOFGTh] prre_and. DEFESESE
fEEE | TEd SWMP — 21 fo2crcEs| meFs2e34|prrc_and. BEFS2R34
GESGFCES| @] BB B9 OB 08 1L Fo O8] 8,.. 0, SR e
QG3EFDRG| 61 B0 60 03| 25 12 15 0B o, .. (e5. oaercra
s 1Y =) 43 G 42 03 33 9] Diss Uss BESSFCRd| EFGE2E30| RETURN to MSUCR1GE. SFESZES0
BEZSFOLG| 86 DO 08 BB B3 06 B3 08| ........ DDSSFCRa)eros2esD
(EEE AN () () (A 63| () () (1) Bl o[ anap AE3SFCFC| MBFS11CH|RETURM to ptrs and.BBFS11CH §
GEIGFOZE| A6 @6 A8 08| BC FO 35 68| ..... HE. ESSFLFL| garslicd
BESEFOES| 45 CF OS FD| 76 FO S5 68| fr o, posSFDoe| oooneoal
GEIEFOSE| @3 16 F& 0|17 G2 28 19| ..°.4804 poISFDOY| peisizes
GEIGFOZZ| A6 GG B8 08|42 FO 25 08| ... .S, SlEcEmEE Rl
GEISFO4E| 67 33 94 76|83 EA FO 7E| 39w, e e I A cAsicc
BESEFO4S| 85 FO 55 BB| 72 9F &G 7r| HeE.rAlw G835F016| BanRaaas

Figure 9.6: OllyDbg: addresses of local variables are pushed into the stack
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C main thread, module ptrs and

SE4C24 G2 O FTE SS:L[ESF+2]

goFciood|| . SE4424 B4 MDU ERH.DUORD PTR 55: [ESPr4] =
BEFS1Gas | . LEA EO,DWORD FTR DS: CEAM+ECK] BRAEFCFS
aEFe16aE | . THUL Eff, ECi ARRBREER

HOW EC,DWORD FTR S5 [ESP+181 ananane
EHBHEE?IDNDRD FTR 55: [ESF+18] QEaSFCER
. : BRSEFOA0

MOU DWORD FTR DS:CESI1, EON e
B (Sl [P (=D (0500, E5 BEFE3388 prrs_and.BE
BEFS1EEE Ctrs_and. G2
ES BEZE S2bit @(FFF
S BE23 Sbit @0FFF

S5 BE2E JZbit @(FFF

CC
rs S3EC &2 0S5 @E2E 32bit @(FFF

BEF2 1626

D D
m
L]
]
=]
(0]
w

£
P

5P, & g

LER EAX;DUORD PTR 55: (ESP] c
g

D

8

oeFainzs|| . Eoedzd -
3Zbit FEFOC
peFzieze|| - 58 A% -
aeFaiezr || o a04ced e LEH ECH DWORD PTR 5: LESP+&1 85 E=ED eEaiE ERAy
aEFE1E2E|] . 51 , FUSH EC hd LastErr ERROR_SUCCE
Stack oo:lDOSCTLCOIoBoRERIE
Stack 55: 000 EFL BEEEEZEZ [ MO, NE, HE, F
Local call from 88FS1G332 5T8 empty B.0

ST1 empty 8.8

BEF21a32| RETURM to ptrs_and.!
Address Lllei cunp BEZSFCES| DEEOEETE
DESSFCFD| 01 09 86 08| 00 11 F2
BEISFCES| PEREE1CS
GEISFOGE| 61 A6 PG 68|22 12 15
BOISFCEC| BOSSFCES
GE3SFDGB| 18 29 15 68|13 OE ES
GEZSFOL0| 60 00 B0 00|68 08 08 B@SSFCFA) BE3SFCF4
BEIEFCFY| SFBS2E30| RETURN to MSUCR1EE.
@EZSFOIR| B9 EG FO 7E|G9 09 00
GEISFDZ0| 60 @6 BE 68| 6C FO 35 Qa3sFCore| Qoaacasi
BOISFCFC| BOFSL11CH|RETURN to ptrs_and.!
GE3SFDZB|48 C2 DS FO| 78 FO 35 BRSEFLEC| Earsiice
@EISFOE6| 89 16 F2 06|17 602 28 BEICFOGA) BOROO6GL
Figure 9.7: OllyDbg: £1 () starting
HEF 21600 TOW EC¥, DWORD PR S5:LESF+2] Feaisters [FFU)
| Fegisters (FPUD
BEF51 604 MOU ERf,DWORD PTR S5:[ESP+4] e

L1
m
I
i

aeFsieas|| . LER EO0R,DWORD PTR OS: [EAR+ECH]
oeFsieaE|| . IrUL ERX, ECH EE§ SSSEE%E;
BEF S 1BEE MOY ECH,DWORD PTR S5: [ESP+181] EEY HERDEEED
BEFS1612 = PUSH ESI ESP IBEESETDE
aeFsie1s|| . HOU ESI,DWORD PTR S5: [ESP+181 EBF RESSFOAC
BEFS1E . FOY DWORD PTR DOS:CESI1, EDX ESI BESGFCES
HEFS1E ggg EE?RD PTR DS:[ECK], ERX EDI BEFS3282 ptrs_anc

17
19
FE161C EIF BEFZ18IE ptrs_an:
HEFs1iE10
HEFS1H1E
BEFS181F
HEFS 1828
HEFS1E23

ES 8828 22bit @
CS @822 22bit Ol
S5 BE2E 3Zbit @
0S5 @E2E 32bit @i

@

1

S
LEH EHX DWaRD S FS @ac2 22bit 7E
5]
5]

£
P
A
PTR §5:[ESP] c
g
D
8

peFaiezs|] © & ;
aeFaiezr|| | an4c24 B LEH ECH DWORD PTR 5: LESP+&1 85 GEED eEa0 B
DEFS1626 PUSH EC - LastErr ERROR_SL
Stack e T

Stack [9035 EFL BEEEEZEE [ M, HE,

S5TO empty B.8
STl empty 8.8

BARBERAS 1

Biklees |l Gl BRSEFCER| BEFS1632| RETURN to phre_a
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Figure 9.8: OllyDbg: £1 () finished

9.3 Conclusion

£1 () can return results to any place in memory, located anywhere. This is essence and usefulness of pointers.
By the way, C++ references works just in the same way. Read more about them: (33).
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Chapter 10

Conditional jumps

Now about conditional jumps.

#include <stdio.h>

void f_signed (int a, int b)

{
if (a>b)
printf ("a>b\n");
if (a==b)
printf ("a==b\n");
if (a<b)
printf ("a<b\n");
s
void f_unsigned (unsigned int a, unsigned int b)
{
if (a>b)
printf ("a>b\n");
if (a==b)
printf ("a==b\n");
if (a<b)
printf ("a<b\n");
s
int main()
{
f_signed(1, 2);
f_unsigned(1, 2);
return O;
};
10.1 x86

10.1.1 x86 + MSVC

What we have in the £ _signed () function:

Listing 10.1: Non-optimizing MSVC 2010

_a$ =8
_b$ = 12
_f_signed PROC
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push  ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebp]
cmp eax, DWORD PTR _Db$[ebp]
jle SHORT $LN3@f_signed
push  OFFSET $SG737 ; 2adb?
call _printf
add esp, 4
$LN3@f_signed:
mov ecx, DWORD PTR _a$[ebp]
cmp ecx, DWORD PTR _b$[ebp]
jne SHORT $LN2@f_signed
push  OFFSET $SG739 ; ’a==b’
call _printf
add esp, 4
$LN20f _signed:
mov edx, DWORD PTR _a$[ebp]
cmp edx, DWORD PTR _b$[ebp]
jge SHORT $LN4@f_signed
push  OFFSET $SG741 ; a<b’
call _printf
add esp, 4
$LN4Qf _signed:
pop ebp
ret 0
_f_signed ENDP

First instruction JLE means Jump if Less or Equal. In other words, if second operand is larger than first or equal, control flow
will be passed to address or label mentioned in instruction. But if this condition will not trigger (second operand less than first),
control flow will not be altered and first printf () will be called. The second check is INE: Jump if Not Equal. Control flow will not
altered if operands are equals to each other. The third check is JGE: Jump if Greater or Equal—jump if the first operand is larger
than the second or if they are equals to each other. By the way, if all three conditional jumps are triggered, no printf () will be
called whatsoever. But, without special intervention, it is nearly impossible.

f_unsigned () function is likewise, with the exception the JBE and JAE instructions are used here instead of JLE and JGE,
see below about it:

Now let’s take a look to the f_unsigned () function

Listing 10.2: GCC

_a$ =8 ; size = 4
_b$ = 12 ; size = 4
_f_unsigned PROC

push ebp

mov ebp, esp

mov eax, DWORD PTR _a$[ebp]

cmp eax, DWORD PTR _b$[ebp]

jbe SHORT $LN30@f_unsigned

push OFFSET $SG2761 ; ’a>b’

call _printf

add esp, 4
$LN3@f _unsigned:

mov ecx, DWORD PTR _a$[ebp]

cmp ecx, DWORD PTR _b$[ebp]

jne SHORT $LN2@f _unsigned

push OFFSET $SG2763 ; ’a==b’

call _printf

add esp, 4

$LN20@f _unsigned:
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mov edx, DWORD PTR _a$[ebp]
cmp edx, DWORD PTR _b$[ebp]
jae SHORT $LN4@f _unsigned
push OFFSET $SG2765 ; ’a<b’
call _printf
add esp, 4

$LN4@f _unsigned:
pop ebp
ret 0

_f_unsigned ENDP

Almost the same, with exception of instructions: JBE—Jump if Below or Equal and JAE—Jump ifAbove or Equal. These instruc-

tions (JA/JAE/JBE/JBE) are distinct from JG/JGE/JL/JLE in that way, they works with unsigned numbers.

See also section about signed number representations (35). So, where we see usage of JG/JL instead of JA/JBE or otherwise,

we can almost be sure about signed or unsigned type of variable.
Hereis alsomain () function, where nothing much new to us:

Listing 10.3: main ()

_main  PROC
push ebp
mov ebp, esp
push 2
push 1
call _f_signed
add esp, 8
push 2
push 1
call _f_unsigned
add esp, 8
xor eax, eax
pop ebp
ret 0

_main  ENDP

10.1.2 x86 + MSVC + OllyDbg

We can see how flags are set by running this example in OllyDbg. Let’s begin with £ _unsigned () function, which works with
unsigned number. CMP executed thrice here, but for the same arguments, so flags will be the same each time.
First comparison results: fig.10.1. So, the flags are: C=1, P=1, A=1, 7Z=0, S=1, T=0, D=0, 0=0. Flags are named by one characters
in OllyDbg for brevity.
OllyDbg gives a hint that (JBE) jump will be triggered. Indeed, if to take a look into [14], we will read there that JBE will trigger
if CF=1 or ZF=1. Condition is true here, so jump is triggered.
The next conditional jump:fig.10.2. OllyDbg gives a hint that JNZ will trigger. Indeed, JNZ will trigger if ZF=0 (zero flag).
The third conditional jump JNB: fig.10.3. In [14] we may find that JNB will trigger if CF=0 (carry flag). It’s not true in our case,
so the third printf () will execute.

76




10.1. X86 CHAPTER 10. CONDITIONAL JUMPS
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Figure 10.1: OllyDbg: f_unsigned (): first conditional jump

[E cru - main thread, module 7_1
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Figure 10.2: OllyDbg: £ _unsigned(): second conditional jump

thread, module 7_1
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Figure 10.3: OllyDbg: £ _unsigned (): third conditional jump

Now we can try in OllyDbg the £ _signed () function working with signed values.

Flags are set in the same way: C=1, P=1, A=1, Z=0, S=1, T=0, D=0, 0=0.

The first conditional jump JLE will trigger. fig.10.4. In [14] we may find that this instruction is triggering if ZF=1 or SF=£OF.
SF=£O0F in our case, so jump is triggering.

The next JNZ conditional jump will trigger: it does if ZF=0 (zero flag): fig.10.5.

The third conditional jump JGE will not trigger because it will only if SF=OF, and that is not true in our case: fig.10.6.
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Figure 10.5: OllyDbg: £ _unsigned(): second conditional jump

E CPU - main thread, module 7_1
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Figure 10.6: OllyDbg: £ _unsigned (): third conditional jump

10.1.3 x86 + MSVC + Hiew

We can try patch executable file in that way, that f _unsigned () function will always print “a==b”, for any input values.
Here is how it looks in Hiew: fig.10.7.
Essentially, we’ve got three tasks:

o force first jump to be always triggered;
e force second jump to be never triggered;

e force third jump to be always triggered.
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Thus we can point code flow into the second printf (), and it always print “a==b".
Three instructions (or bytes) should be patched:

e The first jump will now be JMP, but jump offset will be same.

e The second jump may be triggered sometimes, but in any case it will jump to the next instruction, because, we set jump
offset to 0. Jump offset is just to be added to the address of the next instruction in these instructions. So if offset is 0, jump
will be done to the next instruction.

e The third jump we convert into JMP just as the first one, so it will be triggered always.

That’s what we do: fig.10.8.
If we could forget about any of these jumps, then several printf () calls may execute, but this behaviour is not we’re need.

=T

a32 PE .004091000 | Hiew 8.82 (c)SEN

2Fil1Blk 2CryBlk 4 5 b / 8 9 18leawe 11

Figure 10.7: Hiew: £ _unsigned () function
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EHIﬁEHn?_Lexe

CHAPTER 10. CONDITIONAL JUMPS
=0 x|

EFW0 EDITMODE a32 PE
push ebp

ebp,esp

eax
eax, [e

jmps
push
call
add

pop

int
int
int
int
int

pepa434 |Hiew 8.082 (c)SEN

Figure 10.8: Hiew: let’s modify f _unsigned () function

10.1.4 Non-optimizing GCC

Non-optimizing GCC 4.4.1 produce almost the same code, but with puts () (2.3.3) instead of printf ().

10.1.5 Optimizing GCC

Observant reader may ask, why to execute CMP so many times, if flags are same all the time? Perhaps, optimizing MSVC can’t do
this, but optimizing GCC 4.8.1 can do deep optimization:

Listing 10.4: GCC 4.8.1 f_signed()

f_signed:
mov
cmp
i
je
jge
mov
jmp
.L6:
mov
Jjmp
DIS§:
rep ret

eax, DWORD PTR [esp+8]

DWORD PTR [esp+4], eax

.L6

L7

L1

DWORD PTR [esp+4], OFFSET FLAT:.LC2 ; "a<b"
puts

DWORD PTR [esp+4], OFFSET FLAT:.LCO ; "a>b"
puts
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L7
mov

Jjmp

DWORD PTR [esp+4], OFFSET FLAT:.LC1 ; "a==b"
puts

We also see JMP puts here instead of CALL puts / RETN. This kind of trick will be described later: 11.1.1.

Needless to say, that type of x86 code is rare. MSVC 2012, as it seems, can’t do that. On the other case, assembly language
programmers are fully aware of the fact that Jcc instructions can be stacked. So if you see it somewhere, it may be a good
probability that the code is hand-written.

f_unsigned() function is not that aesthetically short:

Listing 10.5: GCC 4.8.1 f_unsigned()

f_unsigned:
push
push
sub
mov
mov
cmp
ja
cmp
Jje
.L10:
jb
add
pop
pop
ret
.L15:
mov
add
pop
pop
jmp
.L13:
mov
call
cmp
jne
.L14:
mov
add
pop
pop
jmp

esi

ebx

esp, 20

esi, DWORD PTR [esp+32]

ebx, DWORD PTR [esp+36]

esi, ebx

.L13

esi, ebx ; instruction may be removed
.L14

.L15
esp, 20
ebx

esi

DWORD PTR [esp+32], OFFSET FLAT:.LC2 ; "a<b"
esp, 20

ebx

esi

puts

DWORD PTR [esp], OFFSET FLAT:.LCO ; "a>b"
puts

esi, ebx

.L10

DWORD PTR [esp+32], OFFSET FLAT:.LC1 ; "a==b"
esp, 20

ebx

esi

puts

So, optimization algorithms of GCC 4.8.1 are probably not always perfect yet.

10.2 ARM

10.2.1 Optimizing Keil + ARM mode

Listing 10.6: Optimizing Keil + ARM mode

.text:000000B8

.text :000000B8 f_signed ; CODE XREF:
.text:000000B8 70 40 2D E9 STMFD  SP!, {R4-R6,LR}
.text:000000BC 01 40 A0 E1 MoV R4, R1

EXPORT f_signed
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.text:000000C0 04 00 50 E1 CMP RO, R4

.text:000000C4 00 50 A0 E1 MOV R5, RO

.text:000000C8 1A OE 8F C2 ADRGT RO, aAB ; "a>b\n"
.text:000000CC A1 18 00 CB BLGT __2printf

.text:000000D0 04 00 55 E1 CMP R5, R4

.text:000000D4 67 OF 8F 02 ADREQ RO, aAB_O ; "a==b\n"
.text:000000D8 9E 18 00 OB BLEQ __2printf

.text:000000DC 04 00 55 E1 CMP R5, R4

.text:000000E0 70 80 BD A8 LDMGEFD SP!, {R4-R6,PC}
.text:000000E4 70 40 BD E8 LDMFD SP!, {R4-R6,LR}
.text:000000E8 19 OE 8F E2 ADR RO, aAB_1 ; "a<b\n"
.text:000000EC 99 18 00 EA B __2printf

.text:000000EC ; End of function f_signed

A lot of instructions in ARM mode can be executed only when specific flags are set. E.g. this is often used while numbers
comparing.

Forinstance, ADD instruction is ADDAL internally in fact, where AL meaning Always, i.e., execute always. Predicates are encoded
in 4 high bits of 32-bit ARM instructions (condition field). B instruction of unconditional jump is in fact conditional and encoded
just like any other conditional jumps, but has AL in the condition field, and what it means, executing always, ignoring flags.

ADRGT instructions works just like ADR but will execute only in the case when previous CMP instruction, while comparing two
numbers, found one number greater than another (Greater Than).

The next BLGT instruction behaves exactly as BL and will be triggered only if result of comparison was the same (Greater Than).
ADRGT writes a pointer to the string ¢“‘a>b\n’’, into RO and BLGT calls printf (). Consequently, these instructions with -GT suffix,
will be executed only in the case when value in the RO (a is there) was bigger than value in the R4 (b is there).

Then we see ADREQ and BLEQ instructions. They behave just like ADR and BL but is to be executed only in the case when
operands were equal to each other while comparison. Another CMP is before them (since printf () call may tamper state of
flags).

Then we see LDMGEFD, this instruction works just like LDMFD', but will be triggered only in the case when one value was greater
or equal to another while comparison (Greater or Equal).

The sense of ““LDMGEFD SP!, {R4-R6,PC}’’instruction isthatis like function epilogue, but it will be triggered only if a >=
b, only then function execution will be finished. But if it is not true, i.e., a < b, then control flow come to next ““‘LDMFD SP!,
{R4-R6,LR}"’ instruction, this is one more function epilogue, this instruction restores R4-R6 registers state, but also LR instead
of PC, thus, it does not returns from function. Last two instructions calls printf () with the string «a<b\n» as sole argument.
Unconditional jump to the printf () function instead of function return, is what we already examined in «printf () with several
arguments» section, here (5.3.2).

f_unsigned is likewise, but ADRHI, BLHI, and LDMCSFD instructions are used there, these predicates (H/ = Unsigned higher,
CS=Carry Set (greater than or equal)) are analogical to those examined before, but serving for unsigned values.

There is not much new in the main () function for us:

Listing 10.7: main ()

.text:00000128 EXPORT main
.text:00000128 main

.text:00000128 10 40 2D E9 STMFD SP!, {R4,LR}
.text:0000012C 02 10 AO E3 MOV R1, #2
.text:00000130 01 00 AO E3 MOV RO, #1
.text:00000134 DF FF FF EB BL f_signed
.text:00000138 02 10 AO E3 MOV R1, #2
.text:0000013C 01 00 AO E3 MOV RO, #1
.text:00000140 EA FF FF EB BL f_unsigned
.text:00000144 00 00 AO E3 MOV RO, #0
.text:00000148 10 80 BD E8 LDMFD SP!, {R4,PC}
.text:00000148 ; End of function main

That’s how to get rid of conditional jumps in ARM mode.

Load Multiple Full Descending
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Why it is so good? Since ARM is RISC-processor with pipeline for instructions executing. In short, pipelined processor is not
very good on jumps at all, so that is why branch predictor units are critical here. It is very good if the program has as few jumps
as possible, conditional and unconditional, so that is why, predicated instructions can help in reducing conditional jumps count.
There is no such feature in x86, if not to count CMOVcc instruction, it is the same as MOV, but triggered only when specific flags
are set, usually set while value comparison by CMP.

10.2.2 Optimizing Keil + thumb mode

Listing 10.8: Optimizing Keil + thumb mode

.text:00000072 f_signed ; CODE XREF: main+6
.text:00000072 70 B5 PUSH  {R4-R6,LR}

.text:00000074 OC 00 MOVS R4, R1

.text :00000076 05 00 MOVS R5, RO

.text:00000078 A0 42 CMP RO, R4

.text:0000007A 02 DD BLE loc_82

.text:0000007C A4 AO ADR RO, aAB ; "a>b\n"
.text:0000007E 06 FO B7 F8 BL __2printf

.text:00000082

.text :00000082 loc_82 ; CODE XREF: f_signed+8
.text:00000082 A5 42 CMP R5, R4

.text:00000084 02 D1 BNE loc_8C

.text:00000086 A4 AO ADR RO, aAB_0 ; "a==b\n"
.text:00000088 06 FO B2 F8 BL __2printf

.text:0000008C

.text:0000008C loc_8C ; CODE XREF: f_signed+12
.text:0000008C A5 42 CMP R5, R4

.text:0000008E 02 DA BGE locret_96

.text:00000090 A3 AO ADR RO, aAB_1 ; "a<b\n"
.text:00000092 06 FO AD F8 BL __2printf

.text :00000096

.text :00000096 locret_96 ; CODE XREF: f_signed+1C
.text:00000096 70 BD POP {R4-R6,PC}

.text :00000096 ; End of function f_signed

Only B instructions in thumb mode may be supplemented by condition codes, so the thumb code looks more ordinary.

BLE is usual conditional jump Less than or Equal, BNE—Not Equal, BGE—Greater than or Equal.

f_unsigned functionisjust likewise, but other instructions are used while dealing with unsigned values:BLS (Unsigned lower
or same) and BCS (Carry Set (Greater than or equal)).
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Chapter 11

switch()/case/default

11.1 Few number of cases

void £ (int a)

{
switch (a)
{
case 0: printf ("zero\n"); break;
case 1: printf ("one\n"); break;
case 2: printf ("two\n"); break;
default: printf ("something unknown\n"); break;
};
};
11.1.1 x86

Result (MSVC 2010):

Listing 11.1: MSVC 2010

tved = -4 ; size = 4
_a$ =8 ; size = 4
_f PROC

push ebp

mov ebp, esp

push ecx

mov eax, DWORD PTR _a$[ebp]
mov DWORD PTR tv64[ebp], eax
cmp DWORD PTR tv64[ebp], O

je SHORT $LN4ef
cmp DWORD PTR tv64[ebp]l, 1
je SHORT $LN3ef
cmp  DWORD PTR tv64[ebpl, 2
je SHORT $LN20f
jmp  SHORT $LN1Qf

$LN4Qf :

push  OFFSET $SG739 ; ’zero’, OaH, OOH
call _printf
add esp, 4
jmp SHORT $LN7@f
$LN30f :
push  OFFSET $SG741 ; ’one’, OaH, OOH
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call _printf
add esp, 4
jmp SHORT $LN7@f
$LN2ef :
push OFFSET $SG743 ; ’two’, OaH, OOH
call _printf
add esp, 4
jmp SHORT $LN7@f
$LN1Of:
push OFFSET $SG745 ; ’something unknown’, OaH, OOH
call _printf
add esp, 4

$LN7Qf :
mov esp, ebp
pop ebp
ret 0

f ENDP

Out function with a few cases in switch(), in fact, is analogous to this construction:

void £ (int a)
{
if (a==0)
printf ("zero\n");
else if (a==1)
printf ("one\n");
else if (a==2)
printf ("two\n");
else
printf ("something unknown\n");

};

When few cases in switch(), and we see such code, it is impossible to say with certainty, was it switch() in source code, or just
pack of if(). This means, switch() is syntactic sugar for large number of nested checks constructed using if().

Nothing especially new to us in generated code, with the exception the compiler moving input variable a to temporary local
variable tvé64.

If to compile the same in GCC 4.4.1, we’ll get almost the same, even with maximal optimization turned on (-03 option).

Now let’s turn on optimization in MSVC (/0x): c1 1.c /Fal.asm /0x

Listing 11.2: MSVC

_a$ =8 ; size = 4
_f PROC
mov eax, DWORD PTR _a$[esp-4]
sub eax, O
je SHORT $LN4Qf
sub eax, 1
je SHORT $LN3ef
sub eax, 1
je SHORT $LN2ef
mov DWORD PTR _a$[esp-4], OFFSET $SG791 ; ’something unknown’, OaH, OOH
jmp _printf
$LN20f :
mov DWORD PTR _a$[esp-4], OFFSET $SG789 ; ’two’, OaH, OOH
Jjmp _printf
$LN3@f :
mov DWORD PTR _a$[esp-4], OFFSET $SG787 ; ’one’, OaH, OOH
jmp _printf
$LN4Of :
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mov DWORD PTR _a$[esp-4], OFFSET $SG785 ; ’zero’, OaH, OOH
jmp _printf
_f ENDP

Here we can see even dirty hacks.

First: the value of the a variable is placed into EAX and 0 subtracted from it. Sounds absurdly, but it may needs to check if 0
was in the EAX register before? If yes, flag ZF will be set (this also means that subtracting from 0 is 0) and first conditional jump
JE (Jump if Equal or synonym JZ —Jump if Zero) will be triggered and control flow passed to the $LN4@f label, where ’zero’
message is begin printed. If first jump was not triggered, 1 subtracted from the input value and if at some stage 0 will be resulted,
corresponding jump will be triggered.

And if no jJump triggered at all, control flow passed to the printf () with argument ’something unknown’.

Second: we see unusual thing for us: string pointer is placed into the a variable, and then printf () is called not via CALL,
but via JMP. This could be explained simply. Caller pushing to stack a value and calling our function via CALL. CALL itself pushing
returning address to stack and do unconditional jump to our function address. Our function at any point of execution (since it do
not contain any instruction moving stack pointer) has the following stack layout:

e ESP—pointing to RA
e ESP+4—pointing to the a variable

On the other side, when we need to call printf () here, we need exactly the same stack layout, except of first printf ()
argument pointing to string. And that is what our code does.

It replaces function’s first argument to different and jumping to the printf (), as if not our function £ () was called firstly, but
immediately printf (). printf () printing a string to stdout and then execute RET instruction, which POPping RA from stack
and control flow is returned not to £ () but to the £ ()’s callee, escaping £ ().

All this is possible since printf () is called right at the end of the £ () function in any case. In some way, it is all similar to the
longjmp()' function. And of course, it is all done for the sake of speed.

Similar case with ARM compiler described in “printf () with several arguments”, section, here (5.3.2).

11.1.2 ARM: Optimizing Keil + ARM mode

.text:0000014C f1

.text:0000014C 00 00 50 E3 CMP RO, #0

.text:00000150 13 OE 8F 02 ADREQ RO, aZero ; "zero\n"
.text:00000154 05 00 00 OA BEQ loc_170

.text:00000158 01 00 50 E3 CMP RO, #1

.text:0000015C 4B OF 8F 02 ADREQ RO, aOne ; "one\n"
.text:00000160 02 00 00 OA BEQ loc_170

.text:00000164 02 00 50 E3 CMP RO, #2

.text:00000168 4A OF 8F 12 ADRNE RO, aSomethingUnkno ; "something unknown\n"
.text:0000016C 4E OF 8F 02 ADREQ RO, aTwo ; "two\n"
.text:00000170

.text:00000170 loc_170 ; CODE XREF: f1+8
.text:00000170 ; f1+14
.text:00000170 78 18 00 EA B __2printf

Again, by investigating this code, we cannot say, was it switch() in the original source code, or pack of if() statements.

Anyway, we see here predicated instructions again (like ADREQ (Equal)) which will be triggered only in RO = 0 case, and the,
address of the «zero\n» string will be loaded into the RO. The next instruction BEQ will redirect control flow to 1oc_170, if R0 = 0.
By the way, astute reader may ask, will BEQ triggered right since ADREQ before it is already filled the RO register with another
value. Yes, it will since BEQ checking flags set by CMP instruction, and ADREQ not modifying flags at all.

By the way, there is -S suffix for some instructions in ARM, indicating the instruction will set the flags according to the result,
and without it —the flags will not be touched. For example ADD unlike ADDS will add two numbers, but flags will not be touched.
Such instructions are convenient to use between CMP where flags are set and, e.g. conditional jumps, where flags are used.

Other instructions are already familiar to us. There is only one call to printf (), at the end, and we already examined this
trick here (5.3.2). There are three paths to printf () at the end.

Thttp://en.wikipedia.org/wiki/Setjmp.h
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Also pay attention to what is going on if a = 2 and if a is not in range of constants it is comparing against. ¢‘CMP RO, #2”’
instruction is needed here to know, if a = 2 or not. If it is not true, then ADRNE will load pointer to the string «something unknown
\n» into RO since a was already checked before to be equal to 0 or 1, so we can be assured the a variable is not equal to these

numbers at this point. And if R0 = 2, a pointer to string «two\n» will be loaded by ADREQ into RO.

11.1.3 ARM: Optimizing Keil + thumb mode

.text:000000D4
.text:000000D4 10
.text:000000D6 00
.text:000000D8 05
.text :000000DA 01
.text:000000DC 05
.text:000000DE 02
.text:000000E0 05
.text:000000E2 91
.text:000000E4 04
.text :000000E6
.text :000000E6
.text:000000E6 95
.text :000000E8 02
.text :000000EA
.text:000000EA
.text:000000EA 96
.text :000000EC 00
.text :000000EE
.text :000000EE
.text:000000EE 97
.text :000000F0
.text:000000F0
.text :000000F0 06
.text:000000F4 10
.text:000000F4

B5
28
DO
28
DO
28
DO
A0
EO

FO
BD

TE F8

f1

two_case

de

B

fault_case

BL
POP
End of function f1

{R4,LR}

RO, #0

zero_case

RO, #1

one_case

RO, #2

two_case

RO, aSomethingUnkno ; "something unknown\n"
default_case

; CODE XREF: f1+4
RO, aZero ; "zero\n"
default_case

; CODE XREF: f1+8
RO, aOne ; "one\n"
default_case

; CODE XREF: f1+C

RO, aTwo ; "two\n"
; CODE XREF: f1+10
; f1+14

__2printf

{R4,PC}

As | already mentioned, there is no feature of connecting predicates to majority of instructions in thumb mode, so the thumb-

code here is somewhat similar to the easily understandable x86 CISC-code

11.2 A lot of cases

If switch() statement contain a lot of case’s, it is not very convenient for compiler to emit too large code with a lot JE/JNE

instructions.

void £ (int a)

{

switch (a)

{

case
case
case
case
case

};

w N = O

4:

printf
printf
printf
printf
printf

("zero\n"); break;
("one\n"); break;
("two\n"); break;
("three\n"); break;
("four\n"); break;
default: printf ("something unknown\n"); break;
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B |
11.2.1 x86
We got (MSVC 2010):
Listing 11.3: MSVC 2010
tved = -4 ; size = 4
_a$ =8 ; size = 4
_f PROC
push  ebp
mov ebp, esp
push  ecx
mov eax, DWORD PTR _a$[ebp]
mov DWORD PTR tv64[ebpl, eax
cmp DWORD PTR tv64[ebpl, 4
ja SHORT $LN1@f
mov ecx, DWORD PTR tv64 [ebp]
jmp DWORD PTR $LN110f [ecx*4]
$LN6Of :
push  OFFSET $SG739 ; ’zero’, OaH, OOH
call _printf
add esp, 4
jmp SHORT $LN9Cf
$LN5Of :
push  OFFSET $SG741 ; ’one’, OaH, OOH
call _printf
add esp, 4
jmp SHORT $LN9Qf
$LN4Of :
push  OFFSET $SG743 ; ’two’, OaH, OOH
call _printf
add esp, 4
jmp SHORT $LN9Qf
$LN30f :
push  OFFSET $SG745 ; ’three’, OaH, OOH
call _printf
add esp, 4
jmp SHORT $LN9@f
$LN20f :
push  OFFSET $SG747 ; ’four’, OaH, OOH
call _printf
add esp, 4
jmp SHORT $LN9@f
$LN1Of:
push  OFFSET $SG749 ; ’something unknown’, OaH, OOH
call _printf
add esp, 4
$LN9@f :
mov esp, ebp
pop ebp
ret 0
npad 2
$LN110Qf:
DD $LN6Q@E ; O
DD $LNB@Ef ; 1
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DD $LN4Of ; 2
DD $LN3ef ; 3
DD $LN2@f ; 4

f ENDP

OK, what we see hereis: thereis aset of the printf () calls with various arguments. All they has not only addresses in process
memory, but also internal symbolic labels assigned by compiler. Besides, all these labels are also places into $LN11@f internal
table.

At the function beginning, if a is greater than 4, control flow is passed to label $LN1@f, where printf () with argument
’something unknown’ is called.

And if a value is less or equals to 4, let’s multiply it by 4 and add $LN1@f table address. That is how address inside of table
is constructed, pointing exactly to the element we need. For example, let’s say a is equal to 2. 2 x« 4 = 8 (all table elements
are addresses within 32-bit process that is why all elements contain 4 bytes). Address of the $LN11@f table + 8 —it will be table
element where $LN40f label is stored. JMP fetches $LN4@f address from the table and jump to it.

This table called sometimes jumptable.

Then correspondingprintf () is called with argument > two’. Literally, jmp DWORD PTR $LN11@f [ecx*4] instruction means
jump to DWORD, which is stored at address $LN11@f + ecx * 4.

npad (61) is assembly language macro, aligning next label so that it will be stored at address aligned on a 4 byte (or 16 byte)
border. Thisis very suitable for processor since it is able to fetch 32-bit values from memory through memory bus, cache memory,
etc, in much effective way if it is aligned.

Let’s see what GCC 4.4.1 generates:

Listing 11.4: GCC 4.4.1

public £
f proc near ; CODE XREF: main+10
var_18 = dword ptr -18h
arg_0 = dword ptr 8
push ebp
mov ebp, esp
sub esp, 18h ; char x
cmp [ebpt+arg_0], 4
ja short loc_8048444
mov eax, [ebp+arg_0]
shl eax, 2
mov eax, ds:off_804855C[eax]
jmp eax
loc_80483FE: ; DATA XREF: .rodata:off_804855C
mov [esp+18h+var_18], offset aZero ; "zero"
call _puts
jmp short locret_8048450
loc_804840C: ; DATA XREF: .rodata:08048560
mov [esp+18h+var_18], offset alne ; "one"
call _puts
jmp short locret_8048450
loc_804841A: ; DATA XREF: .rodata:08048564
mov [esp+18h+var_18], offset aTwo ; "two"
call _puts
jmp short locret_8048450
loc_8048428: ; DATA XREF: .rodata:08048568
mov [esp+18h+var_18], offset aThree ; "three"
call _puts
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jmp short locret_8048450
loc_8048436: ; DATA XREF: .rodata:0804856C
mov [esp+t18h+var_18], offset aFour ; "four"
call _puts
jmp short locret_8048450
loc_8048444: ; CODE XREF: f+A
mov [esp+18h+var_18], offset aSomethingUnkno ; "something unknown"
call _puts
locret_8048450: ; CODE XREF: £f+26
; £+34...
leave
retn
£ endp
off_804855C dd offset loc_80483FE ; DATA XREF: £f+12

dd offset loc_804840C
dd offset loc_804841A
dd offset loc_8048428
dd offset loc_8048436

It is almost the same, except little nuance: argument arg_0 is multiplied by 4 with by shifting it to left by 2 bits (it is almost
the same as multiplication by 4) (17.3.1). Then label address is taken from of £ _804855C array, address calculated and stored into
EAX, then ¢“‘JMP EAX’’do actual jump.

11.2.2 ARM: Optimizing Keil + ARM mode

00000174 £2

00000174 05 00 50 E3 CMP RO, #5 ; switch 5 cases

00000178 00 F1 8F 30 ADDCC  PC, PC, RO,LSL#2 ; switch jump

0000017C OE 00 00 EA B default_case ; jumptable 00000178 default case
00000180 S D e mm o
00000180

00000180 loc_180 ; CODE XREF: f2+4

00000180 03 00 00 EA B zZero_case ; jumptable 00000178 case 0

00000184 I e e e e e
00000184

00000184 loc_184 ; CODE XREF: f2+4

00000184 04 00 00 EA B one_case ; jumptable 00000178 case 1

00000188 e e e T PP et
00000188

00000188 loc_188 ; CODE XREF: f2+4

00000188 05 00 00 EA B two_case ; jumptable 00000178 case 2

0000018C e e et et
0000018C

0000018C loc_18C ; CODE XREF: f2+4

0000018C 06 00 00 EA B three_case ; jumptable 00000178 case 3

00000190 ) DT e e mm e — -
00000190

00000190 loc_190 ; CODE XREF: f2+4

00000190 07 00 00 EA B four_case ; jumptable 00000178 case 4

00000194 I et e T P PP PP et
00000194

00000194 zero_case ; CODE XREF: f2+4

00000194 ; £2:1o0c_180
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00000194 EC 00 8F E2 ADR RO, aZero ; jumptable 00000178 case O

00000198 06 00 00 EA B loc_1B8

0000019C ettt ittt e e
0000019C

0000019C one_case ; CODE XREF: f2+4

0000019C ; £2:1oc_184

0000019C EC 00 8F E2 ADR RO, aOne ; jumptable 00000178 case 1

000001A0 04 00 00 EA B loc_1B8

000001A4 I ittt ittt e T
000001A4

000001A4 two_case ; CODE XREF: f2+4

000001A4 ; £2:10c_188

000001A4 01 OC 8F E2 ADR RO, aTwo ; jumptable 00000178 case 2

000001A8 02 00 00 EA B loc_1B8

000001AC et et e e
000001AC

000001AC three_case ; CODE XREF: f2+4

000001AC ; £2:10c_18C

000001AC 01 OC 8F E2 ADR RO, aThree ; jumptable 00000178 case 3

000001BO 00 00 00 EA B loc_1B8

000001B4 D e
000001B4

000001B4 four_case ; CODE XREF: f2+4

000001B4 ; £2:10c_190

000001B4 01 OC 8F E2 ADR RO, aFour ; jumptable 00000178 case 4

000001B8

000001B8 loc_1B8 ; CODE XREF: f2+24

000001B8 ; £2+2C

000001B8 66 18 00 EA B __2printf

000001BC it ettt T e e
000001BC

000001BC default_case ; CODE XREF: f2+4

000001BC ; £2+8

000001BC D4 00 8F E2 ADR RO, aSomethingUnkno ; jumptable 00000178 default case
000001CO FC FF FF EA B loc_1B8

000001CO ; End of function f2

This code makes use of the ARM feature in which all instructions in the ARM mode has size of 4 bytes.

Let’s keep in mind the maximum value for a is 4 and any greater value must cause «something unknown\n» string printing.

The very first “CMP RO, #5°’instruction compares a input value with 5.

The next “ADDCC PC, PC, RO,LSL#2’2instruction will execute only if R0 < 5 (CC=Carry clear /Less than). Consequently, if
ADDCC will not trigger (itis a RO > 5 case), a jump to default_caselabel will be occurred.

But if RO < 5 and ADDCC will trigger, following events will happen:

Value in the RO is multiplied by 4. In fact, LSL#2 at the instruction’s ending means “shift left by 2 bits”. But as we will see
later (17.3.1) in “Shifts” section, shift left by 2 bits is just equivalently to multiplying by 4.

Then, RO * 4 value we got, is added to current value in the PC, thus jumping to one of B (Branch) instructions located below.

Atthe moment of ADDCC execution, value in the PC is 8 bytes ahead (0x180) than address at which ADDCC instruction is located
(0x178), or, in other words, 2 instructions ahead.

This is how ARM processor pipeline works: when ADDCC instruction is executed, the processor at the moment is beginning to
process instruction after the next one, so that is why PC pointing there.

If a = 0, then nothing will be added to the value in the PC, and actual value in the PC is to be written into the PC (which is 8
bytes ahead) and jump to the label loc_1780 will happen, this is 8 bytes ahead of the point where ADDCC instruction is.

Incaseofa =1,then PC +8+a*x4=PC +8+1%4 = PC + 16 = 0x184will be written to the PC, this is the address of
the loc_184 label.

With every 1 added to a, resulting PC increasing by 4. 4 is also instruction length in ARM mode and also, length of each B
instruction length, there are 5 of them in row.

2ADD—addition

91




11.2. ALOT OF CASES

CHAPTER 11. SWITCH()/CASE/DEFAULT

Each of these five B instructions passing control further, where something is going on, what was programmed in switch().
Pointer loading to corresponding string occurring there, etc.

11.2.3 ARM: Optimizing Keil + thumb mode

000000F6
000000F6
000000F6 10 B5
000000F8 03 00
OO0OOOOFA 06 FO
000000FA

£2

OOOOOOFE 05
OOOOOOFF 04 06
statement

00000105 00
00000106
00000106
00000106 8D AO
00000108 06 EO
0000010A

08 OA OC 10

zZero_case

0000010A
0000010A
0000010A 8E AO
0000010C 04 EO
0000010E

one_case

0000010E
0000010E
0O000010E 8F AO
00000110 02 EO
00000112

00000112
00000112
00000112 90 AO
00000114 00 EO
00000116

00000116
00000116
00000116 91 AO
00000118
00000118
00000118
00000118 06 FO
0000011C 10 BD
0000011E

6A F8

four_case

loc_118

0000011E
0000011E
0000011E 82 AO
case
00000120 FA E7

default_case

EXPORT £2
PUSH {R4,LR}
MOVS R3, RO
BL __ARM_common_switch8_thumb ; switch 6 cases
DCB 5
DCB 4, 6, 8, OxA, 0xC, 0x10 ; jump table for switch
ALIGN 2
; CODE XREF: f2+4
ADR RO, aZero ; jumptable O00000FA case O
B loc_118
; CODE XREF: f2+4
ADR RO, aOne ; jumptable O000000FA case 1
B loc_118
; CODE XREF: f2+4
ADR RO, aTwo ; jumptable OO0O0000FA case 2
B loc_118
; CODE XREF: f2+4
ADR RO, aThree ; jumptable O00000FA case 3
B loc_118
; CODE XREF: f2+4
ADR RO, aFour ; jumptable OOOOOOFA case 4
; CODE XREF: f2+12
; £2+16
BL __2printf
POP {R4,PC}
; CODE XREF: f2+4
ADR RO, aSomethingUnkno ; jumptable OOOOOOFA default

B loc_118
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000061D0O EXPORT __ARM_common_switch8_thumb

000061D0 __ARM_common_switch8_thumb ; CODE XREF: example6_f2+4

000061D0 78 47 BX PC

000061D0O ;

000061D2 00 00 ALIGN 4

000061D2 ; End of function __ARM_common_switch8_thumb

000061D2

000061D4 CODE32

000061D4

000061D4 ; SUBROUTINE

000061D4

000061D4

000061D4 __32__ARM_common_switch8_thumb ; CODE XREF:
__ARM_common_switch8_thumb

000061D4 01 CO 5E E5 LDRB R12, [LR,#-1]

000061D8 0OC 00 53 E1 CMP R3, R12

000061DC OC 30 DE 27 LDRCSB R3, [LR,R12]

000061E0 03 30 DE 37 LDRCCB R3, [LR,R3]

000061E4 83 CO 8E EO ADD R12, LR, R3,LSL#1

000061E8 1C FF 2F E1 BX R12

000061E8 ; End of function __32__ARM_common_switch8_thumb

One cannot be sure all instructions in thumb and thumb-2 modes will have same size. It is even can be said that in these
modes instructions has variable length, just like in x86

So there is a special table added, containing information about how much cases are there, not including default-case, and
offset, for each, each encoding a label, to which control must be passed in corresponding case.

A special function here present in order to deal with the table and pass control, named
__ARM_common_switch8_thumb. It is beginning with ¢BX PC’’instruction, which function is to switch processor to ARM-mode.
Then you may see the function for table processing. It is too complex for describing it here now, so | will omit elaborations.

But it is interesting to note the function uses LR register as a pointer to the table. Indeed, after this function calling, LR will
contain address after
“BL __ARM_common_switch8_thumb’’ instruction, and the table is beginning right there.

It is also worth noting the code is generated as a separate function in order to reuse it, in similar places, in similar cases, for
switch() processing, so compiler will not generate same code at each point.

IDA successfully perceived it as a service function and table, automatically, and added commentaries to labels like jumptable
0O0000OQFA case O.
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Chapter 12

Loops

12.1 x86

There is a special LOOP instruction in x86 instruction set, it is checking value in the ECX register and if it is not 0, do ECX decrement
and pass control flow to the label mentioned in the LOOP operand. Probably, this instruction is not very convenient, so, | did not
ever see any modern compiler emit it automatically. So, if you see the instruction somewhere in code, it is most likely this is
manually written piece of assembly code.

By the way, as home exercise, you could try to explain, why this instruction is not very convenient.

In C/C++ loops are constructed using for (), while (), do/while () statements.

Let’s start with for ().

This statement defines loop initialization (set loop counter to initial value), loop condition (is counter is bigger than a limit?),
what is done at each iteration (increment/decrement) and of course loop body.

for (initialization; condition; at each iteration)
{

loop_body;
}

So, generated code will be consisted of four parts too.
Let’s start with simple example:

#include <stdio.h>

void f(int i)

{

printf ("f(d\n", i);
}s
int main()
{

int i;

for (i=2; i<10; i++)

f(i);

return 0O;

}s
Result (MSVC 2010):
Listing 12.1: MSVC 2010

_i$ = -4
_main PROC

push ebp
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mov ebp, esp

push  ecx

mov DWORD PTR _i$[ebpl, 2

jmp SHORT $LN3@main
$LN2@main:

mov eax, DWORD PTR _i$[ebp]

add eax, 1

mov DWORD PTR _i$[ebp], eax
$LN3@main:

cmp DWORD PTR _i$[ebp]l, 10

jge SHORT $LN1@main

mov ecx, DWORD PTR _i$[ebp]

push  ecx

call _f

add esp, 4

jmp SHORT $LN2@main
$LN1@main:

xor eax, eax

mov esp, ebp

pop ebp

ret 0
_main ENDP

B

B

B

B

; loop initialization

; here is what we do after each iteration:

add 1 to i value

; this condition is checked *before* each iteration
if 1 is biggest or equals to 10, let’s finish loop
loop body: call £(i)
jump to loop begin
loop end

Nothing very special, as we see.
GCC 4.4.1 emits almost the same code, with one subtle difference:

Listing 12.2: GCC 4.4.1

main

var_20
var_4

proc near

dword ptr -20h

loc_8048465:

1loc_8048476:

main

; DATA XREF: _start+17

= dword ptr -4

push ebp

mov ebp, esp

and esp, OFFFFFFFOh

sub esp, 20h

mov [esp+20h+var_4], 2 ; i initializing
jmp short loc_8048476

mov eax, [esp+20h+var_4]

mov [esp+20h+var_20], eax

call f

add [esp+20h+var_4], 1 ; i increment
cmp [esp+20h+var_4], 9

jle short loc_8048465 ; if i<=9, continue loop
mov eax, O

leave

retn

endp

Now let’s see what we will get if optimization is turned on (/0x):

Listing 12.3: Optimizing MSVC

_main

PROC
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push
mov
$LL3Gmain:

push
call
inc
add
cmp
jl
Xor
pop
ret

esi
esi, 2

esi

_f

esi

esp, 4

esi, 10 ; 0000000aH
SHORT $LL3@main

eax, eax

esi

0

_main ENDP

What is going on here is: space for the j variable is not allocated in local stack anymore, but even individual register: the EST.
This is possible in such small functions where not so many local variables are present.

One very important property is the £ () function must not change the value in the ESI. Our compiler is sure here. And if
compiler decided to use the ESI registerin £ () too, its value would be saved then at the £ () function’s prologue and restored at
the £ () function’s epilogue. Almost like in our listing: please note PUSH ESI/POP ESI at the function begin and end.

Let’s try GCC 4.4.1 with maximal optimization turned on (-03 option):

Listing 12.4: Optimizing GCC 4.4.1

main

var_10

main

proc near

= dword ptr -10h

push ebp

mov ebp, esp

and esp, OFFFFFFFOh

sub esp, 10h

mov [esp+10h+var_10], 2
call f

mov [esp+10h+var_10], 3
call £

mov [esp+10h+var_10], 4
call £

mov [esp+10h+var_10], 5
call £

mov [esp+10h+var_10], 6
call £

mov [esp+10h+var_10], 7
call f

mov [esp+10h+var_10], 8
call £

mov [esp+10h+var_10], 9
call £

xor eax, eax

leave

retn

endp

Huh, GCC just unwind our loop.

Loop unwinding has advantage in these cases when there is not so much iterations and we could economy some execution
speed by removing all loop supporting instructions. On the other side, resulting code is obviously larger.

OK, let’s increase maximal value of the i variable to 100 and try again. GCC resulting:

Listing 12.5: GCC
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public main
main proc near
var_20 = dword ptr -20h
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
push ebx
mov ebx, 2 ; 1=2
sub esp, 1Ch
nop ; aligning label loc_80484D0 (loop body begin) by 16-byte border
loc_80484D0:
mov [esp+20h+var_20], ebx ; pass i as first argument to f()
add ebx, 1 ; i+t
call f
cmp ebx, 64h ; i==1007
jnz short 1loc_80484D0 ; if not, continue
add esp, 1Ch
xor eax, eax ; return O
pop ebx
mov esp, ebp
pop ebp
retn
main endp

It is quite similar to what MSVC 2010 with optimization (/0x) produce. With the exception the EBX register will be fixed to the
i variable. GCC is sure this register will not be modified inside of the £ () function, and if it will, it will be saved at the function

prologue and restored at epilogue, just like here in themain () function.

12.1.1 OllyDbg

Let’s compile our example in MSVC 2010 with /0x and /0b0 options and load it into OllyDbg.

It seems, OllyDbg is able to detect simple loops and show them in square brackets, for convenience: fig.12.1.

By tracing (F8 (step over)) we see how ESI incrementing. Here, for instance, ESI =i=6: fig.12.2.

9is a last loop value. That’s why JL will not trigger after increment, and function finishing: fig.12.3.
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Figure 12.1: OllyDbg: main () begin
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Figure 12.3: OllyDbg: EST =10, loop end

12.1.2 tracer

As we might see, it is not very convenient to trace in debugger manually. That’s one of the reasons | write tracer for myself.
| open compiled example in IDA, | find the address of the instruction PUSH ESI (passing sole argument into £ ()) and this is

0x401026 for me and | run tracer:

tracer.exe -l:loops_2.exe bpx=loops_2.exe!0x00401026

BPX just sets breakpoint at address and then will print registers state.
In the tracer.log | see after running:

PID=12884|New process loops_2.exe

(0) loops_2.exe!0x401026

EAX=0x00a328c8 EBX=0x00000000 ECX=0x6f£0f4714 EDX=0x00000000
ESI=0x00000002 EDI=0x00333378 EBP=0x0024fbfc ESP=0x0024fbb8
EIP=0x00331026

FLAGS=PF ZF IF

(0) loops_2.exe!0x401026

EAX=0x00000005 EBX=0x00000000 ECX=0x6f0a5617 EDX=0x000eel188
ESI=0x00000003 EDI=0x00333378 EBP=0x0024fbfc ESP=0x0024fbb8
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops_2.exe!0x401026

EAX=0x00000005 EBX=0x00000000 ECX=0x6f0ab5617 EDX=0x000eel188
ESI=0x00000004 EDI=0x00333378 EBP=0x0024fbfc ESP=0x0024fbb8
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops_2.exe!0x401026

EAX=0x00000005 EBX=0x00000000 ECX=0x6f0ab5617 EDX=0x000eel188
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ESI=0x00000005 EDI=0x00333378 EBP=0x0024fbfc ESP=0x0024fbb8
EIP=0x00331026

FLAGS=CF AF SF IF

(0) loops_2.exe!0x401026

EAX=0x00000005 EBX=0x00000000 ECX=0x6f0a5617 EDX=0x000eel188
ESI=0x00000006 EDI=0x00333378 EBP=0x0024fbfc ESP=0x0024fbb8
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops_2.exe!0x401026

EAX=0x00000005 EBX=0x00000000 ECX=0x6f0a5617 EDX=0x000eel188
ESI=0x00000007 EDI=0x00333378 EBP=0x0024fbfc ESP=0x0024fbb8
EIP=0x00331026

FLAGS=CF AF SF IF

(0) loops_2.exe!0x401026

EAX=0x00000005 EBX=0x00000000 ECX=0x6f0a5617 EDX=0x000ee188
ESI=0x00000008 EDI=0x00333378 EBP=0x0024fbfc ESP=0x0024fbb8
EIP=0x00331026

FLAGS=CF AF SF IF

(0) loops_2.exe!0x401026

EAX=0x00000005 EBX=0x00000000 ECX=0x6f£0a5617 EDX=0x000ee188
ESI=0x00000009 EDI=0x00333378 EBP=0x0024fbfc ESP=0x0024fbb8
EIP=0x00331026

FLAGS=CF PF AF SF IF

PID=12884|Process loops_2.exe exited. ExitCode=0 (0x0)

We see how value of EST register is changed from 2 to 9.

Even more than that, tracer can collect register values on all addresses within function. This is called trace there. Each in-
struction is being traced, all interesting register values are noticed and collected. .idc-script for IDA is then generated. So, in the
IDA I've learned thatmain () function address is 0x00401020 and | run:

tracer.exe -l:loops_2.exe bpf=loops_2.exe!0x00401020,trace:cc

BPF mean set breakpoint on function.

As aresult, | have got loops_2.exe.idc and loops_2.exe_clear.idc scripts. I’'m loading loops_2.exe.idc into IDA and
| see: fig.12.4

We see that ESI can be from 2 to 9 at the begin of loop body, but from 3 to 0xA (10) after increment. We can also see that
main() is finishing with 0 in EAX.

tracer also generates loops_2.exe. txt, containing information about how many times each instruction was executed and
register values:

Listing 12.6: loops_2.exe.txt

0x401020 (.text+0x20), e= 1 [PUSH ESI] ESI=1

0x401021 (.text+0x21), e= 1 [MOV ESI, 2]

0x401026 (.text+0x26), e= 8 [PUSH ESI] ESI=2..9

0x401027 (.text+0x27), e= 8 [CALL 8D1000h] tracing nested maximum level (1) reached, skipping
this CALL 8D1000h=0x8d1000

0x40102¢c (.text+0x2c), e= 8 [INC ESI] ESI=2..9

0x40102d (.text+0x2d), e= 8 [ADD ESP, 4] ESP=0x38fcbc

0x401030 (.text+0x30), e= 8 [CMP ESI, OAh] ESI=3..0xa

0x401033 (.text+0x33), e= 8 [JL 8D1026h] SF=false,true OF=false

0x401035 (.text+0x35), e= 1 [XOR EAX, EAX]

0x401037 (.text+0x37), e= 1 [POP ESI]

0x401038 (.text+0x38), e= 1 [RETN] EAX=0

grep can be used here.
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.text:008401020 [
text:00401020 ; =============== S UB R D UTI HE =======================================
-text:08401620

-text:08401620

-text:808481820 ; int _ cdecl main{int argc, const char ==arqu, const char ==enup)

-text:808401820 _main proc near ; CODE XREF: tmainCRTStartup+11D|p
-text:B804010620
-text: 004610820 argc = dword ptr 4

-text: 00401020 argu
-text: 004061020 enuvp
-text:B804010620
-text:004061020 push esi ; ESI=1
-text:o04610821 mou esi, 2
-text:00481026

-text:00481026 loc_L4O1026:

dword ptr 8
dword ptr BCh

CODE XBREF: _main+13]j

-text: 004061026 push esi ; ESI=2_.9

text:004010827 call sub_h@1008 ; tracing nested maximum level (1) reached,
.text:o0848182C inc esi : ESI=2_.9

.text:00401082D add esp, 4 ; ESP=0x38fcbc

.text:08401830 cmp esi, Bah ; ESI=3._8xa

-text: 004061033 jl short loc_481826 ; SF=false,true OF=false

.text:00401035 xor eax, eax

-text:o0481037 pop esi

.text: 00401038 retn ; EAX=0

-text:80401838 _main endp

Figure 12.4: IDA with .idc-script loaded

12.2 ARM

12.2.1 Non-optimizing Keil + ARM mode

main
STMFD SP!, {R4,LR}
MOV R4, #2
B loc_368
loc_35C ; CODE XREF: main+1C
MOV RO, R4
BL f
ADD R4, R4, #1
loc_368 ; CODE XREF: main+8
CMP R4, #O0xA
BLT loc_35C
MOV RO, #0

LDMFD  SP!, {R4,PC}

Iteration counter i is to be stored in the R4 register.

“MOV R4, #2’’instruction justinitializingi.

“MOV RO, R4’’and “‘BL £’’instructions are compose loop body, the first instruction preparing argument for £ () function
and the second is calling it.

‘“ADD R4, R4, #1”’instruction isjustadding 1 to thevariable during each iteration.

““CMP R4, #0xA’’ comparing i with 0xA (10). Next instruction BLT (Branch Less Than) will jump if i is less than 10.

Otherwise, 0 will be written into RO (since our function returns 0) and function execution ended.

12.2.2 Optimizing Keil + thumb mode
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_main
PUSH {R4,LR}
MOVS R4, #2
loc_132 ; CODE XREF: _main+E
MOVS RO, R4
BL example7_f
ADDS R4, R4, #1
CMP R4, #0xA
BLT loc_132
MOVS RO, #0
POP {R4,PC}

Practically, the same.

12.2.3 Optimizing Xcode (LLVM) + thumb-2 mode

_main
PUSH
MOVW
MOVS

MOVT.

ADD
ADD
MOV
BLX
MOV
MOVS
BLX
MOV
MOVS
BLX
MOV
MOVS
BLX
MOV
MOVS
BLX
MOV
MOVS
BLX
MOV
MOVS
BLX
MOV
MOVS
BLX
MOVS
POP

{R4,R7,LR}
R4, #0x1124 ; "Yd\n"
R1, #2

R4, #0

R7, SP, #4
R4, PC

RO, R4
_printf
RO, R4

R1, #3
_printf
RO, R4

R1, #4
_printf
RO, R4

R1, #5
_printf
RO, R4

R1, #6
_printf
RO, R4

R1, #7
_printf
RO, R4

R1, #8
_printf
RO, R4

R1, #9
_printf
RO, #0
{R4,R7,PC}

In fact, this was in my £ () function:

void f(int i)

{

// do something here

printf ("%d\n", 1i);

};

101




12.3. ONE MORE THING CHAPTER 12. LOOPS

So, LLVM not just unrolled the loop, but also represented my very simple function £ () asinlined, and inserted its body 8 times
instead of loop. This is possible when function is so primitive (like mine) and when it is called not many times (like here).

12.3 One more thing

On the code generated we can see: after jinitialization, loop body will not be executed, but i condition checked first, and only
after loop body is to be executed. And that is correct. Because, if loop condition is not met at the beginning, loop body must not
be executed. For example, this is possible in the following case:

for (i=0; i<total_entries_to_process; i++)
loop_body;

If total_entries_to_process equals to 0, loop body must not be executed whatsoever. So that is why condition checked before

loop body execution.
However, optimizing compiler may swap condition check and loop body, if it sure that the situation described here is not
possible (like in case of our very simple example and Keil, Xcode (LLVM), MSVC in optimization mode).
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Chapter 13

strlen()

Now let’s talk about loops one more time. Often, strlen () function'isimplemented using while () statement. Here is how it is
done in MSVC standard libraries:

int strlen (const char * str)

{
const char *eos = str;
while( *eos++ ) ;
return( eos - str - 1 );
}
13.1 x86
Let’s compile:
_eos$ = -4 ; size = 4
_str$ = 8 ; size = 4
_strlen PROC
push ebp
mov ebp, esp
push ecx
mov eax, DWORD PTR _str$[ebp] ; place pointer to string from str
mov DWORD PTR _eos$[ebp], eax ; place it to local varuable eos
$LN2@strlen_:
mov ecx, DWORD PTR _eos$[ebp] ; ECX=eos
; take 8-bit byte from address in ECX and place it as 32-bit value to EDX with sign extension
movsx edx, BYTE PTR [ecx]
mov eax, DWORD PTR _eos$[ebp] ; EAX=eos
add eax, 1 ; increment EAX
mov DWORD PTR _eos$[ebp]l, eax ; place EAX back to eos
test edx, edx ; EDX is zero?
je SHORT $LN1@strlen_ ; yes, then finish loop
jmp SHORT $LN2@strlen_ ; continue loop
$LN1@strlen_:

; here we calculate the difference between two pointers

Tcounting characters in string in C language
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mov eax, DWORD PTR _eos$[ebp]
sub eax, DWORD PTR _str$[ebp]

sub eax, 1 ; subtract 1 and return result
mov esp, ebp

pop ebp

ret 0

_strlen_ ENDP

Two new instructions here: MOVSX (13.1) and TEST.

About first: MOVSX (13.1) is intended to take byte from a point in memory and store value in a 32-bit register. MOVSX (13.1)
meaning MOV with Sign-Extent. Rest bits starting at 8th till 31th MOVSX (13.1) will set to 1 if source byte in memory has minus sign
orto Oif plus.

And here is why all this.

C/C++ standard defines char type as signed. If we have two values, one is char and anotherisint, (int is signed too), and if first
value contain —2 (it is coded as 0xFE) and we just copying this byte into int container, there will be 0x000000FE, and this, from
the point of signed int view is 254, but not —2. In signed int, —2 is coded as OxFFFFFFFE. So if we need to transfer OxFE value
from variable of char type to int, we need to identify its sign and extend it. That is what MOVSX (13.1) does.

See also in section “Signed number representations” (35).

I’m not sure if the compiler needs to store char variable in the EDX, it could take 8-bit register part (let’s say DL). Apparently,
compiler’s register allocator works like that.

Then we see TEST EDX, EDX.About TEST instruction, read more in section about bit fields (17). But here, this instruction just
checking value in the EDX, if it is equals to 0.

Let’s try GCC 4.4.1:
public strlen
strlen proc near
eos = dword ptr -4
arg_0 = dword ptr 8
push ebp
mov ebp, esp
sub esp, 10h
mov eax, [ebp+arg_ 0]
mov [ebpteos], eax
loc_80483FO0:
mov eax, [ebpteos]

movzx eax, byte ptr [eax]
test al, al
setnz al

add [ebp+eos], 1
test al, al
jnz short loc_80483F0
mov edx, [ebp+eos]
mov eax, [ebp+arg_0]
mov ecx, edx
sub ecx, eax
mov eax, ecx
sub eax, 1
leave
retn

strlen endp

The result almost the same as MSVC did, but here we see MOVZX instead of MOVSX (13.1). MOVZX means MOV with Zero-Extent.
This instruction copies 8-bit or 16-bit value into 32-bit register and sets the rest bits to 0. In fact, this instruction is convenient
only since it enable us to replace two instructions at once: xor eax, eax / mov al, [...].
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On the other hand, it is obvious to us the compiler could produce the code: mov al, byte ptr [eax] / test al, al —it
is almost the same, however, the highest EAX register bits will contain random noise. But let’s think it is compiler’s drawback —it
cannot produce more understandable code. Strictly speaking, compiler is not obliged to emit understandable (to humans) code
atall.

Next new instruction for us is SETNZ. Here, if AL contain not zero, test al, al will set 0 to the ZF flag, but SETNZ, if ZF==0
(NZ means not zero) will set 1 to the AL. Speaking in natural language, if AL is not zero, let’s jump to loc_80483F0. Compiler emitted
slightly redundant code, but let’s not forget the optimization is turned off.

Now let’s compile all this in MSVC 2010, with optimization turned on (/0x):

_str$ = 8 ; size = 4
_strlen PROC
mov ecx, DWORD PTR _str$[esp-4] ; ECX -> pointer to the string

mov eax, ecx ; move to EAX
$LL20@strlen_:
mov dl, BYTE PTR [eax] ; DL = *EAX
inc eax ; EAX++
test dl, dl ; DL==07
jne SHORT $LL2@strlen_ ; no, continue loop
sub eax, ecx ; calculate pointers difference
d