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Preface

1. Scope

ReferencenaterialaboutZorp Firewall Suite.

2. Intended audience

This guideis intendedfor useby systemadministratorsvho areresponsibldor
creatingandmaintainingnetwork security You'll needexperiencen thefollowing
fieldsbeforereadingthis guide:

« Unix systemadministration
« Internetprotocols(IP, TCP, UDP)

- Network topologyandarchitecture

3. Summar y of contents

Chapterl, Filesanddirectoriesdescribeshefiles anddirectoriesusedby Zorp.

Chapter2, Commandine interface,describesll commandsandtheir possible
arguments.

Chapter3, Messageandlogging,describeshemessagéormatemittedby Zorp.

Chapterd, referencenanualfor PythonfunctionsandclassesomprisingZorp.
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Chapter 1. Files and directories

This chapterdescribeghefiles anddirectoriesusedby the Zorp Firewall Suite.

1.1. Directories

Zorpis usingthe standardJnix directoryhierarchyfor its files, but the exact
locationof thefilesis determinedat configurationtime.

An installationprefix canbe choserat configurationtime which s representetdy

$prefix intheTablel-1below.

Table 1-1.Dir ectoriesusedby Zorp

Director y

Description

$prefix/bin

Binariesandscripts

$prefix/shin

Superusebinariesandscripts

$prefix/liblzorp

Main Zorp library andproxy modules.

$prefix/sharel/ zorp

Pythonmodulesandotherarchitecture
independendata.

$pr ef i x/ shar e/ man

Manualpagedor Zorp commands.

/etcl/zorp

Configurationdatafor Zorp. Notethat
the locationof this directorydoesnt

dependon $pr ef i x.

1.2. Files

Table 1-2.Filesusedby Zorp

File

Description
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File

Description

$prefix/ bin/zorp-config

This scriptis to beusedby third party
proxy modulesto find out necessary
compilationoptions.

$prefix/ shin/zorpctl

This scriptis usedto start,stopandquery

Zorpinstanceslt setsupthenecessary

ervironment(LD_LI BRARY_PATH and

PYTHONPATH) for Zorp to run and

uses the information stored in
etc/ zorp/instances. conf

[ etc/zorp/instances. conf

Containsstartupparameter$or Zorp
instances.

[etc/zorp/policy.py

Localfirewall policy usedby zorp
instancesunningonthegivenhost.

$pr ef i x/ shar e/ man/

Manualpagedor zorp(8),zorpctl(8)and
instances.conf(5).

$prefix/sharel/ zorp/ pylib/*.py

Utility classesndproxy wrapperdo be
usedby firewall policies.PYTHONPATH
nust be set to point to this
di rectory.

$prefi x/ shar e/ zor p/ pol i cy. boot

Policy bootfile usedby Zorp at startup.

$prefix/lib/zorp/libzorp.so

Zorp corelibrary, it susedby all proxy
modulesandthe mainzorpbinaryitself.
LD LI BRARY_PATH nust be set so
that Zorp can find this

| i brary.

$prefix/libl/zorp/lib*.so

Eachproxy modulehasa corresponding
sharedbjectto beloadedon demandA
proxy modulenamed'http” will be
loadedfrom libhttp.so.0.

1.2.1./etc/ zorp/instances. conf
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Chapter 1. Filesand directories

Thisfile containsstartupparameteror Zorp instancesEmptylinesandthose
beaginningwith ‘#" areignored.Otherwisethefirst word of eachline is takenasthe
nameof aninstanceTheinstancenamemustbe a valid Pythonidentifier, soit
shouldbeggin with aletterandcontinuewith letters,numbersor underscore.

After theinstanceadentifier, commandine argumentdor Zorp canbegiven.
They’ll be passedo Zorpwhentheinstances started.The- - as commandine
argumentis alwayspassedegardlessvhetherit is listedamongparametersr not.

Example 1-1. A samplei nst ances. conf file

zorp_intra --verbose=3 --lo0g-spec ftp.*:8
zorp_dne --verbose=5 --|o0g-spec http.*:8
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Chapter 2. Command line interface

This chaptercontainsreferencalocumentatiorfior all commandsncludedin Zorp.

2.1. zorp-config

zorp-configis asimplescriptgeneratediuringthe configurationphaseo helpthird
party modulediinding your Zorp installationandcompilationsettingslt is only

usedfor compilingmodules.

2.1.1. Synopsis

zorp-config [--prefix[=DIR]] [--exec-prefix[=DIR] [--

version] [--1ibs] [--cflags]

2.1.2. Arguments

Table 2-1. Command line argumentsof zorp-config

Argument

Description

--prefix

--exec-prefix

--Version

--libs

--cfl ags

2.2. zorpctl

zorpctl is primarily usedto controlZorp instancesilt is ableto startaninstanceto
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2.2.1.

2.2.2.

Chapter 2. Command line interface

stopanalreadyrunninginstanceandto queryversioninformationof the currently
installedZorp Firewall.

zorpctl is awrapperscriptaroundthe mainzorp binary; first settingthe necessary
environmentvariablegfor exampleLD LI BRARY_PATH andPYTHONPATH) and
doingwhateveris requiredfor the currentlyrequesteaperation.

To startaninstanceyou’ll needto issuea zorpctl start <instancename>ommand.
Emptyinstancenamereferto all instancesthusa simplezorpctl start will startall
instancedistedin youri nst ances. conf file.

An instances assumedo berunningif its pidfile exists. Zorp createshis pidfile on
startup,anddeletesduringexit, sothisis a safeassumptionHowever zorpctl will
notbeableto stopinstancesvithout a pidfile.

Synopsis
zorpctl <operation> [options]

Whereoperationis oneof "start", "stop”, "restart"or "version"andoptionsis
usuallyalist of instancenames.

Arguments

Table 2-2. Command line argumentsof zorpctl

Argument Description

start Startthe givenor all instances.

stop Stopthegivenor all instances.

restart Stopandthenstartthegivenor all
instances.

ver si on Displayversionandcompilation
informationof your Zorp installation.
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2.3. zorp

zorp is themainZorp binary. Startingit will startanew Zorp instancewith the
specifiedparameters.

Note: prior to starting zorp, you have to correctly set the LD LI BRARY_PATH
and PYTHONPATH environment variables. zorpctl described in Section 2.2 does
this for you.

2.3.1. Synopsis
zorp [options]

Whereoptionscanbe oneof theamumentsasspecifiedn thefollowing table.

2.3.2. Arguments

Table 2-3. Command line argumentsof zorp

Argument Short Description

--as <nane> -a Specifiegheinstancenameof theinstance
to berun.

--caps <spec> -C Setthe POSIX1003.1ecapabilitymaskof

therunningprocessasspecifiedoy spec.
If this option is not specified
t he default

cap_net bind_service, cap_net _adni|n=p
i s used. The exact syntax of the
spec is described in the
cap_from text(3) nanual page.

--gid <nunp -g Setthegid of therunningprocesgo num
--help -h Display summaryof commandine
parameters.
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Argument

Short

Description

- -1 0og- spec <spec>

Setverbositylevel on apermessage
categyorybasisspec is a filter
speci fication as descibed in
Section 3. 2.

--log-tags

Prependhe messag¢agof eachmessage
whensentto thelog.

- - no- caps

Zorp setsits own capabilitysetto a default
evenif - -caps i s not specified.
Thi s behavi our can be
overridden with this

par anet er .

--no-sysl og

Do notsendmessageto syslog,write them
to stdoutinstead

--policy <file>

Usefile as the file containing
the policy to use.

--uid <nunp

Settheuid of therunningprocesgo num

--ver bose=<nunv

Setverbosityleveltonum This is the
default verbosity if the
paraneter --1o0g-spec doesn't
specify one for a given |log tag.

--Vversion

Displayversionandcompilation
information.
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Chapter 3. Messages and logging

This chapterdescribegheformatof messagegeneratedy Zorp, andthefeatures
you canuseto controlwhich messagearegenerated.

Zorp sendsall its messaget the standardJNIX syslogsubsystenby default, but
you canchangethis usingthe- - no- sysl og commandine option,whichtells
Zorpto sendmessaget its standardutput.Generallythis featureis meantfor
deluggingpurpose®nly, messageshouldgo to syslog.

Zorp hasa numberof featuredo aid log analysisandfiltering:

. consistentmessagdéormat
- message¢agsattachedo eachmessagaspecifyinglog categyory

- verbositylevelson a percategory basis

3.1. Verbosity level

Eachmessagé&asa minimumverbositylevel which specifiegshe minimum
verbositylevel of Zorp, wherethatgivenmessagshouldbewritten to the logfiles.
This meanghatif amessagéasa minimumverbositylevel of 4, andZorpis
runningat- - ver bose=3 thatmessagevill notbesentto your syslog.Of courseat
- -ver bose=4 or greatethemessagavill bedisplayed.

You canchangethe verbositylevel of Zorp viathe- - ver bose commandine
option,or onamessagéagbasis,usingthe- - | og- spec parameter

3.2. Message tags

A messagéagis adotseparatedist of identifiers,specifyingthe non-hierarchical
categyory for thegivenmessagerhesenon-hierarchicatateyoriesarenamed
hierarchically eachpartbeingmoreandmorespecific.Examplesor messagéags
are:core. policyorhttp.request.

Messagdagscanbe usedfor atleasttwo differentpurposes:
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1. write themto the syslog,solateranalysismay make useof it
2. filter messagem differentcateyories

Thefirst possibilitycanbeenabledusingthe- - | 0og- t ags commandine switch
to Zorp.

In additionto simply writing it to your syslog,you canspecifydifferentverbosity
levelsfor differentlog categorieswith the- - | og- spec commandine switch.

- -1 0g- spec is alist of commaseparatedlausesEachclausespecifieshe
verbositylevel for amatchingsetof categyories.A clauseis in theform

messaget ag: | evel , wheremessagetag matchedeft to right, andmay contain
™ asawild-cardfor eachpart.Level is the verbositylevel for the matching
messagéag.An examplelog specificatiormightbe:

--1 og-spec=ftp.*: 10, core. debug: 0

Processings not stoppeddn thefirst match,thelastmatchingclausewill beused If
noneof themmatchesthe default verbositylevel specifiedby - - ver bose will be
used.

3.3. Session ID

Zorp assignsa sessiondentifierto eachsessiorthatgoesthroughit. This sessioriD
is uniqueduringasinglerun.

ThesessionD is madeup from thefollowing parts:

instancename(asspecifiedwith the- - as commandine option).

servicename(asnamedn thepolicy file)

« serviceinstancenumber(sequenc@umber)with a’;’ prependedif themessage
belongsto agiveninstance.

proxy modulesendingthe messageif applicable.

Thepartsdiscusse@bove areseparatethy a slash(/ ), andthewholesessiond is
enclosedn parentheses.
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Example 3-1. SamplesessionD

(zorp/intra_http:123/http)

zor p istheinstancename,

« intra_httpisthenameof theservice

: 123 is thesequencaumberof the serviceinstance

ht t p is themodulenamethis messag&vassentby.

Messageshatarenot relatedto aserviceareusingafake sessioriD with service
name:"nosession".

3.4. Message format

26

Messagesreformattedasfollows:

1. informationinsertedby the syslogsubsystemdate ,hostnamendprogram.

2. messagéagwith acolonappendedif enabledoy the- - | 0g-t ags
commandine argument.

3. session
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4.1. Module AnyPy

4.1.1.

4.1.2.

This moduledefinesaninterfaceto the AnyPy proxy asimplementedn Zorp.
AnyPy s basicallya Pythonproxy which meanghatthe proxy behaiour is defined
in Pythonby the administrator

Impor ted modules

« inmport Connector

Implementsclassedo establisha connection.

« inport Proxy

Moduledefiningclasse®ncapsulatingative proxies.

- inport Service

Moduledefiningservicerelatedclasses.

« inport Zorp

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

Class AnyPyProxy

This classencapsulateAnyPy, a proxy modulecalling a Pythonfunctionto do all
of its work. It canbeusedfor definingproxiesfor protocolsnotdirectly supported
by Zorp.

4.1.2.1. Attrib utes
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28

none

4.1.2.2. Constructor __init__

Constructotto initialize an AnyPyinstance.

Synopsis

_init__ ( self, session)

Description

This constructoiinitializesa nev AnyPy instancebasedn argumentsandcallsthe
inheritedconstructor

Arguments

Table 4-1. Argumentsfor AnyPyProxy.__init_ ()

self thisinstance

session sessionwe belongto

4.1.2.3. Method proxyThread

Functioncalledby thelow level proxy coreto performtransferringrequests.

Synopsis

proxyThread ( self )

Description
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This functionis calledby the proxy moduleto performtransferringrequestslt may
usethesel f. sessi on. client_streamandsel f. sessi on. server_stream
streamgdo readdatafrom andwrite datato.

Arguments

Table 4-2. Argumentsfor AnyPyProxy.proxyThread()

self thisinstance

Exceptions

+ NotlmplementedError

4.2. Module Chainer

This moduledefinesanabstracinterface(classAbst r act Chai ner ) usedby
proxiesto connecto their sener endpointandsomederivedclassesvhichfill the
abstractlasswith somerealfunction,mostnotablyTransparentChainemd
DirectedChainer

4.2.1. Impor ted modules

- fromConnectot nport Connect

Implementsclassedo establisha connection.

« fromSockAddri nport SockAddrinet
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4.2.2.

30

ModuleimplementingSockAddrhandlingfunctions.

« fromStream nport Stream

Module exportinganinterfaceto the Zorp.Streancomponent.

« fromZorpi nport *

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

« inport soclket

Class AbstractChainer

Proxiesareorganizecdhierarchicallywherethetop level proxyis directly connected
to sener, andthelow level proxy is connectedo the upperlevel proxy. Theterm
chainingmeansestablishinghe connectiorbetweera proxy andits parent A
chaineris aclassresponsibldor chaining.

A chaineris only requiredfor top level proxies,but maypresenin stacledonestoo.
Thedefault chainingbehaiour whentheres no chainerdefined(ie.

sel f. sessi on. chai ner isNone) isto pickupsel f. sessi on. server _fd,
whichin turn getssetwhenthe stacledproxy is started.

Thetaskof chainersusedfor top level proxiesis to connecto thetargetsener.

4.2.2.1. Attrib utes

none

4.2.2.2. Method connectSer ver

Functionto performchainingto the parentproxy or remotesener.

Synopsis

connect Server (
sel f,
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sessi on,
host ,
port,

)

Description

Thisis aninterfacefunctionto be calledto chainup to the parentproxy (or to the
remotesener)

Theparametertost andport arehintsgivenby theproxy, they maybeignored
(likein TransparentChaineor takeninto account(like in InbandChainer).

Arguments

Table 4-3. Argumentsfor AbstractChainer.connectSever()

self thisinstance

session Sessiorobject

host hostto connecto (sockaddr).
port portto connecto

Exceptions

 NotlmplementedError

4.2.2.3. Method establishConnection

Functionto actuallyestablisha connection.
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Synopsis
est abl i shConnection (
sel f,
sessi on,
| ocal ,
renot e,
)
Description

Internalfunctionto establisha connectiorwith the givenlocal andremote
addressest is usedby derivedchainerclasseafterfinding out the destination
addresgo connecto. This functionperformsaccessontrolchecks.

Arguments

Table 4-4. Argumentsfor AbstractChainer.establishConnection()

self thisinstance
session Sessiorobject
local bind address
remote hostto connecto
Exceptions

- DACEXxception

Returns

Thefd of theconnectiorto the sener
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4.2.3. Class DirectedChainer

This chainerconnectdo a predefinedsener determinedatinstancecreationtime,
independentlyf the original destinatiorof the connectiorrequestlt canbe usedto
address nonrouteabléostfrom thefirewall.

4.2.3.1. Attrib utes

Table 4-5. Attrib utesfor classDir ectedChainer

local Thelocal dataof the connection

remote Thedataof thesener

forge_addr forgeclientaddressvhenconnectingo
thesener

4.2.3.2. Examples

Example 4-1. Samplefor Dir ectedChainerusage

Service("inter_ HTTP_dmz",
DirectedChainer(SockAddr92. 168. 0. 2, 80)),
HttpProxy)

4.2.3.3. Constructor __init__

Constructotto initialize a DirectedChaineinstance.

Synopsis

_init__ (
sel f,
renot e,
| ocal =None,
f orge_addr =0,
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Description

Setsinstanceattributesbasedon parameters.

Arguments

Table 4-6. Argumentsfor DirectedChainer__init__ ()

self thisinstance

local Local addres®f theconnection

remote Addressof thesener

forge_addr forgeclientaddressvhenconnectingo
thesener

4.2.3.4. Method connectSer ver

Functionto connecto the predefinedemotesener.

Synopsis

connect Server (
sel f,

sessi on,

host ,
port,

)

Description




4.2.4.
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This functionestablishesonnectiorto theremotesenerforging theclientaddress
if necessary

Arguments

Table 4-7. Argumentsfor Dir ectedChainerconnectSever()

self thisinstance

session Thedataof thecurrentsession
host notused

port notused

Returns

Thefd givenby establishConnection

Class FailoverChainer

Failover chainertriesto connectereralhostsin roundrobin fashionuntil oneof
themsucceeddprming asimplefailover andloadbalancesolution.

4.2.4.1. Attrib utes

Table 4-8. Attrib utesfor classFailoverChainer

hosts Thelist of addresseto try

local theaddres®f thelocal endof the
connection

forge_addr forgeclientaddress

current_host Theindex of theactualhostin thelist
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4.2.4.2. Constructor __init__

Constructoto initializes aninstanceof FailoverChainer

Synopsis

_init__ (
sel f,
host s,
| ocal =None,
f orge_addr =0,
)

Description

Setsattributesbasedn parameters.

Arguments

Table 4-9. Argumentsfor FailoverChainer.__init_ ()

self thisinstance

hosts Thelist of addresseto try
local addresgo bindto (Optional)
forge_addr forgeclientaddresgOptional)

4.2.4.3. Method connectSer ver

Calledby the proxy to connecto theremotesener.

Synopsis

connect Server (
sel f,
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sessi on,
host ,
port,

)

Description

Triesto connecto eachhostround-robinuntil oneof themsucceeds.

Arguments

Table 4-10.Ar gumentsfor FailoverChainer.connectSever()

self thisinstance

session Thedataof the currentsession
host notused

port notused

Returns

Thefd givenby establishConnection

4.2.4.4. Method getHostAd dress

Functionto returnsthe actualhostto attemptconnectiorto.

Synopsis

get Host Address ( self )

Description
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Returngheactualcur r ent _host elementof thehostlist host s.

Arguments

Table 4-11.Argumentsfor FailoverChainer.getHostAddress()

self thisinstance

Returns

addresgto connecto

4.2.4.5. Method nextHost

Functionto skip to the next hostto try.

Synopsis

next Host ( self )

Description

Thisfunctionis calledto skip to the next hostto try in the hostsarray Increments
current _host, zeroest if overfloved.

Arguments

Table 4-12.Argumentsfor FailoverChainer.nextHost()

self thisinstance
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4.2.5. Class InbandChainer

This chainercanbe usedfor protocolswherethetargetaddresss determinediuring
thecommunicatiorwith theclient. An examplewould be non-transparertiTTP
wherethetargetaddresss sentin therequest.

4.2.5.1. Attrib utes

Table 4-13. Attrib utesfor classinbandChainer

local theaddres®f thelocal endof the
connection

forge_addr usetheclientaddresgor outgoinglocal
address

4.2.5.2. Constructor __init__

Constructoto initialize anlnbandChaineinstance.

Synopsis

_init__

(

sel f,

| ocal =None,

f or ge_addr =0,
)

Description

Createsaninstancesetsits attributesbasedn constructoramguments.
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Arguments

Table 4-14.Argumentsfor InbandChainer.__init_ ()

self thisinstance
local local addresgoptional)
forge_addr forgeclientaddresgoptional)

4.2.5.3. Method connectSer ver

Functioncalledby the proxy to connecto theremoteend.

Synopsis

connect Server (
sel f,
sessi on,
host ,
port,
)

Description

Thisfunctionlooksup the hostgivenasparametein the DNS andstartsconnecting
there.

Arguments

Table 4-15.Argumentsfor InbandChainer.connectSever()

self thisinstance

session Sessiorobject
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host Remotehostnamesdeterminedy the
protocol

port Remoteport asdetermintedy the
protocol

Returns

Thefd givenby establishConnection

Class TransparentChainer

This chainerconnectdo thedestinatiororiginally addressedy theclientandis
usedfor connectionsnterceptedy thefirewall.

You haveto adda REDIRECTruleto your pacletfilter configurationto force
connectiongyoingthroughyour firewall to be servicedocally.

Make surethattheListenerportis protectecby aDENY rule sothatclientscannot
connecto it directly, otherwiseTransparentProxgnay causeaninfinite loop.

4.2.6.1. Attrib utes

Table 4-16.Attrib utesfor classTransparentChainer

local bind address

forge_addr useclientaddressasoutgoinglocal
address

forced_port if notO forceit asdestinatiorport
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4.2.6.2. Examples

Example 4-2. Samplefor TransparentChainer usage

Service("http", TransparentChainer(HttpProxy)

4.2.6.3. Constructor __init__

Constructotto initialize a TransparentChainénstance.

Synopsis

_init__ (
sel f,
| ocal =None,
f or ge_addr =0,
forced_port =0,

)

Description

Setsvariousattributesaspassedn asparameters.

Arguments

Table 4-17.Argumentsfor TransparentChainer.__init_ ()

self thisinstance
local localaddressmaybenone(optional)
forge_addr if theclientaddresshallbeforged

(optional)

forced_port

usethis portontheremotesener
(optional)
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4.2.6.4. Method connectSer ver

Functionto connecto theremotesener.

Synopsis

connect Server (
sel f,
sessi on,
host ,
port,
)

Description

Findsoutthe original destinatiorof the givenconnectiorandconnectghere.

Arguments

Table 4-18.Argumentsfor TransparentChainer.connectSever()

self thisinstance

session Thedataof thecurrentsession
host notused

port notused
Returns

Thefd givenby establishConnection
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4.3. Module Connector

4.3.1.

4.3.2.

This moduleimplementsa Pythonwrapperaroundthe ZorpConnectlass
implementedn C.

Impor ted modules

« inport Zorp

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

Class Connect

This classis a simplewrapperaroundthe ZorpConnectlassimplementedy the
Zorp core,andassuchit’ Il beaplaceholdefor extensionagmplementedn Python.

4.3.2.1. Attrib utes

Table 4-19. Attrib utesfor classConnect

local Addressof local endof theconnection
remote Addresswvherewe connect
connect aZorp.Connecbbject

4.3.2.2. Constructor __init__

Initializesa Connecinstance.

Synopsis

_init__ (
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sel f,

| ocal ,

renot e,

cal | back=None,

)

Description

Setsthe attributesbasedon constructoparametersandstartconnectingn a
separatehreadif callbackis notNone.

Arguments

Table 4-20.Ar gumentsfor Connect.__init_ ()

self thisinstance

local Addressof local endof the connection
remote Addresswherewe connect

callback Callbackto be calledwhenthe

connections establishedlf thisis None
callbackis notused,and
blockingConnecshouldbe calledto
really establisha connection.

4.3.2.3. Method blockingConnect

Establisha connectionn blockingmode.

Synopsis

bl ocki ngConnect ( self )
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Description

Establisheshe connectiorandreturnsits file descriptor

Arguments

Table 4-21.Argumentsfor Connect.blockingConnect()

self

thisinstance

Returns
thefd

4.3.2.4. Method destr oy

Destrg this connectoinstance.

Synopsis

destroy ( self )

Description

Stopconnectinganddestry theunderlyingZorpConnectnstance.

Arguments

Table 4-22.Argumentsfor Connect.destoy()

self

instance
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4.4. Module Domain

4.4.1.

4.4.2.

This moduleimplementghe classAbstractDomairandsomederivedclasseswhich
encapsulata setof physicaladdresses.

TheclasslnetDomainimplementdPv4 addressesandIP segmentsepresenteth
theform A.B.C.D/M, whereA.B.C.D is thenetwork addressandM specifieghe
numberof onesin the netmask.

Impor ted modules

- fromSockAddri nport SockAddrinetSockAddr SockAddr

ModuleimplementingSockAddrhandlingfunctions.

- fromsocleti nport ntohl, htonl

- fromstringi nport split, atoi

Class AbstractDomain

An addresslomainencapsulateanaddressype (AF_INET, AF_INET6 etc)and
providesfunctionsto parseandcompareheseaddressesl his functionalityis
primarily usedby Zoneclassegseethe moduleZone), andthe PaclketFilterclasses
(seethemodulel PChai ns)

4.4.2.1. Attrib utes

Table 4-23. Attrib utesfor classAbstractDomain

family addresgamily this domainuses
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4.4.2.2. Constructor __init__

Constructoiinitializing an AbstractDomairinstance.

Synopsis

_init__ ( self )

Description

This constructoiis basicallyemptyanddoesnothing.

Arguments

Table 4-24.Argumentsfor AbstractDomain.__init_ ()

self thisinstance

4.4.2.3. Method __cmp___

Functionto compargwo domains.

Synopsis

_crmp__ ( self, other )

Description

This functionis a placeholdeandis to be overriddenby derivedclasseslt should
return-1, 0 and1 asdescribedn the Pythondocumentation.
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Arguments

Table 4-25.Argumentsfor AbstractDomain.__cmp__ ()

self thisinstance
other instanceto compareto
Exceptions

+ NotlmplementedError

Class InetDomain

A classrepresentingnternetaddressesl heinet objectsarecomparable,
comparisormeans'contains”,"equalto” and"containedby". The comparisorcan
raiseValueErrorfor incomparablep addresses.

4.4.3.1. Attrib utes

Table 4-26.Attrib utesfor classinetDomain

mask_bits numberof bitsin the netmask
mask netmaskn network byte order
ip network address# network byte order

4.4.3.2. Constructor __init___

InitializesanInetDomaininstance
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Synopsis

_init__ ( self, addr )

Description

Parseghe agumentaddrandfills in attributesaccordingly

Arguments

Table 4-27.Argumentsfor InetDomain.__init__()

addr

thestringrepresentationf anaddressor,
addressange

4.4.3.3. Method __cmp___

Compareghisinstanceo another

Synopsis

_crmp__ ( self, other )

Description

Compareghisinstanceao anotherinetDomaininstanceor to a SockAddrinet
instanceusingsetinclusionon addressesAn addresss lessthananotherif it's

fully containedoy othet
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Arguments

Table 4-28.Argumentsfor InetDomain.__cmp__ ()

self thisinstance

other theotherinetDomainobjectto compare
to

Exceptions

. ValueError

Returns

-1,0,0r1

4.4.3.4. Method __ str__

Returngthe stringrepresentationf thisinstance.

Synopsis

str__ ( self )

Description

Returngthe stringrepresentationf this instancen theform address/mask.
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Arguments

Table 4-29.Ar gumentsfor InetDomain.__str__ ()

self thisinstance

Returns

string

4.4.3.5. Method broadcast

Calculatethe broadcasaddres®f thisdomain
Synopsis

broadcast ( self )

Description

Returnthe broadcasaddres®f this domaincalculatedbasedn attributes.

Arguments

Table 4-30.Argumentsfor InetDomain.broadcast()

self thisinstance

Returns

thebroadcasaddressn network byteorder
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4.4.3.6. Method netaddr

Calculatethe network addres®f thisdomain.
Synopsis

netaddr ( self )

Description

Returnthe network addres®f this domain.

Arguments

Table 4-31.Argumentsfor InetDomain.netaddr()

self thisinstance

Returns

ip addressn network byte order

4.4.3.7. Method netmask

Calculatenetmaslkof this domain.

Synopsis

net mask ( self )

Description
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Calculatesandreturnsthe netmaskof this domainasanintegerin network byte

order

Arguments

Table 4-32.Argumentsfor InetDomain.netmask()

self

thisinstance

Returns

the network maskasip in network byteorder

4.5. Module Finger

4.5.1. Impor ted modules

« fromProxyi nport Proxy

Module definingclasse€ncapsulatingative proxies.

« fromZorpi nport *

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

4.5.2. Class Fing erProxy

This proxy implementghefinger protocolasspecifiedn rfc1288.
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4.5.2.1. Usage

You canlimit usernaméengthandresponsdengthby settingvariousattributes.
Fingerproxy alsohasthe capabilityof limiting the numberof hostsin arequest,
like:

fingerbazsi@balabit@tudor

which normallyresultsin fingeringbazsi@tudoperformedby the hostbalabit.By
default this proxy stripsoff everythingafterandincludingthefirst @characteryou
canchangehis behaiour by settingmax_hop_counto anonzerovalue.

4.5.2.2. Attrib utes

Table 4-33. Attrib utesfor classFingerProxy

max_hop_count themaximumnumberof @
characters in the request

max_username_length themaximumlengthof theusername
partin therequest

max_line_length themaximumnumberof charactersn a
singleline

strict_username_check if enabledusernamearechecledstrictly
[a-zA-Z0-9 ]

4.5.2.3. Constructor __init___

Initialize a FingerProxyinstance.

Synopsis

_init__ ( self, session)

Description
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Createandsetup a FingerProxyinstance.

Arguments

Table 4-34.Argumentsfor FingerProxy.__init__ ()

self thisinstance

session sessiorthisinstancebelongsto

4.6. Module Ftp

4.6.1.

56

This moduledefinesthe Ftp proxy interfaceasimplementedy the Ftp proxy
module.

Impor ted modules

« fromPlugi nport PlugProxy
« fromProxyi nport Proxy, Proxy

Moduledefiningclasse®ncapsulatingative proxies.

- fromSession nport StackedSession

Module definingsessiorrelatedclassesandfunctions.

f romSockAddri nport SockAddrinetSockAddrinetRange

ModuleimplementingSockAddrhandlingfunctions.

f romStream nport Stream

Module exportinganinterfaceto the Zorp.Streancomponent.
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« fromZorpi nport *

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

4.6.2. Class FtpDataPr oxy

This classensure®neway dataconnectiondy settingtheappropriatecopy _to_*
variablein Plug.

4.6.2.1. Method config

Synopsis

config ( self )

Description

4.6.2.2. Method shutDo wn

Synopsis

shut Down ( self )

Description
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4.6.3. Class FtpProxy
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By defaultdery everything,but dataconnectiorestablishmentYou shoulddervice
your customized-tp proxy classesn orderto do somethinguseful.

4.6.3.1. Usage

This sectioncontainsbasicusagepatternsyou asanadministratormay needto do.

Default processing of commands

All requestaredeniedin thelow level proxy implementatiorby default. To enable
differentcommandsandanswerg/ou’ll needto extendthe low-level proxyin
Python.To seehow thisis done,seethe next two sections.

Setting polic y for commands

Changingthe default behaiour of commandsanbedoneusingthe hashnamed
"command".This hashis indexedby the commandame(e.g:USERor PWD), and
eachitemin this hashis anactiontuple,definingproxy behaiour for thegiven
command.

Thefirstitemin thistupleis anintegervalue,determiningthe actionto take, and
alsotheinterpretatiorof theremainingitemsin thetuple.

Possiblevaluesfor thefirst item:

Example 4-3. Samplefor anonymousonly sessionsn FTP

classAnonFtp(FtpProxy):

def config(self):
self.fw_serer_data.ip_s="192.168.0.1"
self.fw_client_data.ip_s="10.0.0.1"
self.commands["USER'} (Ftp.FTP_CMD_POLICYself.pUser)
self.commands["*"E (Ftp.FTP_CMD_ACCEPT)

defpUser(self,command):
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if self.request_parameter "ftp" or self.request_parameter "anorymous":
returnZ_ACCEPT
returnZ_DENY

Changing answer code or string

Like with commandswe have a hashfor answersaswell. This hashindexedby
commandconcatenatedith answerandcontainsanactiontuplein eachitem. A
specialwildcardcharacter matchesvery commandAnotherfeatureis thatyou
don't needto write thefull answercode,it’ s possibleto write only thefirst, or the
first two digits.

For example,all threeindex below is valid:

Table 4-35.Untitled

PWD200 Matchexactly theanswer200comingin
reply to aPWD command.

PWD2 Matchevery answerstartingwith 2 i n
reply to a PWD conmand.

*20 Matchevery answerbetweer?00and
209in replyto any command.

All answersare"denied"default. It's changedo "500 Error parsinganswer”,
becauselroppingananswetis not permittedoy RFC959.You may enableall
answerswith "*",

Theprecedence processindnashtableentriesis thefollowing:

1. Exactmatch.(PWD200)

2. Exactcommandmatch,partialanswematchegfPWD20,PWD2,PWD)

3. Wildcardcommandwith answercodesrepeatedsabove. (*200, *20, *2, *)

Possiblevaluesfor thefirst itemin theactiontuple:

Table 4-36.Untitled
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FTP_ANS_ACCEPT

allow answemwithout modification.

FTP_ANS_CHANGE

changeanswercodeandmessage.
(default) Secondparametecontainsa
string, whichwill besentbackto client.

FTP_ANS_POLICY

call a Pythonfunctionto decidewhatto
do. this valueusesanadditional
parameterwhich mustbeacallable
Pythonfunction. Thefunctiontakesthree
parametersself, commandanswer

FTP_ANS_ABOR

dery requestanddrop conection.

4.6.3.2. Attrib utes

Table 4-37.Attrib utesfor classFtpProxy

data_connect

Objectfor thedataconnection

data_proxy

proxy to usefor dataconnections

data_port_min

portsshouldbeallocatedabore this
variable

data_port_max

portsshouldbeallocatedoelow this
variable

data_mode

FTP_DATA_KEEP

FTP_DATA PASSIVEor
FTP_DATA_ACTIVE canbeusedto
forceaconnectiortypein senerside.
(default: FTP_DATA_KEEP)

transparent_mode

(logical) TRUE for transparenproxy,
FALSE otherwiseg(default: TRUE)

fw_sener_data

(ZorpSoclet) Firewall addressn sener
side.By defaultit containghe IP address
of theinterfacet owar ds t he server.

U
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fw_client_data

(ZorpSoclet) Firewall addressn client
side.By defaultit containsthe IP address
of theinterfacet owar ds the client.

U7

permit_unkneavn_command

(boolean)Enablecommandsot
understoodandnot handled)oy proxy.
(Default: FALSE)

permit_empty _command

(boolean)Enablelineswithout
commands(Default: FALSE)

max_line_length

(integer)Maximumline lenght,whata
proxy maytransfer (Default: 255)

max_username_length

(integer)Maximumlengthof usernames.
(Default: 32)

max_passwrd_length

(integer) Maximumlengthof passverds.
(Default: 64)

commands

(hash)normatie policy hashdirecting
the proxy to do somethingwith requests
withoutthe needto call Python.indexed
by thecommande.g."USER","PWD"
etc) (default: empty)

answers

(hash)normative policy hashdirecting
the proxy to do somethingwith answers.
Indexedby the commandandthe answer
(e.g."USER331","PWD200"etc)
(default: empty)

request_command

(string) Whena commandyoesup to
policy level, you maychangat with this.
FIXME: Not yetused.

request_parameter

(string) Whena commandjoesup to
policy level, this variablecontains
commandparameters.

answer_code

(string) Whenananswergoesup to
policy level, this variablecontainsanswer

code.
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answer_parameter

(string) Whenananswergo up to policy
level, this variablecontainanswer
parameters.

restrict_client_connect

(boolean)Restrictingdataconnectionin
clientside.Acceptdataconnectioronly if
it'scomingfrom IP numberequalwith
commandchannelendpoint(Default:
TRUE)

restrict_serer_connect

(boolean)Restrictingdataconnectionin
sener side.Acceptdataconnectioronly
if it'scomingfrom IP numberequalwith
commandchannelendpoint(Default:
FALSE)

4.6.3.3. Private attrib utes

Table 4-38.Untitled

state connectiorstateQ is initial, 1 oneof the
connectionsvereestablished? both
connectiongstablishedeadyto start
dataproxy.

modes arrayindexedby side,L for Listen
or C for connect

listens listenobjectscreatedoy us,array
indexedby side

connects connecibbjectscreatedby us,array
indexedby side

sides determinegheorderin which sidesmust

be processedfirst listen/connecbn
sides[O]thenon sides[1])
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fds arrayindexedby side,containingtheside
specificfd
localsesa local soclket adressn sener side.Used

whendataconnectiongortis in arange.

localclsa local soclet adressn clientside.Used
whendataconneciorportis in range.

4.6.3.4. Method _ destroy

Deinitializesan FtpProxyclass

Synopsis

__destroy__ ( self )

Description

CallsresetState(jo destry boundlistenersandconnectorslt destrgs runningdata
connection.

Arguments

Table 4-39.Argumentsfor FtpProxy. destoy ()

self thisinstance

4.6.3.5. Constructor __init___

Initialize anFtpProxyinstance
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Synopsis

_init__ ( self, session)

Description

This constructoinitializesan FtpProxyinstanceby calling theinherited _init__
constructomwith appropriatgparametersandsettingup local attributesbasedon
arguments.

Arguments

Table 4-40.Argumentsfor FtpProxy. __init_ ()

self thisinstance

session Thesessiorobject

4.6.3.6. Method acceptedCallbac k

Callbackcalledwhena connectiorwasacceptean eitherside.

Synopsis

accept edCal | back (
sel f,
client
fd,

)

Description

This callbackis calledif any of thesideswasin L mode,anda connectiorwas
accepteanthelisteningsoclet.



Chapter 4. Python reference

Arguments

Table 4-41.Argumentsfor FtpProxy.acceptedCallback()

self thisinstance

client theclientaddressvhich hasconnected
fd thefile descriptorfor the connection
Exceptions

« InternalError

Notes

storesthe parameterdncreaseshe stateandcontinueswith the statemachine

4.6.3.7. Method connectedCallbac k

Callbackcalledwhenaconnectionvasestablished.

Synopsis

connect edCal | back ( self, fd)

Description

Thisfunctionis similarto [acceptedCallbackhut usedif we werein C (connect)
mode.

.. [acceptedCallbackftpDataConnect.acceptedCallback
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Arguments

Table 4-42.Argumentsfor FtpProxy.connectedCallback()

self thisinstance
fd thefile descriptorfor the connection
Exceptions

- InternalError

Notes

storesthe parameterincreaseshe stateandcontinueswith the statemachine

4.6.3.8. Method loadAns wers

This functioncanbe calledby derivedclassedo initialize internalhashtables.

Synopsis

| oadAnswers ( self )

Description

This functionfills in the self.answerfiashsothatcommonlyusedrequest/answer
combinationsareenabled.
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Arguments

Table 4-43.Argumentsfor FtpProxy.loadAnswers()

self thisinstance

4.6.3.9. Method prepareData

Prepareshedatachannebnsi de sideusingnode mode.

Synopsis

prepareData (
sel f,
si de,
node,

)

Description

This function prepareghe givensideof thedataconnectionThis meanseitherto
listenfor connectionglik e passve modeon the client side)or to startestablishinga
connectionpassve modeonthesener side).

Arguments

Table 4-44.Argumentsfor FtpProxy.prepareData()

self thisinstance

side FTP_SIDE_CLIENTor
FTP_SIDE_SERER representingither
theclientor thesener

mode L or C for Listen or Connect
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4.6.3.10. Method resetData

Resetdataconnectiorstate.
Synopsis

resetData ( self )

Description

Setstheinitial stateof everything,anddestry pendinglisteners.

Arguments

Table 4-45. Argumentsfor FtpProxy.resetData()

self thisinstance

4.6.3.11. Method star tData

Startthe dataconnectiorprocedureaspreparedy earlierpreparecalls.

Synopsis

startData (
sel f,
si del,
si de2,
way,

)

Description
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Previouscallsto preparadeterminesow the dataconnectiorshouldbe built. This
functionstartsthe statemachinewhosefinal stateis to starta proxy onthe
establishedlataconnection.

Arguments

Table 4-46.Argumentsfor FtpProxy.startData()

sidel connect/listeron this sidefirst

side2 connect/listeron this sideafterthefirst
onesucceeded

way direction

Exceptions

« InternalError

4.6.3.12. Method stepData

Do the processingsrequiredby the currentstate.

Synopsis

stepData ( self )

Description

Thisfunctionis calledeachtime after processinghe currentstatefinishes.This
meanghatif thedataconnectioronthe senersideis establishedve arereadyto
steponefurtherandstartacceptingconnection®n theclient side.
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Arguments

Table 4-47.Ar gumentsfor FtpProxy.stepData()

self thisinstance

Exceptions

- InternalError

Notes

If state== 2, stacksn the proxy andstartsit with a sessiorstacledoutfrom
self.session

In state0 and1l it eitherlistensor connectshasedn thetypefield of parms|state]

4.6.3.13. Method stopDataConnection

Callbackcalledby the dataproxy to indicatethe endof the dataconnection.

Synopsis

st opDat aConnection ( self )

Description

This callbackis registeredwith the dataproxy ([FtpDataProxy]seebelow), andis
calledwhenthedataconnectiorwasterminatedIt’ s taskis to signalthis condition
to the Ftp proxy core.

.. [FtpDataProxyFtpDataProxy
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Arguments

Table 4-48.Ar gumentsfor FtpProxy.stopDataConnection()

self thisinstance

Class FtpProxyAllo w

We definedtwo exampleclasseslervedfrom thedefault FtpProxyclass,enabling
someadditionalcommands/answefsom the FTP protocol.FtpProxyAllow asthe
namesuggestsallows any FTP commando passthroughthe proxy, andallows ary
answerin reply to them.

4.6.4.1. Method config
Default configfor FtpProxyAllow.

Synopsis

config ( self )

Description

Enablesall commanddy settingpermit_unknavn_commandso TRUE andadding
two wildcardentriesto the commandsndanswerdash.

Arguments

Table 4-49.Ar gumentsfor FtpProxyAllow.config()

self thisinstance
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4.6.5. Class FtpProxyMinimal
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This proxy enableghe minimal requiredprotocolelementsequiredby daily usage.

4.6.5.1. Method config
Configurationfor FtpProxyMinimal

Synopsis

config ( self )

Description

It enablesa minimal setof commanddgor aworking FTP proxy, andsets
permit_unknavn_command$o FALSE.

Arguments

Table 4-50.Argumentsfor FtpProxyMinimal.config()

self thisinstance

4.6.5.2. Method test

Testfunctionto log answershotenabledn config

Synopsis

test (
sel f,
command,
answer ,
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Description

Thisfunctionis usedto gatherstill usefulanswershot enabledn FtpProxyMinimal
by default. It acceptsarny answerdut sendsalog messagaboutit.

Arguments

Table 4-51.Argumentsfor FtpProxyMinimal.test()

self thisinstance
command command
answer answer

4.7. Module Http

4.7.1.

This moduledefinesheinterfaceto the Http proxy asimplementedy the Http
module.

Impor ted modules

f romPlugi nport PlugProxy

fromProxyi nport Proxy

Module definingclasse€ncapsulatingative proxies.

- fromSession nport StacledSession

Module definingsessiorrelatedclassesandfunctions.

fromZorpi nport *
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Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

4.7.2. Class HttpPr oxy

HttpProxyis awrapperclassfor the built in Http proxy implementedn Zorp. It
featuredothtransparenandnon-transparenhodesof operationadvanced
filtering andmore.

4.7.2.1. Usage

This sectioncontainsbasicusagepatternsyou asanadministratomay needto do.

Setting polic y for requests

Changingthe default behaiour of requestsanbe doneusingthe hashnamed
"request".This hashis indexedby the methodname(e.g: GET or POST),andeach
itemin this hashis atuple,whosefirst itemis anintegervalue,determiningthe
actionto bedonewith therequestandalsotheinterpretatiorof theremainingitems
in thetuple.

All requestaredeniedby defaultin thelow level proxy implementationThe most
commonmethodgGET, POSTandHEAD) areenabledrom Pythoncode.

Possiblevaluesfor thefirst item:

Example 4-4. Samplefor URL filtering in HTTP proxy

classDmzHTTP(HttpProxy):

def config(self):
HttpProxyconfig(self)
self.request["GET"E (HTTP_POLICY self.filterURL)

def self.filterURL(self,method,url, version):
if (url =="http://www.balabit.hu")
returnZ_ACCEPT
returnZ_DENY
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Changing headers in requests or responses

Both requesheaderandresponsédneadersanbe modifiedduringtransit.New
headetinescanbeinserted entriescanbe modifiedor deleted.To changeheaders
in therequesusetherequest_headerssh for responsdieaderyou needthe
response_headehnssh.

Similarly to therequesthash thesehashesontaina variable-lengthuple,where
thefirst item determinegheinterpretatiorof theremainingitems.The hashindex is
the nameof theheadetto be modified.

Headersarenottouchedby default, exceptthe "Host:", "Connection:"and
"Proxy-Connection'headersHowever the way thesearemodifiedcanbe changed
here.

Possiblevaluesfor thefirst item:

Example 4-5. Samplefor headerfiltering in HTTP

classMyHttp(HttpProxy):

def config(self):
HttpProxyconfig(self)
self.request_headers['User
Agent"]= (HTTP_CHANGE_MLUE, "Lynx 2.4.1")
self.request_headers['Cookie®]HTTP_POLICY self.processCookies)
self.response_headers["Set-Cookre'(HTTP_DROR)

defprocessCookies(seliame value):
log("http.message7, "cookie: value=%s'% value,)
# you could changethe currentheadetin self.current_header_name
# or self.current_headeralue,the currentrequesurl
#in self.request_url
returnZ_DROP
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Redirecting urls

Example 4-6. Samplefor URL redirectionin HTTP

classMyHttp(HttpProxy):

def config(self):
HttpProxyconfig(self)

self.request["GET"E (HTTP_POLICY self.filterURL)

deffilterURL(self, method,url, version):
self.request_urk "http://www.balabit.hu/"

Using parent proxies

Example 4-7. Samplefor using parent proxiesin HTTP

classMyHyttp(HttpProxy):

def config(self):
HttpProxyconfig(self)

self.parent_proxy "proxy.balabit.hu”
self.parent_proxy_port 3128

4.7.2.2. Attrib utes

Table 4-52. Attrib utesfor classHttpPr oxy

transparent_mode

(logical) TRUE for transparenproxy,
FALSE otherwisg(default: TRUE)

transparent_seev_requests

(logical) allow senerrequestsn

transpareninode(default: TRUE)
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transparent_proxy_requests

(logical) allow proxy requestsn
transpareninode(default: FALSE)

connection_mode

HTTP_CONNECTION_CLOSBr
HTTP_CONNECTION_KEERLIVE
canbe usedto forcibly closeakeepalve
connection.

parent_proxy

(string) addres®r hostnamef the
parentproxy to connecto. You have to
useDirectedChaineor InbandChainer
for this optionto take effect.

parent_proxy_port

(integer)the port of the parentproxy to
connecto. (default: 3128)

default_port

(integer)if theportnumberis not
specifiedn the URL usethis port.
(default: 80)

rewrite_host_header

(logical) rewrite Hostheademwhen
redirectinganurl (default: TRUE)

max_line_length

(integer) maximumlengthof
non-transfemodelines (default: 4096)

max_header_lines

(integer)maximumnumberof header
linesin request®or responsegdefault:
50)

max_leepalve_requests

(integer)maximumnumberof requests
in asinglesession

timeout (integer)1/O timeoutin milliseconds
(default: 30000)
request (hash)normatve policy hash directing

the proxy to do somethingwith requests
without the needto call Python.indexed
by themethod(e.g."GET", "PUT" etc)
(default: empty) Seebelow for more
information.
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request_headers

(hash)normatie policy hashdirecting
the proxy to do somethingwith request
headergdrop,insert,rewrite etc)lt is
indexedby theheademame(e.g.
"Set-cookie")(default: empty)Seebelow
for moreinformation.

response

(hash)normatve policy hashdirecting
the proxy to do somethingwith
responsed:IXME: notyetused

response_headers

(hash)similarto request_headefer
responsdieaders.

request_url

(string) requesurl string,canbe
changedo redirectthe currentrequest.

current_header_name

(string) definedduring headeiprocessin
functions,andcanbechangedo actually
changea headelin therequesbr
response.

current_header alue

(string) similarto current_header_nam
but containghe headewalue

error_response

(integer)if therequesis deniedusethis
HTTP responseode(default: 500)

error_info

(string)astringincludedin error
message.

4.7.2.3. Constructor __init___

Initializesa HttpProxyinstance.

Synopsis

_init__ ( self, session)
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Description

Createsandinitializesa HttpProxyinstance.

Arguments

Table 4-53.Argumentsfor HttpProxy.__init_ ()

self thisinstance

session thesessiorthisinstanceparticipatesn

4.7.2.4. Method config

Default configeventhandler

Synopsis

config ( self )

Description

Enableghe mostcommonHTTP methodssowe have a usefuldefault
configuration.

Arguments

Table 4-54. Argumentsfor HttpPr oxy.config()

self thisinstance
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4.7.3.

80

4.7.2.5. Method connectMethod

Synopsis

connect Met hod ( self )

Description

Class HttpPr oxyNonT ransparen t

This classencapsulatea non-transpareriT TP proxy usingthe featurerovided
by HttpProxy

4.7.3.1. Method config

Configeventhandler

Synopsis

config ( self )

Description

Setsself.transparent_mode FALSE to indicatenon-transparerntode.

Arguments

Table 4-55. Argumentsfor HttpPr oxyNonTransparent.config()

self thisinstance
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4.8. Module IPChains

4.8.1.

4.8.2.

IPChainss usedby Linux kernelsversion2.2.x,andthis codecanbe usedto
appenddeleteor changepacletfiltering rulesfrom within Zorp.

& . .
Note that this code doesn’t call the user space program i pchai ns, it calls
system calls directly.

Impor ted modules

« fromDomaini nport InetDomain

Moduleimplementingaddresgslomains.

« inport Zorp

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

Functions

4.8.2.1. Function calclpMask

Functioncalculatingthe IP, netmaskvaluesof dom.

Synopsis

cal cl pMask ( dom)

Description

This functionreturnsatuple containingan|P anda netmaskvaluein network byte
orderextractedfrom the parametetdom
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4.8.3.

82

Arguments

Table 4-56.Ar gumentsfor .calclpMask()

dom anlnetDomainor SockAddrinet
instancethe exacttypeis determinedat
runtime.

Exceptions

. ValueError

Returns

atupleof (ip, netmask)

Class IPChains

This classis aninterfaceto thekernelpacletfilter named pchai ns.

4.8.3.1. Attrib utes

Table 4-57.Attrib utesfor classIPChains

rules anarrayof rulesaddedby this object,
theserulesareimplicitly clearedwhen
this objectis deleted

ipchains aninstanceof the Zorp.IPChainglass
implementedyy the Zorp core.
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4.8.3.2. Constructor __init__

Constructoto initialize anIPChainsnstance

Synopsis

_init__ ( self )

Description

This constructoiinitializesanIPChainsnstanceby settingdefault valuesfor
attributes,andcreatinga Zorp.IPChainsnstance.

Arguments

Table 4-58.Argumentsfor IPChains.__init_ ()

self thisinstance

4.8.3.3. Destructor _ del

Destructorto deleterulesaddedby this object.

Synopsis
del _ ( self )

Description

This destructoiis calledwhenthe IPChainsnstances freed.It automatically
removesall ruleswe didn’t explicitly remove.
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Arguments

Table 4-59.Argumentsfor IPChains.__del_ ()

self thisinstance

4.8.3.4. Method addACCEPT

Methodspecializedo addan ACCEPT rule.

Synopsis

addACCEPT (
sel f,
chai n,
sdom
sports,
ddom
dports,
i face="",
mar k=0,
pr ot 0=0,
fl ags=0,
i nv_flags=0,
redi r port =0,
t osand=0xf f,
t osxor =0x00,

)

Description

Thisis awrapperaroundaddRule(}o addan ACCEPT rule to oneof thechains.



Arguments
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Table 4-60.Ar gumentsfor IPChains.addACCEPT()

self

thisinstance

others

rule details,seethe documentatiorfior
addREDI RECT or the ipchai ns(8)
manual page.

4.8.3.5. Method addDENY

Methodspecializedo adda DENY rule.

Synopsis

addDENY (
sel f,
chai n,
sdom
sports,
ddom
dports,
i face="",
mar k=0,
pr ot 0=0,
fl ags=0,
i nv_flags=0,
redi r port =0,
t osand=0xf f,
t osxor =0x00,

)

Description

Thisis awrapperaroundaddRule()to addanDENY rule to oneof thechains.
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Arguments

Table 4-61.Ar gumentsfor IPChains.addDENY/()

self

thisinstance

others

rule details,seethe documentatiorfior
addREDI RECT or the ipchai ns(8)
manual page.

4.8.3.6. Method addREDIRECT

Methodspecializedo adda REDI RECT rule

Synopsis

addREDI RECT (

sel f,

chai n,

sdom
sports,
ddom
dports,
redirport,

i face="",
mar k=0,

pr ot 0=0,

fl ags=0,

i nv_flags=0,
t osand=0xf f,
t osxor =0x00,

)

Description
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Thisis awrapperaroundtheaddRule(function makingit easierto addREDI RECT
rules.lt returnsthefull rule addedsothatlaterinvocationsof delRule()candelete
it. For moreinformationon differentagumentscheckout theipchains(8)manual

page.

Arguments

Table 4-62.Argumentsfor IPChains.addREDIRECT()

self thisinstance

chain chainto appendhisruleto

sdom sourceaddressange(specifiedasan
InetDomainor SockAddrineinstance)

sports atupleof two portsspecifyingmatching
portrange

ddom destinatioraddressange

dports destinatiorportrange

redirport redirectconnectiongo thislocal port

iface interfacespecifiedasa string (default
none)

mark mark pacletswith this fwmark, (default
0)

proto matchpacletswith this protocoll
(default 0)

flags acombinationof IP_FW_F_*flags
above (default0)

inv_flags acombinationof IP_FW_INV_F_*flags
above (default0)

tosand maskto type of service(default 0xff)

tosxor xor to typeof service(default 0x00)
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4.8.3.7. Method addREJECT

Methodspecializedo adda REJECT rule.

Synopsis

addREJECT (

sel f,

chai n,

sdom
sports,
ddom
dports,

i face="",
mar k=0,

pr ot 0=0,

fl ags=0,

i nv_flags=0,
redi r port =0,
t osand=0xf f,
t osxor =0x00,

)

Description

Thisis awrapperaroundaddRule(to addanREJECT rule to oneof thechains.

Arguments

Table 4-63.Argumentsfor IPChains.addREJECT()

self

thisinstance

others

rule details,seethedocumentatiorfior
addREDI RECT or the ipchai ns(8)
manual page.




4.8.3.8. Method addRETURN

Methodspecializedo adda RETURN rule.

Synopsis

addRETURN (

sel f,

chai n,

sdom
sports,
ddom
dports,

i face="",
mar k=0,

pr ot 0=0,

fl ags=0,

i nv_flags=0,
redi r port =0,
t osand=0xf f,
t osxor =0x00,

)

Description
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Thisis awrapperaroundaddRule(Xo addan RETURN rule to oneof thechains.

Arguments

Table 4-64.Ar gumentsfor IPChains.addRETURN()

self

thisinstance

others

rule details,seethedocumentatiorfior
addREDI RECT or the ipchai ns(8)
manual page.
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4.8.3.9. Method addRule

Methodto actuallyaddarule to achain.

Synopsis

addRule ( self, rule)

Description

Thisis agenerafunctioncalledby morespecificmethods.

Arguments

Table 4-65.Argumentsfor IPChains.addRule()

self

thisinstance

rule

atupledescribingtherule to addin the
syntax(tamget, (src,smask)(dst,dmask),
mark,proto,flags,inv_flags,(sportmin,
sportmax)(dportmin,dportmax),

redirport,iface,tosandtosxor)

4.8.3.10. Method delRule

Methodto deletearule.

Synopsis

delRule ( self, rule)

Description
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This methoddeletesarule specifiedn its rule agument.

Arguments

Table 4-66.Ar gumentsfor IPChains.delRule()

self thisinstance

rule ruleto delete

4.9. Module Listener

4.9.1.

This moduledefineshe Listenerclass themainentrypointfor clientrequests.
Listenerbindsto a givenaddresswaitsfor connectionsandfor eachconnection
spavnsanew sessiorto handlethatconnection.

Impor ted modules

- fromServicei nport services

Moduledefiningservicerelatedclasses.

- fromSession nport MasterSession

Module definingsessiorrelatedclassesandfunctions.

- fromZorpi nport *

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

« fromtraceback nport print_exc
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4.9.2. Class Listener

Thisis thestartingpoint of Zorp serviceslt listensonthegivenport,andwhena
connections acceptedt startsa sessiorandthe givenservice.

4.9.2.1. Attrib utes

Table 4-67.Attrib utesfor classListener

listen A Zorp.Listeninstance

service theserviceto bestarted

bindto bind address

local local addressvherethelisteneris bound

4.9.2.2. Constructor __init___

Constructoto initialize a Listeninstance

Synopsis

_init__ (
sel f,
bi ndt o,
servi ce,
t ranspar ent =FALSE,

)

Description

Createsheinstancesetstheinitial attributes,andstartsthelistener
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Table 4-68.Ar gumentsfor Listener.__init_ ()

self thisinstance

bindto theaddresgo bindto

service the servicenameto start

transparent TRUE if thisis alistenerof atransparer
service specifyingthisis not mandatory
but performsadditionalchecks

Exceptions

- ServiceException

4.9.2.3. Destructor __ del

Synopsis

del __ ( self )

Description

4.9.2.4. Method accepted

Callbackto inform the pythonlayeraboutincomingconnections.
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Synopsis

accepted (
sel f,
client,
fd,

)

Description

This callbackis calledby the corewhena connections acceptedlits primary
functionis to checkaccesgontrol (whethertheclientis permittedto connecto this
port), andto spavn anew sessiorto handlethe connection.

Exceptiongaiseddueto policy violationsarehandledhere.

Arguments

Table 4-69.Argumentsfor Listener.accepted()

self thisinstance

client theaddres®f theclient

fd thefd of the connectiorto theclient
Exceptions

- DACEXxception

Returns

TRUE if theconnectioris accepted
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4.9.2.5. Method destr oy

Stopsthelisteneron thegivenport
Synopsis

destroy ( self )

Description

Callsthedestry methodof thelow-level object

Arguments

Table 4-70.Argumentsfor Listener.destroy()

self thisinstance

4.9.2.6. Method getService

Returnsthe serviceassociatedvith thelistener

Synopsis

getService ( self, session)

Description

Returnsthe serviceto start.
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Arguments

Table 4-71.Argumentsfor Listener.getSewice()

self thisinstance

session sessionreference

4.9.3. Class ZonelListener

This classis similar to a simpleListener but insteadof startinga fixedservice it
choose®nebasedntheclientzone.

It takesa mappingof servicesndexedby a zonename with anexceptionof the*
service which matchesanything.

4.9.3.1. Attrib utes

Table 4-72.Attrib utesfor classZoneListener

services servicesmappingindexedby zonename

4.9.3.2. Constructor __init__

Initialize a ZoneListeneinstance.

Synopsis

_init__ (
sel f,
bi ndt o,
servi ces,

)
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Description

Initialize aZoneListeneinstanceandsetinitial attributevaluesbasecdnamguments.

Arguments

Table 4-73.Argumentsfor ZoneListener__init__ ()

self thisinstance

bindto bindto thisaddress

services amappingbetweerzonenamesand
services

4.9.3.3. Method getService

Virtual functionwhichreturnsthe serviceto beran

Synopsis

getService ( self, session)

Description

Calledby our baseclassto find outthe serviceto be usedfor the currentsession.

Arguments

Table 4-74.Argumentsfor ZoneListenergetSewice()

self thisinstance

session sessionve arestarting
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4.10. Module Plug

4.10.1. Impor ted modules

« inmport Connector

Implementsclassedo establisha connection.

« inport Proxy

Moduledefiningclasse®ncapsulatingative proxies.

- inmport Service

Moduledefiningservicerelatedclasses.

« inport Session

Module definingsessiorrelatedclassesandfunctions.

« inport Stream

Module exportinganinterfaceto the Zorp.Streancomponent.

- fromZorpi nport *

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

4.10.2. Class PlugPr oxy

98

Implementsa generaplug proxy, with optionally disablingdatatransferin either
direction.

By default plug copiesall datain bothdirections.To changehis setthe
copy_to_client orcopy_to_server attributesto FALSE.
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# Copying out of band data is not supported.

4.10.2.1. Attrib utes

Table 4-75. Attrib utesfor classPlugProxy

copy_to_serer

Copy datain client->sererdirection

copy_to_client

Copy datain sener->clientdirection

bandwidth_to_client

Readonlyvariablecontainingthe utilized
bandwidthin sener->clientdirection.

bandwidth_to_semr

Readonlyvariablecontainingthe utilized
bandwidthin client->senrer direction.

paclet_stats_interad

Thenumberof millisecondshetweertwqg
successie pacletStats(events.By
default: 0. NOTE: thisis currently
implementedasthe numberof passing
packagesnotasmilliseconds.

stack_proxy

the proxy classto stackinto the

connection

4.10.2.2. Notes

pacletStats(eventis calledwheneerthetime interval elapsegor ascurrently
implementedhe givennumberof pacletsweretransmitted)this eventreceves

paclet statisticsasparameters.

It’ s usefulfor terminatingconnectionsvith excessve bandwidthrequirementgfor
instanceo limit theimpactof the covert channebpenedvhenusingplug insteadof

aprotocolspecificproxy)

pacletStatss definedas:

defpacletStats(self¢client_bytesclient _pktssener_bytessener pkts)
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4.10.2.3. Constructor __init__

Initialize a PlugProxyinstance.

Synopsis

_init__ ( self, session)

Description

Createandsetup a PlugProxyinstance.

Arguments

Table 4-76.Argumentsfor PlugProxy.__init__ ()

self thisinstance

session sessiorthisinstancebelongsto

4.10.2.4. Method requestStac k
Queryif somethings to be stacledinto this plug.

Synopsis

request Stack ( self )

Description

Callbackcalledby theunderlyingC proxy to queryif somethings to be stacled.
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Table 4-77.Argumentsfor PlugProxy.requestStack()

self

thisinstance

Returns

the classof the proxy to stackin

4.10.2.5. Method stackProxy

Stacka proxy instancewithin this plug.

Synopsis

st ackProxy (
sel f,
client fd,
server _fd,

)

Description

Callbackcalledby theunderlyingC proxy to actuallystackin something.

Arguments

Table 4-78.Argumentsfor PlugProxy.stackProxy()

self thisinstance
client_fd clientfd
sener_fd senerfd
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4.11. Module Pop3

This moduledefinesawrapperaroundthe POP3proxy implementedn Zorp.

4.11.1. Impor ted modules

« fromProxyi nport Proxy

Module definingclasse€ncapsulatingative proxies.

- fromZorpi nport *

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

4.11.2. Class Pop3Proxy

This proxy implementghe pop3protocolasspecifiedn rfc1939

4.11.2.1. Usage

Default processing of commands

By defaultacceptall recommendedommandsvrotenin rfc1939.And the
following optionalcommandstUSER,PASS,AUTH. It'sknowing aboutall
commandsn rfc1939andthe AUTH commandIf youwantto enablethis

commandgoo, you may enablethis by hand,or usePop3ProxyFull

Setting polic y for commands

Changingthe default behaiour of commandsanbe doneusingthe hashnamed
"command".This hashis indexedby thecommandhame(e.g:USERor AUTH),
andeachitemin this hashis anactiontuple, definingproxy behaiour for the given
command.
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Thefirstitemin thistupleis anintegervalue,determiningthe actionto take, and
alsotheinterpretatiorof theremainingitemsin thetuple.

Possible values for the first item

Example 4-8. Samplefor corverting simple USER/PASS authentication to
APOP in POP3

classUToAPop3(Pop3Proxy):
def config(self)
Pop3Proxyconfig(self)
self.commands["USER% (Pop3.POP3_CMD_POLIC¥elf.DropUSER)
self.comamnds["RSS"] = (Pop3.POP3_CMD_POLIC¥elf.UToA)

def DropUSER(self,command)
self.response "+OK"
self.response_param"Userok SendPassvord"
returnZ_DENY

def UToA(self,command)
# We got usernamen self->username,
# passvord in self->command_param,
# andthe senertimestampgn self->timestamp
# thereforewe cancalculatethe digest
#NOTE: Thisis asampleonly, calcdigesimustbe
#implementedseparately
digest= calcdigest(self->timestamp+self->command_param)
self->command- "APOP"
self->command_paramname+ " " + digest
returnZ_ACCEPT
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4.11.2.2. Attrib utes

Table 4-79.Attrib utesfor classPop3Proxy

timeout

(int) timeoutin milisec.If no pacletin
thisintervall, connectionsvill be
dropped(C:RW;P:R,Default: 60 sec)

username

(string) Usedusernamen connection.
(C:-;P:R,Default: -)

commands

(hash)normatie policy hashdirecting
the proxy to do somethingwith requests
withoutthe needto call Python.indexed
by thecommande.g."USER","UIDL"
etc) (C:-;P:RN, default: empty)

command

(string) Whena commandyoesup to
policy level, you maychangat with this.

command_param

(string) Whena commandjoesup to
policy level, you maychangat with this.

response

(string) Whena commandor response
goesup to policy level, you maychanget
with this.

response_param

(string) Whena commandor response
goesup to policy level, you maychanget
with this.

timestamp

(string) If pop3senerimplementsAPOR
commandijt’s sendatimestampwith
greeting,andit’s usedwith APOPPop3
Proxysave timestampn this string

answer_multiline

(boolean)it’ s mustsetin policy, whena
commandanswetis multiline.

permit_empty _command

(boolean)Enablelineswithout
commands(Default: FALSE)




4.11.2.3. Constructor __init__

Initialize a Pop3Proxyinstance.

Synopsis

_init__ ( self,

Description

Createandsetup a Pop3Proxyinstance.

Arguments

session )
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Table 4-80.Argumentsfor Pop3Proxy.__init_ ()

self

thisinstance

session

sessiorthisinstancebelongsto

4.11.2.4. Method config
Default Pop3config

Synopsis

config ( self )

Description

Fill command$ashwith mostcommonvalues.(It's work for all pop3clientknow

by me)
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4.12. Module Proxy

This moduledefineshe classPr oxy, encapsulatinghe ZorpProxycomponent

implementedyy the Zorp core.Eachprotocolspecificproxy is dervedfrom this
class.

4.12.1. Impor ted modules

f romStream nport Stream

Module exportinganinterfaceto the Zorp.Streantomponent.

fromZorpi nport *

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

i mport new

f r omtraceback nport print_exc

4.12.2. Functions

4.12.2.1. Function proxyLog

Log aproxy message.

Synopsis

proxyLog (
sel f,
type,
| evel ,
nsg,

)
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Description

Log messageaboutproxies.Automaticallyputssession_idnto eachmessage.

Arguments

Table 4-81.Argumentsfor .proxyLog()

self shouldbe a Proxyderivative
type log class

level messageerbositylevel
msg msgto log

4.12.3. Class DatagramPr oxy

This classis similar to [Proxy] with the exceptionthatit’ s usedfor datagranbased
protocols.

.. [Proxy] Proxy

4.12.3.1. Attrib utes

Table 4-82. Attrib utesfor classDatagramProxy

self thisinstance

session thesessionwve belongto

4.12.3.2. Constructor __init__

Initializesa DatagramProxynstance.
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Synopsis

_init__ (

sel f,
nane,
sessi on,

)

Description

Setsattributesbasedn aguments.

Arguments

Table 4-83.Argumentsfor DatagramProxy.__init__ ()

self thisinstance
name Thetype of the proxy
session Thedescriptorof the connection

4.12.4. Class Proxy

108

This classis inheritedfrom an ExtensionClasgnplementedyy the Zorp core.lIt
encapsulatea protocolspecificproxy. As aninstancds createdtherequired
moduleis loaded(identifiedby the nameattribute),anda new threadis startecto
handlethe connection.

4.12.4.1. Attrib utes

Table 4-84.Attrib utesfor classProxy
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session descriptorof the connection
name the native proxy moduleusedfor this
session

4.12.4.2. Method __ destroy

Synopsis

__destroy__ ( self )

Description

4.12.4.3. Constructor __init__

Initializesa Proxyinstance.

Synopsis

_init__ (
sel f,
nane,
sessi on,

)

Description

Initializesa Proxyinstanceandsetsattributes.
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Arguments

Table 4-85.Argumentsfor Proxy.__init__ ()

name Thetypeof the proxy

session referenceo thesession

4.12.4.4. Destructor __del

Synopsis

del __ ( self )

Description

4.12.4.5. Method addPolicy
Addsa policy to theproxy.

Synopsis

addPolicy ( self, klass )

Description

This functionextendsthis classwith anotherparentclassat runtime.It canbeused
to addmethoddo this eventhandlerclassbasedon someruntimevariable.
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Arguments

Table 4-86.Ar gumentsfor Proxy.addPolicy()

self thisinstance

klass theclassimplementingthe policy

4.12.4.6. Method connectSer ver

Callbackmethodcalledwhenaconnectiorestablished

Synopsis

connect Server (
sel f,
host ,
port,

)

Description

If thechaineris defined,t is calledwith the givenhostandport parameterso
connecto theremotesener.

If thereis no chainerdefined,t triesto returnthesener-sidefd from the sessionlf
theresnosener_fdit raisesanerror.

Arguments

Table 4-87.Argumentsfor Proxy.connectSever()

self thisinstance

host Theaddres®f thesener
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port Theportof thesener

Exceptions

- InternalError

Returns

Thedescriptorof the sener stream

4.13. Module Pssl

4.13.1. Impor ted modules

« i nport Connector

Implementsclassedo establisha connection.

« i nport Proxy

Module definingclasse€ncapsulatingative proxies.

« inport Service

Module definingservicerelatedclasses.

« inmport Session

Moduledefiningsessiorrelatedclassesandfunctions.
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Chapter 4. Python reference

Module exportinganinterfaceto the Zorp.Streancomponent.

« fromZorpi nport *

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

4.13.2. Class PssIPr oxy

A plug proxy which implementsSSL on eithersides.

Attributes:

Table 4-88.Untitled

stack_proxy

the proxy to stackinto Pssl

copy_to_client

Copy datain sener->clientdirection

copy_to_serer

Copy datain client->sererdirection

bandwidth_to_client

Readonlyvariablecontainingthe utilized
bandwidthin sener->clientdirection.

bandwidth_to_semr

Readonlyvariablecontainingthe utilized
bandwidthin client->serer direction.

paclet_stats_intera

Thenumberof millisecondshetweertwqg
successie pacletStats(events.By
default: 0. NOTE: thisis currently
implementedasthe numberof passing
packagesnotasmilliseconds.

client_need_ssl

UseSSLontheclient sideof the proxy.
Thisrequiressettingclient_key and
client_cert

client_key

Clientsideauthenticatiorprivatekey

client_cert

Clientsideauthenticatiortertificate
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_init__ ( self,

sener_need_ssl

UseSSLonthesenersideof the proxy.
Optionallyyou cansetthesener_key ang
sener_certattributesif youwantto
performauthentication.

sener_key Sener sideauthenticatiorprivatekey
sener_cert Senersideauthenticatiorcertificate
CADirecory Directorycontainingacceptabl€A-sin

PEM format.

CRLDirectory

DirecorycontainintCertificate
RevokationLists.

verify_type

Typeof client (or sener) verify. It's may
beSSL_VERIFY_NONEfor no
verification,SSL_VERIFY_OPTIOML,
for optionalverification,
SSL_VERIFY_REQ@IRED, if
Certificateis required but may not signec
with any CA, and
SSL_VERIFY_REQ@IRED_WITH_CA,
if client(or sener) musthave avalid
certificatesignedwith valid CA.

)

verify _depth

How deepa CA accepted.

4.13.2.1. Constructor __init__

Initializesa PsslIProxyinstance.

Synopsis

session )

Description

Setsattributesbasedon arguments.
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Table 4-89.Ar gumentsfor PssIPoxy. _init__ ()

self

thisinstance

session

thereferenceof the owning session

4.13.2.2. Method requestStac k
Querywhetherto stackanythingto Pssil.

Synopsis

request Stack ( self )

Description

Callbackcalledby theunderlyingC proxy to queryif somethings to be stacled.

Arguments

Table 4-90.Argumentsfor PssIPoxy.requestStack()

self

thisinstance

4.13.2.3. Method stackProxy
Actually do the stacking.

Synopsis
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st ackProxy (
sel f,
client _fd,
server fd,

)

Description

Callbackcalledby theunderlyingC proxy to actuallystackin something.

Arguments

Table 4-91.Ar gumentsfor PssIPoxy.stackProxy()

self thisinstance
client_fd upstreanclient sidefd
sener_fd upstreansener sidefd

4.14. Module Receiver

This moduledefinesheclassRecei ve, themainentrypointfor UDP based
protocols.

4.14.1. Impor ted modules

- inport Service

Moduledefiningservicerelatedclasses.
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« inport Session

Moduledefiningsessiorrelatedclassesandfunctions.

« inport Zorp

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

- fromZorpi nport *

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

4.14.2. Class Receive

Wrapperfor the ZorpRecerer classimplementedn C.

4.14.2.1. Attrib utes

Table 4-92. Attrib utesfor classReceve

listen thelow-level recever object
service theserviceto start
session thesessiordata

4.14.2.2. Constructor __init__

Initializesa Receve instance.

Synopsis

_init__ (
sel f,
bi ndt o,
servi ce,

)
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Description

Initialize a Receve instance.

Arguments

Table 4-93.Argumentsfor Receve.__init_ ()

bindto theaddresgo bindto

service theserviceto startfor incoming
datagrams

Exceptions

-+ ServiceException

4.14.2.3. Method destr oy

Destrg/stherecever

Synopsis

destroy ( self )

Description

Thisfunctioncallsthedestry methodof the low-level object.
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Arguments

Table 4-94.Ar gumentsfor Receve.destioy()

self thisinstance

4.15. Module Service

This moduledefinesclasse®ncapsulatingervicedescriptionsA servicedefines
how anestablishedlientrequesshouldbe handled Whena connections accepted
(usuallyby alistener seethe Listenermodule) the serviceboundto the given
Listeneris requestedhe createaninstanceof itself (usingthe startinstance()
method,seebelow), whichwill handlethe connectiorandtakescareabout
proxyingtraffic betweertheclientandthesener.

Servicesareuniquelyidentifiedby their name this nameis thenusedasareference
to bind servicedo listeners.This nameresolutionis donethroughthe mapping
named'services"below. As anew serviceinstances createdjt’s nameis registered
in this hash.

Theabstracinterfacea Serviceobjectis requiredto supportis definedin
AbstractServicegcustomizedserviceclassesanbederivedfrom this baseclass.

4.15.1. Impor ted modules

- fromSession nport StacledSession

Module definingsessiorrelatedclassesandfunctions.

« fromStream nport Stream

Module exportinganinterfaceto the Zorp.Streancomponent.
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- fromZorpi nport ServiceException,.imitException

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

4.15.2. Class AbstractSer vice

120

Thisis anabstractlassdefiningtheinterfaceZorp usesandassuchit doesnt
really do arnything otherthanraisingNotimplementedErroexceptionsn its
methodsYou shouldeitherderive a descendarftom AbstractServicegr use
Ser vi ce instead.

4.15.2.1. Attrib utes

Table 4-95. Attrib utesfor classAbstractService

name Thenameof theservice

instance_id thesessiorservicedby theservice

4.15.2.2. Constructor __init__

Initialize an AbstractServic®r aderivedclassinstance.

Synopsis

_init__ ( self, name)

Description

Setsattributesbasedon amgumentsandregistersthis Serviceto the "services"hash
sothatListenersmayresole servicenamedo serviceinstances.
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Arguments

Table 4-96.Ar gumentsfor AbstractService. _init_ ()

self thisinstance
name Thenameof theservice
Exceptions

- ServiceException

4.15.2.3. Method __str__

Functionto representhis objectasa string

Synopsis

str__ ( self )

Description

This functionis calledby the Pythoncorewhenthis objectis usedas-,or castedo a
string. It simply returnsthe servicename.

Arguments

Table 4-97.Argumentsfor AbstractService. _str_ ()

self thisinstance
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4.15.2.4. Method star tinstance

Functionto startaninstanceof this service.

Synopsis

startlnstance ( self, session)

Description

Abstractmethodto beimplementedn derivedclassesShouldstartaninstanceof
thegivenservice A serviceinstancaakescareof theclient connectionconnectgo
thesenerandsuperviseshetraffic goingin eitherdirection.

Tasksof a serviceinstanceareimplementedy classeslervedfrom Pr oxy.

This methodunconditionallyraisesa NotimplementedErroexceptionto indicate
thatit mustbeoverriddenby descendantlassedike Ser vi ce.

Arguments

Table 4-98.Argumentsfor AbstractService.startinstance()

self thisinstance
session startservicewithin this session
Exceptions

 NotlmplementedError

4.15.2.5. Method stoplinstance

Functioncalledwhenaninstanceof this serviceis ended
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Synopsis

stopl nstance ( self, session)

Description

Thisfunctionis calledby Session. __del_andindicateshata givensession
(instance)f this serviceis ended.

Arguments

Table 4-99.Ar gumentsfor AbstractService.stoplnstance()

self thisinstance
session endingsession
Exceptions

 NotlmplementedError

4.15.3. Class Service

This serviceclassuseshe standardZorp provided Proxy classto implementthe
tasksrequiredby a Serviceinstance.

4.15.3.1. Attrib utes

Table 4-100.Attrib utesfor classSerwice
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chainer Thechainerclassusedfor the service

proxy_class The proxy classusedfor theservice

auth Authenticatiorhandlingclass(Noneif
no authentication)

4.15.3.2. Constructor __init__

Initializesa Serviceinstance.

Synopsis

_init__
sel f,
name,
chai ner,
proxy_cl ass,
aut h=None,
max_i nst ances=0,

)

Description

This functiontakesits agumentsandinitializes appropriateattributesin self.

Arguments

Table 4-101.Argumentsfor Sewice. _init_ ()

self thisinstance

name Nameof this service(usedin access
control)

chainer Thechainerclassusedfor the service




Chapter 4. Python reference

proxy_class-The proxy classusedfor theservice

Table 4-102.Ar gumentsfor Sewice. _init_ ()

auth Authenticatiorhandlingclass(Noneif
no authentication)

4.15.3.3. Method star tinstance

Starta serviceinstance.

Synopsis

startlnstance ( self, session)

Description

Calledby the Listenerto createaninstanceof this service.

Arguments

Table 4-103.Argumentsfor Sewice.startinstance()

self thisinstance
session Thesessiorobject
Exceptions

- LimitException
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4.15.3.4. Method stoplinstance

Synopsis

stopl nstance ( self, session)

Description

4.16. Module Session

This moduledefineshe abstracsessiorinterfacein a classnamed
Abst r act Sessi on, andtwo descendantshst er Sessi on and
St ackedSessi on.

Sessiongrehierarchicallystacledinto eachotherjustlik e proxies.Eachsession
hasanownersessior(exceptfor the mastersessiorwhichis onthetop),and
variablesare"inherited"from ownersessions(implementedisinga simplegetattr
wrapper)This way stacled sessionganinheritdatafrom encapsulatingroxies.(an
HTTP proxy maydefinean URL anda mime-type,andstacled CVP modulemay
inspectthosevalues)

4.16.1. Impor ted modules

« fromZonei nport root_zone
« inport Zorp

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

« fromZorpi nport *
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Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

« inport 0S

4.16.2. Class AbstractSession

Both MasterSessionndStacledSessiomarederivedfrom this class.

4.16.2.1. Attrib utes

none

4.16.2.2. Method destr oy

Destrgysthe session.

Synopsis

destroy ( self )

Description

We closefiledescriptorshere,in caseno proxy modulecould be started(becausef
policy violations,or becaus¢he modulecannotbe found).

Arguments

Table 4-104.Ar gumentsfor AbstractSession.desiy()

self

thisinstance
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4.16.3. Class MasterSession

Mastersessiorclass.

4.16.3.1. Attrib utes

Table 4-105.Attrib utesfor classMasterSession
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client_fd

clientfd

client_stream

clientstream

client_address

SockAddrinstancecontainingclient
address

client_local localaddresgon thefirewall)
client_zone zoneof theclient

sener_fd senerfd

sener_stream senerstream

sener_address

SockAddrinstancecontainingsener
address

sener_local localaddresgon thefirewall)

sener_zone zoneof thesener

service serviceinstancethis sessiorruns

session_id uniqueidentifierfor this sessionn the
format: "(firewall/service:instance
id/proxy)"

instance_id theinstancadentifier of the service
(sequenc@umber)

started indicatesthattheinstancenasbeen
started

auth authenticatioomethod

4.16.3.2. Constructor __init__
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Initializesa MasterSessiomstance.

Synopsis

_init__ ( self)

Description

This constructoiinitializesa new MasterSessiomstancebasedn its aguments.

Arguments

Table 4-106.Ar gumentsfor MasterSession.__init__ ()

self thisinstance

4.16.3.3. Destructor __ del

Functioncalledwhenthe mastersessions freed.

Synopsis

del __ ( self )

Description

This functionis calledwhenthe mastersessiornis freed,thusthe sessiorended We
inform our spavnerserviceaboutthis event.

4.16.3.4. Method isClientP ermitted

129



Chapter 4. Python reference

130

Functionto actuallycheckaccessontrol.

Synopsis

isClientPermtted ( self )

Description

This functionis calledwhena connections establishedo performaccessontrol
checkswhethertheclientis permittedto usetherequestedervice lts returnvalue

specifiegheresultof the check.

Arguments

Table 4-107.Argumentsfor MasterSession.isClient@rmitted()

self

thisinstance

Returns

Z_ ACCEPTfor successandZ_REJECTor failure

4.16.3.5. Method isSer verPermitted

Synopsis

i sServerPermitted ( self )

Description
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4.16.3.6. Method setClient

Setclientaddresandperformaccessontrol.

Synopsis

setCient (
sel f,
fd,
addr,

)

Description

Setstheclientaddres®f the givensessionandperformsaccesgontrolchecks.

Arguments

Table 4-108.Ar gumentsfor MasterSession.setClient()

self thisinstance
fd fd of theclient
addr sockaddiof theclient

4.16.3.7. Method setSer ver

Setthe seneraddresandperformaccessontrolchecks.

Synopsis

set Server ( self, addr )

131



Chapter 4. Python reference

Description

Storesthesener addres®f the givenconnectionooksup sener zoneand
performsaccessontrolandraisesanexceptionuponfailure.

Arguments

Table 4-109.Ar gumentsfor MasterSession.setSeer()

self thisinstance

addr Seneraddress

4.16.3.8. Method setSer vice

Setsthe servicebelongingto this session.
Synopsis

setService ( self, service)

Description

Storesthe servicereferenceandrecalculateshe session_id

Arguments

Table 4-110.Ar gumentsfor MasterSession.setSeice()

self thisinstance

service Serviceinstance
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4.16.3.9. Method setSer vicelnstance

Setserviceinstancenumberandrecalculatesessiond.

Synopsis

set Servi celnstance ( self, instance_id)

Description

Setsserviceinstancenumber andmakesup a uniqueidentifierfor this session.

Arguments

Table 4-111.Argumentsfor MasterSession.setSeicelnstance()

self thisinstance

instance_id uniqueidentifier of the serviceinstance

4.16.4. Class StackedSession

A StacledSessiolis a subsessiorinheriting attributesfrom its parent.

4.16.4.1. Attrib utes

Table 4-112.Attrib utesfor classStackedSession

owner Parentsession

chainer Chainerusedto chainup to parent.If
nonesimply sener_fdis used.
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4.16.4.2. Constructor __init__

Initializesa StacledSessioimstance.

Synopsis

_init__ (
sel f,
owner,
chai ner =None,

)

Description

This constructoiinitializesa new StaclkedSessioimstancebasedn parameters.

Arguments

Table 4-113.Argumentsfor StackedSession.__init_ ()

self thisinstance
owner Parentsession
chainer Chainerusedto chainupto parent.

4.16.4.3. Method __ getattr

Performattributeinheritance

Synopsis

__getattr__ ( self, nane)
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Description

Wrapperto returnvariablesrom parentsessionif notoverridenin thisinstance.

Arguments

Table 4-114.Argumentsfor StackedSession.__ getattr ()

self thisinstance
name Nameof theattributeto get.
Returns

Thevalueof the givenattribute.

4.16.4.4. Method setProxy

Setthe proxy nameusedin this subsession.

Synopsis

setProxy ( self, proxy )

Description

Storesareferenceo the proxy class,andmodifiesthesession_ido includethe
proxy name.

Arguments

Table 4-115.Ar gumentsfor StackedSession.setRixy()
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self thisinstance

proxy Proxyclass,derivedfrom Proxy

4.17. Module SockAddr

This moduleimplementdnet_ntoaandinet_atonandprovidesaninterfaceto
SockAddrservicesprovided by the Zorp core.

4.17.1. Impor ted modules

- fromsocleti nport htonl, ntohl

- fromstringi nport split, atoi

4.17.2. Functions

4.17.2.1. Function inet_aton

Corvertsaninternetaddresso a 32 bit integer

Synopsis

inet _aton ( ip)

Description

splitsonthedot, atoi the parts,andbitshift thewholething into one
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Arguments

Table 4-116.Argumentsfor .inet_aton()

ip A dotted-quadtring

Returns

unsignedongin network byteorder

4.17.2.2. Function inet_ntoa

Corvertsa 32 bit integerinto IP numbers stringrepresentation
Synopsis

inet_ntoa ( ip)

Description

Masksthe necessarpytesout andformatstheminto a string.

Arguments

Table 4-117.Argumentsfor .inet_ntoa()

byteorder)

ip Theip numberin 32 bit integer (network

Returns

stringrepresentatioof IP
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4.17.3. Class SockAddrinet

This classencapsulatean|Pv4 address:ponpair, similar to the structsockaddr_in
in C. It isimplementecandexportedby the Zorp core.

4.17.3.1. Attrib utes

Table 4-118.Attrib utesfor classSockAddrinet

ip ip addresgnetwork byte order)
ip_s ip addressn stringrepresentation
port portnumber(network byte order)

4.17.4. Class SockAddrinetRang e

SpecializedsockAddrinetclasswhich allocatesa new portwithin the givenrange
of portswhenalistenerboundsto it.

4.17.4.1. Attrib utes

Table 4-119.Attrib utesfor classSockAddrinetRange

ip ip addresgnetwork byte order)
ip_s ip addressn stringrepresentation
port portnumber(network byte order)

4.18. Module Stream

This defineshe Streanclass,encapsulating file descriptorandrelatedfunctions.
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This classencapsulatea datatunnel,representetly a UNIX file descriptor

4.18.1.1. Attrib utes

none

4.18.1.2. Constructor __init__

Constructoiinitializing a stream.

Synopsis

_init__ (
sel f,
fd,
name,

)

Description

Initializes a Streaminstancesettingits attributesaccordingto aguments.

Arguments

Table 4-120.Argumentsfor Stream.__init__ ()

self thisinstance
fd thefd to encapsulate
name nameto usein logs
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4.18.1.3. Method read

Methodreadingup to countbytesfrom the stream.

Synopsis

read ( self, count )

Description

This methodreadsup to countbytesfrom the streamandreturnsit asa string.

Arguments

Table 4-121.Argumentsfor Stream.read()

self

thisinstance

count

maximumnumberof bytesto read

4.18.1.4. Method write

Methodwriting a buffer to the stream.

Synopsis

wite ( self, buf )

Description

This methodwritesthe contentsof the givenbuffer to the stream.
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Arguments

Table 4-122.Argumentsfor Stream.write()

self thisinstance

buf buffer to write

4.19. Module Zone

4.19.1. Impor ted modules

« fromDomaini nport InetDomain

Moduleimplementingaddresglomains.

fromZorpi nport *

Module definingglobal constantsandinterfaceentry pointsto the Zorp core.

f r omtraceback nport print_exc

i mport types

4.19.2. Class InetZone

Thisis asimpleZoneclassusinglnetDomainasits addressype.

4.19.2.1. Constructor __init__

InitializesanInetZoneinstance
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Synopsis

_init__ (
sel f,
name,
addr ,
i nbound_servi ces=None,
out bound_servi ces=None,
adm n_par ent =None,
unbr el | a=0,

)

Description

Initializesan InetZoneobjectinstanceandsetsits attributesbasedon arguments.

Arguments

Table 4-123.Argumentsfor InetZone.__init__ ()

self thisinstance
name nameof this zone
addr astringrepresentingnaddressange,

interpretedoy thedomainclass(last
argument), or a list of strings
representingmultiple addressranges.

inbound_services

setof permittedinboundservicesas
describedby RootZone

outbound_services

setof permittedoutboundservicesas
describedy RootZone

admin_parent

nameof theadministratve parent

umbrella

TRUE if this zoneis anumbrellazone
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4.19.3. Class RootZone

A zoneis thebasisof accesgontrolin Zorp. It encapsulateanaddressange(for
examplean|Pv4 subnet) Parsingandrepresentinginaddresss doneby the
Domainclassandderivates.

Zonesareorganizednto two differenthierarchiesThefirst is basedon theaddress
it encapsulatedn this casea zoneis a child of someotherzone,if the parentis
containingit. (For example0.0.0.0/0contains192.168.0.0/24T his hierarchyis
usedwhensearchinghe containingzoneof a givennetwork address.

Theotherhierarchyis basedn administratve decisions Administrative children
inherit securityattributes(permittedsetof servicesetc.)from their parents.

TheRootZoneclasssenestwo purposes:

1. it is thebaseclassfor all Zone-like classesimplementingnterfacesfor access
control,andhierarchytravelsal.

2. aninstanceof this classis anaddresslomainindependentoot of the Zone
addressiierarchyanddeleggatessearcheso theappropriateZone.

4.19.3.1. Attrib utes

Table 4-124 Attrib utesfor classRootZone

name auniquenameof this zone

inbound_services mappingindexed by servicename,
containinganitem for eachpermitted
inboundservice

outbound_services similarto inbound_servicedut usedfor
outboundservices.

admin_parent parentof this zonein theadministratve
hierarchy

umbrella truefor umbrellazoneg(ie. zonesthatdo
notinherit securityattributesfrom their
administratve parents)
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4.19.3.2. Constructor __init__

Initialize a RootZoneinstance.

Synopsis

_init__ (

sel f,

name,

i nbound_servi ces=None,
out bound_servi ces=None,
adm n_par ent =None,
unbrel | a=0,

)

Description

This functionis primarily calledby derivedclassedgo initialize basicZonedata

structures.

Arguments

Table 4-125.Argumentsfor RootZone. _init_ ()

self

thisinstance

name

nameof this zone

inbound_services

anarrayof allowedinboundservice
names

outbound_services

anarrayof allowedoutboundservice
names

admin_parent

administratve parentname

umbrella

thisis anumbrellazone

domain

addresslomain
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Exceptions

« ZoneException

4.19.3.3. Method __ str__

Overriddenoperatotrto returnthetextual representatioof self.

Synopsis

str__ ( self )

Description

Calledby the Pythoncoreto formatthe objectcontentswvhenit is written.

Arguments

Table 4-126.Argumentsfor RootZone. _str_ ()

self thisinstance

4.19.3.4. Method addAddrChild
Add aaddress-basethild to this zone.

Synopsis

addAddr Child ( self, <child)
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Description

This functionaddsa childrento the setof child zones.

Arguments

Table 4-127.Argumentsfor RootZone.addAddrChild()

self thisinstance

child child to add

4.19.3.5. Method addAdminChild
Add anadministratve child

Synopsis

addAdni nChild ( self, child)

Description

Thisfunctionaddschi | d to thesetof administratve children.

Arguments

Table 4-128.Ar gumentsfor RootZone.addAdminChild()

self thisinstance

child child zoneadd
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4.19.3.6. Method delAd drChild

Deleteanaddres<hild.

Synopsis

del AddrChild ( self, child)

Description

This functionremoresanitem from the setof addres<hildren.

Arguments

Table 4-129.Ar gumentsfor RootZone.delAddrChild()

self thisinstance

child child to remove

4.19.3.7. Method findDomain

Findtheroot Zoneof thegivenaddresglomain.

Synopsis

findDormain ( self, domain)

Description
Findsthefirst child in selfwhich uses
domain

asaddresslomain.
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Arguments

Table 4-130.Argumentsfor RootZone.findDomain()

self thisinstance

domain classimplementingaddressange
specificyfor examplelnetDomainfor
IPv4)

Exceptions

« ZoneException

4.19.3.8. Method findZone

Find the mostspecificZonefor address.

Synopsis

findZone ( self, address )

Description

Thisfunctionsearchesheaddressierarchyfor the mostspecificZonecontaining
addr ess.

Arguments

Table 4-131.Argumentsfor RootZone.findZone()

self thisinstance
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address addressve aretrying to find (shouldbe
derivedfrom SockAddr)

Exceptions

« ZoneException

4.19.3.9. Method islnboundSer viceP ermitted

Inboundaccesgontrolcheck.

Synopsis

i sl nboundServicePermtted ( self, session)

Description

Thisfunctionis calledwhena sessioris connectingo a senerto checkwhetherit
is permitted.

Arguments

Table 4-132.Ar gumentsfor RootZone.isInboundSevicePermitted()

self thisinstance
session sessiorthatshouldbechecled
Returns
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Z ACCEPTIf theserviceis permitted Z REJECTotherwise

4.19.3.10. Method isOutboundSer viceP ermitted

Outboundaccesgontrolcheck.

Synopsis

i sQut boundServi cePermitted ( self, session)

Description

Thisfunctionis calledwhenanincomingconnections detectedo checkwhetherit
is allowable.

Arguments

Table 4-133.Argumentsfor RootZone.isOutboundSevicePermitted()

self thisinstance
session sessiorthatshouldbechecled
Returns

Z_ACCEPTIf theserviceis permitted,Z_REJECTotherwise

4.19.3.11. Method iterAd drChildren

Iterateover the setof addres<hildren
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Synopsis

i ter Addr Children (
sel f,
fn,
par m=None,

)

Description

This functioniteratesover the setof addres<hildrenandcallsf n for eachitem.

Arguments

Table 4-134.Argumentsfor RootZone.iterAddrChildr en()

self thisinstance
fn functionto call
parm opaqueargumentpassedo fn

4.19.3.12. Method iterAdminChildren

lterateover the setof administratve children.

Synopsis

i ter Adm nChildren (
sel f,
fn,
par m=None,

)
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Description

This functioniteratesover the setof administratve childrencalling thefunctionf n
for eachitem, with parameterpar m sel f andtheitem.

Thecallbackfn maydeleteitemsfrom admin_childrenthis functionusesalocal
copy of thatarray

Arguments

Table 4-135.Argumentsfor RootZone.iterAdminChildr en()

self thisinstance
fn functionto call
parm opaqueobjectpassedo fn

4.19.3.13. Method setAd drParent

Setaddresgparentof this zone.
Synopsis

set Addr Parent ( self, parent )

Description

Thisfunctionsetstheaddresparentof this Zone.

Arguments

Table 4-136.Ar gumentsfor RootZone.setAddrRarent()

self thisinstance




Chapter 4. Python reference

parent parentZone

4.19.3.14. Method setAdminP arent

Setadministratve parentof this zone.
Synopsis

set Adm nParent ( self, parent )

Description

Thisfunctionsetstheadministratve parentof this Zone.

Arguments

Table 4-137.Argumentsfor RootZone.setAdminRarent()

self thisinstance

parent parentZone

4.19.4. Class Zone

This classdiffersfrom RootZonein thatit usesarealaddressiomain(for IPv4
InetDomainis used),unlike RootZonewhich is agenerawrapperfor all address
types(IPv4, IPv6, SPXetc.)

4.19.4.1. Constructor __init__
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Initializesa Zoneinstance.

Synopsis

_init__ (

sel f,

name,

addr ,

i nbound_servi ces=None,
out bound_servi ces=None,
adm n_par ent =None,
unbr el | a=0,

domai n=None,

)

Description

This classinitializesa Zoneinstanceby calling theinheritedconstructorandsetting

local attributes.

Arguments

Table 4-138.Argumentsfor Zone.__init_ ()

self thisinstance
name nameof this zone
addr astringrepresentinginaddressange

interpretedoy thedomainclass(last
argument), or a list of strings
representingmultiple addressranges.

inbound_services

setof permittedinboundservicesas
describedby RootZone

outbound_services

setof permittedoutboundservicesas
describedy RootZone

admin_parent

nameof theadministratve parent
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umbrella TRUE if this zoneis anumbrellazone

domain addresglomainclassparsingaddr and
perforni ng address conpari sons

for | Pv4 addresses it should be
| net Domai n

Exceptions

. ValueError

Notes

If addr isalist of addresseflike['192.168.1.1','192.168.1.5]),severalsubzones
areautomaticallycreatedwvith administratve parentsetto self. Thisway you can
definememberswith additionalprivilege easily

4.19.4.2. Method __ str__

Formatthe Zoneasstring

Synopsis

str__ ( self )

Description

Thisfunctionis calledby the Pythoncorewhenthis objectis usedasstring.

4.19.4.3. Method findZone
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Find the mostspecificcontainingZoneof addr

Synopsis

findZone ( self, addr )

Description

This functionreturnsthe mostspecificZonecontainingaddr

Arguments

Table 4-139.Argumentsfor Zone.findZone()

self thisinstance
addr addresgo look up
Exceptions

« ZoneException

4.19.4.4. Method setAd drRelatives

Helperfunctionto placethis zoneinto theaddressierarchy

Synopsis

set Addr Rel atives ( self )
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Description

This functionis calledby the Zoneconstructoto placethis zoneinto theaddress
hierarchy

Arguments

Table 4-140.Ar gumentsfor Zone.setAddrRelatves()

self thisinstance

Exceptions

« NotlmplementedError

4.20. Module Zorp

This moduledefinessomeglobal constantaisedby otherZorp componentsik e
TRUE andFALSE, andinterfaceentry pointsto the Zorp core.

4.20.1. Functions

4.20.1.1. Function debug

Logsadehugmessage.

Synopsis

debug ( level, msg)
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Description

Sendghegivenmessagéeo thelow level Zorp providedlog function.

ol this function is obsolete and should not be used.

Arguments

Table 4-141.Argumentsfor .debug()

level log level

msg message

4.20.1.2. Function error

Logsanerrormessage
Synopsis

error ( level, msg)
Description

Sendghegivenmessageo thelow level Zorp providedlog function.

¥

This function is obsolete and should not be used.
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Arguments

Table 4-142.Argumentsfor .error()

level log level

msg message

4.20.1.3. Function init
Defaultinit() functionprovidedby Zorp

Synopsis

init ( name )

Description

Thisfunctionis adefaultinit() calling theinit functionidentifiedby name.Thisway
severalZorp instancesaneasilyusethe samepolicy file.

Arguments

Table 4-143.Ar gumentsfor .init()

name nameof thisinstance

4.20.1.4. Function log
Entry pointof Zorp loggingsubsystem.
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Synopsis

log (
| ogcl ass,

verbosity,
nsg,

)

Description

Thisfunctionis implementedn C, andcanbe usedto inject messagemto Zorp

loggingsubsystem.

Arguments

Table 4-144.Ar gumentsfor .log()

logclass hierarchicalog classasdescribedn
zorp(8)

verbosity verbosityof thismessage

msg message

4.20.1.5. Function message

Logsaninformationalmessage

Synopsis

nessage ( level, nBg )

Description

Sendghegivenmessagéeo thelow level Zorp providedlog function.
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Arguments

Table 4-145.Ar gumentsfor .message()
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This function is obsolete and should not be used.

level

log level

msg

message

4.20.2. Class ZorpPr oxy

Builtin classfor proxiesimplementedasan ExtensionClass C

This classshouldnot be useddirectly, derive classedrom Proxy Proxy

4.20.2.1. Constructor __init__

Initialize alow level proxy instance.

Synopsis

_init_ (
sel f,
name,
session_id,
client_stream

)

Description
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This functionis implementedn C, andis responsiblef loadingthe neededgroxy
modulefrom a sharedbjectif it hasnotyet beenloaded,andstartinga nev
instancewith parameterpassedere.

Arguments

Table 4-146.Ar gumentsfor ZorpProxy. _init_ ()

self thisinstance

name proxy modulename(ht t p, pl ug
etc.)

session_id sessiond to usein log messages

client_stream clientstream

4.21. Module Init
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