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Chapter 1. Zorp achitecture

This chaptercontainsanoverview of currentfirewall technologiesandgivesyou a
basicinsightinto Zorp architecture.

1.1. Current technologies

In this sectionwe try to give you anoverview of currentfirewall technologiesand
trends.

Bastionhost

Bastionhostis a protectedsener or workstation having two connections
simoultaneouslyl) with a protectechetwork, and2) theinternet.Thereis no
directway betweerthe networks.If aclientonthe protectedhetwork wantsto
access serviceonthelnternet,he hasto enterthe bastionhost.Bastionhostsare
built in caseof specialneedof security

Todaythey arenotat all wide-spreadpecauséheir installation,usageand
preventive maintenancearedifficult, demandingnuchexpertise.

Paclet filtering firewall

Packet filtering firewalls - astheir namesuggests filters network traffic onthe
pacletlevel. This meanghatthe decisionaboutthe paclet’s further processings
madebasedn theinformationavailablein the paclket header(IP, UDP andTCP
headers).

Thisinformationis notenoughin environmentswith higherthan-law risk,
becausé¢he paclet contentsarenot checled.
Statefulpacletfiltering

Statefulpacletfiltering wasdesignedo eliminatethe disadwantage®f simple
pacletfilters. Thesefirewalls try to trackassociategaclets(TCP connectiongor
example)andmake decisionson streamcontentdn additionto paclet headers.
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The problemwith statefulpacletinspections thatinterpretinga TCP streamin
the sameway asa client doescannotbe done,sincesomeclientsinterpretsome
partsof the protocoldifferently.

- Proxyfirewall

Proxyfirewalls don't forward paclets.They accepiagivenconnectionand
connecto thesenerendontheir own. They readprotocolrequestsinterpret
themandin casea givenrequesis allowablethey sendit onto thesener. The
realdifferencebetweerproxy firewalls andpacletfiltering is thatthe two
connectiongclient->proxy proxy->sener) or completelyindependenof each
other andthatgreaterdetail of the streamcontentscanbeanalyzed.

It is mucheasierto changestreamcontentswhile an SPFcanonly insertor
remove somebytesto/from the streama proxy firewall caneasilychangat
completely (For instancecorvert POP3requestdo imapandvice versa)

« Modularproxy firewall

A proxy firewall becomesnodularwhenproxiescanbe connectedn ary way.
This meanghatif we have amainprotocolhaving somesubprotoco(think of an
SSHconnectiorwith aforwardedPOP3streamor aHTTP protocolembedded
in SSL,or PPPwithin telnet)we canattacha proxy to theembeddegbart.

Making proxiesmodularallows mary protocolsto correctlyanalysewhich
werent possiblebefore.

For example,mary corporatdirewalls disallonv usingSSH,becaus®f its
portforwardingfeature usingan SSHtunnelonecaneasilysubvertcorporate
policiesandopenup thewhole protectechetwork to anoutsider

Thisis adisadwantageput completelydisalloving SSHhassomeserious
dravbackstoo. We losethe on-wire encryptionprovidedby SSH,whichis amust
for protocolssendingpassverdsin theclear

Zorpwashuilt from thegroundup to be modular proxiescanbe stacledwithin
eachotherin casethe parentprotocolpermitssomekind of embedded
protocol/dataThe sshproxy to beimplementedwill allow aPOP3proxyto be
attachedo thetunneledT CP connectionThis way you cancontrolwhich
featuresof sshis allowed,andalthoughthe possibilityto createa tunnelthrough
thefirewall is closed the on-wireencryptionprovided by SSHis not.
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1.2. Base concepts in Zorp

Zorpis acomponent-baseopject-orientedevent-drivenandmodularproxy
firewall suite,which makesit possibleto finetuneproxy decisiongwith its built in
scriptlanguage)to fully analyzecomplex protocols(like SSHwith several
forwardedT CP connections)andto utilize outbandauthenticatiotechniques
(unlike commonpracticesvhereproxy authenticatiorhadto be hacledinto the
protocol).

Zorpis basicallymadeup thefollowing four cooperatingouilding blocks:

decisionlogic

Implementedn Pythonandis primarily responsibléo sayA or B for questions.
Thesequestionsareaskedby thelow level proxy modulesto know how to treat
their peers.

It is implementedashooksanadministratoicanoverride,or whoseresultis
definedthroughparametershe administratoicanset,or change.

connectingoroxy modules

SinceZorp is modular modulesmustbe connectedn away meaningfulto the
currentapplication.

applicationlevel gatevays,proxies

Theseareimplementedn native programmindganguageThey work closelywith
thedecisionlogic, sothe detailsof the protocolcanbe controlledby the
administrator

authenticatiormodules

Zorpwasdesignedo supportuserauthenticatiorirom the groundup. Current
practicesof userauthenticatioron firewalls requirea specialextensionto the
protocol,whichis usedto passauthenticatiorcredentialsinsteadof this Zorp
supportoutbanduserauthenticationywherea channelbtherthanthe current
protocolchannels usedto passhisinformation.
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1.2.1. Component based

Componenbasedievelopmentasserseraladvantage®ver traditionalprogram
developmentreusability smallercodesize,higherlevel languageslanguage
independencetc.

Zorpis alsousingcomponentshut it doesnt dependn large componensystems
like OMG CORRA or Microsoft DCOM. Usingthoseon afirewall would be
guestionablebecausef securityreasons.

A componentn zorpis aninterface,a setof functionsandvariableswhich hides
detailsin theimplementationChangingtheimplementatiordoesnt effect
interoperabilitywith otherinterfaces.

Thefour mostimportantcomponentsn Zorp are:

ZorpListen

Implementsa listenerwhich acceptsonnectionsandcallsthe givencallbackif a
connections acceptedA connections representetdy a ZorpStreamnterface.

- ZorpConnect

Connectdo thegivenaddressandcallsthe givencallbackif the connections
establishedTheresultconnectiorcanalsoberepresentetdy a ZorpStream
interface.

« ZorpStream
Thisis afull-duplex streamwith readandwrite operationsandareusedby
Proxiesto transmitdata.

« ZorpProxy

A ZorpProxyrecevestwo ZorpStreamsepresentinghe clientandthesener
side.ZorpProxyis responsibléo connecthesewith anappropriatgrotocol.

Proxy moduleg(applicationgatevays)implementthis interface,andareloaded
dynamically

This spartaidnterfaceprovidedby Zorpis enrichedwith utility classes
implementedn Python.Theseutility classescceptandmake connectionsand
starttheappropriatgoroxy modulefor a connectionSincethe coreof zorpdoesnt
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evenknow aboutthingslik e accesontrol,thesearealsoimplementedn Python.
(decidingif agivenconnections allowedor not)

Object oriented

Althoughbuilding a systemfrom componentss alsoan OOPapproachthereal
power is thelanguagevheredecisionstanbe specified. Thelanguage Python- is
aneasyto learn,clean,andpowerful objectorientedanguage.

Theadministratoicaneitherdefinehis own reusablesetof classesor canusethe
onesprovidedby us.

Event driven

Eventdrivenin thecontext of zorpdoesnt exactly meanthething you areusedto in
connectiorwith GUI programmingEventdrivenmeanghatproxiessendeventsto
thedecisionlayer, andtheresultcontrolsthe behaiour of the proxy.

For examplethe FTP proxy modulesendsaneventwheneer the transmissiorof a
file is requestedTheadministratothencanhookinto the processingf this event,
anddecideif thegivenfile transferis allowed,or not. (for instanceby checkingthe
currentdirectory).

We arenot however limited to yes/noanswersWith thefollowing meansof
communicatiorwe cancreatequite complex controlmechanisms:

1. Events

Eventsaresentby theunderlyingProxyto the eventhandlerclassimplemented
in Python.Ilt mayhave oneor moreparametersandreturnsa valuemodifying
proxy behaiour. Handlinganeventmeansmplementingan objectmethodin
Python.

2. Attributes

Attributesrepresentheinternalstateof the proxy which it decideso make
availableto thepolicy layer.
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3. Callbacks
Callbacksaresimilar to eventswith thedifferencethatthey arecalledby the
policy layer, andimplementedy the proxy (contrarythe eventis calledby the
proxy andimplementedn the policy)

1.2.4. Modular

Eachproxy modulecanbeanup-level proxy, whereit is directly connectedo the
senerandtheclient, or canbeattachedasa subprotocoproxy to a parentproxy.
Thisis thecasewhena multiplexer protocol(like SSH),mustbefully analyzed.

This s calledstackinga proxy into another

10
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In this chaptemwe’ll have a quick overview onthe partsatypical Zorp installation
has

2.1. Configuration

The configurationandfirewall policy is storedin a Pythonmodulefoundin
letc/zorp/policy.py by default.

2.2. Python utility classes

As we wrote earlierthe spartaianterfaceprovidedby the Zorp coreis coveredby
utility classesmplementedn Python.Theseclassesarestoredin the Zorp python
packagefoundin the/usr/share/zorp/pylib directory You have to make sure
thatthePYTHONRATH is correctlysetupto pointto this directory

2.3. Proxy modules

Sharedbdbjectscontainingproxy modulescanbefoundin the/usr/lib/zorp
directory

2.4. Zorp binary

Thezorpbinaryitself canalsobefoundin the/usr/lib/zorp directory but prior
to runningit you have to setsomeervironmentvariablegdoneby the zorpctlscript)

11
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2.5. Instances description

You canrunseveralZorp instance®n the samefirewall. their startupparameterare
storedin the/etc/zorp/instances.conf file.

12
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The configurationanddecisionpolicy usedby Zorp is madeup by standardPython
statementsyhich usethe servicegrovided by the Zorp coreandutility classes.
This chaptercontainsa stepby stepintroductionto the policy structurewith asmall
overview of the Pythonlanguage.

3.1. Reading the policy

Thepolicy file is readin two stepsFirstthefile policy.boot file isread,andif
it' s processeduccessfullythefile providedby the administrator
letc/zorp/policy.py is processed.

policy.boot file is usedinternally, you normallywon’t needto touchit. It is used
to initialize the Zorp - policy interface.

letc/zorp/policy.py is thelocal firewall policy, andcontainsvalid Python
statementslescribingthe configurationof your firewall.

3.2. Python overview

3.2.1.

Pythonis anobjectoriented,interpretedanguageknown from its clearsyntaxand
consistentlesign.This sectionis not meantasanexhaustve Pythonreferencejust
asafirst glanceintroductionyou may needto createpolicies.If youwantto know
moreaboutPython,consultthe Pythondocumentation.

Modules and Packages

Chunksof pythoncode(variablesfunctionsandclassestanbe organizednto
modules.To usesomethingrom a module,you’ll needto importthe modulewith
theimportkeyword.

Example 3-1. Sampleimport statement

13
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3.2.2.
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import  HttpProxy

Theimport statemenabove will createareferenceo the HttpProxymodule.You
canaccesgartsof amodulewith the dot operatorHttpProxy.HTTP_POLICY

Modulescanbegroupednto a packagewhichin itself is amoduleof modules So
accessing submodulan a packagecanbedoneZorp.HttpProxy  providedyou
have a packagenamedzZorp, andit hasa subpackageamedHttpProxy

Zorp classesreprovidedin a packagenamedZorp. It hasseveralsubmodulesfor
detailsconsultthe docstringsn Pythonfilesin
lusr/share/zorp/pylib/Zorp/*.py

To avoid having to usefull referenceso variablesyou canusenamedmports.The
syntaxfor namedmportsis demonstrateth thefollowing example.

Example 3-2. Namedimports

from Zorp.HttpProxy import  HttpProxy

This way theidentifier HttpProxywill beimportedto thelocal namespacand
insteadof writing Zorp.HttpProxyHttpProxy you could simply write HttpProxy

We usuallyusethe secondorm whenimportingidentifiers.It hasthe benefitsthat
we canexactly seewhatpartsof theimportedmoduleareused.

Statements

In python, statementsrenotterminatedwvith a semicolonLine terminationendsa
statementthoughthis canbe changedy usinga’\’ attheendof theline.

Compoundstatementsik e if andwhile useindentationto markthe nested
commandslike in thefollowing example:

Example 3-3. Nestedcommands

if self.request_url == "http://www.balabit.hu/":
return  Z_ACCEPT
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return Z REJECT

Thebgginningof theblockis marked by the colonatthe endof thefirst line, the
block is assumedo be endedwhentheindentationstepsbackonelevel.

Variab les

All variablesn Pythonaredynamicallytyped,which meanghatthetypeof a
variableis determinedat runtimewhenavalueis assignedo thatvariable.

Variablesdoesnt have to beexplicitly declaredthoughreadingundefinedvariables
resultin anexception.

Functions

Functionscanbe definedusingthedef keyword.

Example 3-4. Samplefunction declaration

def filterURL(self, method, url, version):
return  Z_ACCEPT

During the executionof thefilterURL function,thelocal variablesself, method,url
andversionwill bedefined.

Calling thefunctionabove canhave two formats:

« filterURL(self, 'GET’, ’http://www.balabit.hu/’, 'http/1.1")
- filterURL(self, url="http://www.balabit.hu/, \
version="http/1.1’, method="GET’)

Thetwo invocationsabove will resultthe sameargumentdo bepassedo the
filterURL function.

15
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3.2.5. Classes

Classesn Pythonaresimilar to classesn otherlanguagesThey containattributes
(state)andfunctions(methods)o manipulatethe stateinformation.

Example 3-5. A sampleclassin Python

class  MyHttp(HttpProxy):

def config(self):
HttpProxy.config(self)
self.transparent_mode = TRUE

As you canseethe self parameters explicit, unlike C++wherethe’this’ pointeris
implicitly passedo memberfunctions.

Baseclassesanbespecifiedn parenthesegist afterthe nameof theclass.
Instance®f aclasscanbecreatedoy "calling” the classwith constructor
parameterpassedisargumentsConstructomof aclassis named__init__,
destructoiis called__del .

3.3. Overview of Zorp classes

16

Writing policiesusuallymeangpassingoarameterso predefinedZorp objects,so
you'll needalittle understandingvhatis whatin Zorp.

- Listener
Listeneris responsibleo listenon a network interfaceandstarta serviceif a
connections accepted.

- Service

Serviceis aclassencapsulating firewall serviceofferedto clients.A service
consistf auniguename(usedin log messageandaccessontrol),a proxy
classto instantiatewhenthe serviceis started a chainerresponsibldor
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connectingo the sener, andanauthenticatiormechanisnusedto authenticate
user (currentlydisabled)

. Chainer

Chaineris responsibldor determiningthe sener addresdo connecto. Thereare
severaldifferentChainersdefinedeachimplementinga differentmethodfor
definingthe sener addressTransparentChaine@onnectdo the original
destinationprimarily usedon transparenproxies),DirectedChaineconnectgo
apredefinedandfixedaddresgprimarily usedto directtraffic to anexternally
unaddressablieost).For moreinformationon chainersconsultthe Chainer.py
sourcefile.

- Proxyclass

Eachproxyin Zorp definesa classin Pythonfrom which you canderive your
customizedtlassesthesearereferredto asproxy classesBy deriving your class
from a particularlow level class,t determineshe protocolthatis usableon
channel$andledby your class.

« Zone

Zoneandits derivativesarethebasisin connectiorievel accesontrolin Zorp.

3.4. Creating an example policy

In this sectionwe definea samplepolicy to berunningatafictitious compaty. Our
fictitious compary hasthe following network infrastructure:

- intranetwith nonroutablelP addresse§l92.168.1.0/24)

« DMZ with nonroutablelP addresgroviding HTTP andFTP serviceto outside
hosts.(192.168.0.0/24)

+ Internetaccessvith leasedine, externallP address.0.9.8.7(1 know it’salso
nonroutableit’ sjust for the sale of theexample).

17
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3.4.1.

3.4.2.
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Theleasedineswill beconnectedo the externalinterfaceof our firewall, our
intranetandDMZ will be connectedo our firewall with dedicatednterfaces.

FIXME: figure

Basis of access contr ol: Zones

You'll needto describeyour firewall’s environmentby definingzonesthat
surroundsyour firewall.

Example 3-6. Zone definition

InetZone(intranet’, '192.168.1.0/24",
inbound_services=["*"],
outbound_services=["*"])

InetZone('DMZ’, '192.168.0.0/24’,
inbound_services=["*"],
outbound_services=["*"])

InetZone('internet’, '0.0.0.0/0',
inbound_services=["*"],
outbound_services=["*"])

In the exampleabove, we defined3 zonesintranetwith addressange
192.168.1.0/24DMZ with addressangel92.168.0.0/24andinternet0.0.0.0/0.

For now we allow all inbound,andoutboundserviceausingthe asteriskgan
asteriskmatchesall services)jf youwantto allow specificservicesyou needto use
their full name.

Providing an init() function

init)  is calledby the Zorp coreafterthepolicy file hasbeenparsedlt is the
responsibilityof this functionto setup servicesandstartlisteners.
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Thisinit functionrecevesa singleagumentnane containingthe nameof this
instancgcanbe setwith the--ascommandine argument,or usingzorpctl)

If youdon't provide aninit functionyourselfthe default oneis usedwhichtriesto
call thefunctionnamedastheinstancename.Soif you have aninstancenamed
intra_httpanddon't provide aninit() function,thefunctionintra_http()is calledand
is expectedo correctlyinitialize theinstancelf this functionis notfoundan
exceptionis raised.

If yourun severalinstancesisingthe samepolicy file, it is suggestedhatyou use
theinit functionprovidedby Zorp.

Defining a service

A serviceis somethingZorp providesto clients.Whena connections accepteda
serviceinstances started.

Example 3-7.Creating a sewice

def init()
Service("intra_http",
InbandChainer(),
HttpProxy)

Theservicedefinitionabove createsa servicewhoselD is intra_http,useshe
InbandChainer(@andlaunchesa HttpProxyfor establisheadonnections.
InbandChaineusesthe protocollogic for determiningdestinatioraddress.

Setting up a Listener

A listeneris responsibldor listeningon thegivenaddressandstartinga serviceif a
connections accepted.

Example 3-8. Setting up a Listener

Listener(SockAddrinet('192.168.1.1 ', 50080), ‘"intra_http")

19
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3.4.5.
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Theexampleabove setsup a Listenerto listenon 192.168.1.1:5008@&ndto start
ourintra_http_servicg&vhenaconnectioris accepted.

Customizing proxies

You canextendfunctionality of a givenproxy by creatinga customproxy class
derivedfrom theoriginal proxy class.

Example 3-9. Customizing proxy classes

class MyHttp(HttpProxy):

def config(self):

HttpProxy.config(self)
self.transparent_mode = FALSE
self.request["PUT"] = (HTTP_PASS,)

Theexampleabove createsa new proxy classnamedViyHttp, derivedfrom
HttpProxyandoverridingits config() method.
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from
from
from
from
from
from

Zorp.Zorp
Zorp import
Zorp.Zone
Zorp.Service
Zorp.SockAddr
Zorp.Chainer

import *

Zorp
import
import

import
import

from
from
from
from
from

Zorp.Plug
Zorp import
Zorp.Http import
Zorp.Ftp  import
Zorp.Listener

import
Hittp

import
Zorp.firewall_name =

InetZone(intranet’,
outbound_services

inbound_services=[]

InetZone('DMZ’,
outbound_services
inbound_services

InetZone('internet’,
outbound_services
inbound_services

class  BIHttp(Http.HttpProxy):

def config(self):
HttpProxy.config(self)
self.transparent_mode
self.request["POST"]

InetZone
Service

SockAddrinet

TransparentChainer,
InbandChainer,
PlugProxy

HttpProxy
FtpProxyAllow

Listener

fw@fiktiv’

'192.168.1.0/24’,

'192.168.0.0/24",

'0.0.0.0/0’,

['BIHttp",  "BIFtp",
"BDHttp",  "BDFtp",
['DIHttp",  "DIFtp"],
= ['BDHttp",  "BDFtp",
"IDHttp",  "IDFtp"]),
['IDHttp",  "IDFtp"],
['BIHttp",  "BIFtp",
"DIHttp",  "DIFtp"])
=0

= (Http.HTTP_DROP)

self.request_headers["User-Agent"]

DirectedChainer
FailoverChainer

"BIPop",
"BDSsh'],

"BDSsh",

"BlPop",

21
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[Http.HTTP_CHANGE_VALUE,

class BIFtp(FtpProxyAllow):
def config(self):
FtpProxy.config(self)
self.fw_server_data.ip_s
self.fw_client_data.ip_s

class BIPop(PlugProxy):

def config(self):
pass

class BDHttp(HttpProxy):
def config(self):
HttpProxy.config(self)
self.transparent_mode
class BDFtp(FtpProxyAllow):
def config(self):
FtpProxy.config(self)
self.fw_server_data.ip_s
self.fw_client_data.ip_s

class BDSsh(PlugProxy):

def config(self):
pass

class IDHttp(HttpProxy):
def config(self):
HttpProxy.config(self)

self.transparent_mode

class IDFtp(FtpProxyAllow):

"10.9.8.7"

= "192.168.1.1"

"192.168.0.1"
"192.168.1.1"

"Lynx/2.8.3rel.1"]
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def config(self):
FtpProxy.config(self)
self.fw_server_data.ip_s "192.168.0.1"
self.fw_client_data.ip_s = "10.9.8.7"

def user(self, dir, uname):
if uname == "ftp"
return Z_ACCEPT
elsif ~ uname == "anonymous"
return Z_ACCEPT
return  Z REJECT

class  DIHttp(PlugProxy):

def config(self):
pass

class DIFtp(FtpProxyAllow):

def config(self):
FtpProxy.config(self)
self.fw_client_data.ip_s
self.fw_server_data.ip_s

"192.168.0.1"
"10.9.8.7"

def init(name):

BIHttp_service =\
Service("BIHttp",
InbandChainer(),
BIHttp)
BIFtp_service =\

Service("BIFtp",
TransparentChainer(),
BIFtp)

BIPop_service =\
Service("BIPop",
TransparentChainer(),
BIPop)

23
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BDHttp_service =\
Service("BDHttp",
TransparentChainer(),
BDHittp)

BDFtp_service =\
Service("BDFtp",
TransparentChainer(),
BDFtp)

BDSsh_service =\
Service("BDSsh",
TransparentChainer(),

BDSsh)
IDHttp_service =\
Service("IDHttp",
DirectedChai-
ner(SockAddrinet("192.168.0.2", 80),
IDHttp)
IDFtp_service =\

Service("IDFtp",
DirectedChai-

ner(SockAddrinet("192.168.0.3", 21)),
IDFtp)

DIHttp_service =\
Service("DIHttp",
TransparentChainer(),
DIHttp)

DIFtp_service =\
Service("DIFtp",
TransparentChainer(),

DIFtp)
Liste-
ner(SockAddrinet("192.168.1.1", 3128), BIHttp_service)
Listener(SockAddrinet("192.168.1.1" , 2021), BIFtp_service)

24
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Listener(SockAddrinet("192.168.1.1" , 2110), BIPop_service)
Liste-

ner(SockAddrinet("192.168.1.1", 3080), BDHttp_service)
Listener(SockAddrinet("192.168.1.1" , 3021), BDFtp_service)
Listener(SockAddrinet("192.168.1.1" , 3022), BDSsh_service)
Listener(SockAddrinet("10.9.8.7", 80), IDHttp_service)
Listener(SockAddrinet("10.9.8.7", 21), IDFtp_service)
Listener(SockAddrinet("192.168.0.1" , 80), DIHttp_service)
Listener(SockAddrinet("192.168.0.1" , 21), DIFtp_service)

25






