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Chapter 1. Zorp achitecture
Thischaptercontainsanoverview of currentfirewall technologies,andgivesyoua
basicinsightinto Zorp architecture.

1.1. Current technologies
In this sectionwe try to giveyouanoverview of currentfirewall technologiesand
trends.

• Bastionhost

Bastionhostis aprotectedserveror workstation,having two connections
simoultaneously:1) with aprotectednetwork, and2) theinternet.Thereis no
directwaybetweenthenetworks.If aclient on theprotectednetwork wantsto
accessaserviceon theInternet,hehasto enterthebastionhost.Bastionhostsare
built in caseof specialneedsof security.

Todaythey arenotat all wide-spread,becausetheir installation,usageand
preventivemaintenancearedifficult, demandingmuchexpertise.

• Packet filtering firewall

Packet filtering firewalls - astheirnamesuggests- filters network traffic on the
packet level. Thismeansthatthedecisionaboutthepacket’s furtherprocessingis
madebasedon theinformationavailablein thepacket header(IP, UDPandTCP
headers).

This informationis notenoughin environmentswith higher-than-low risk,
becausethepacket contentsarenotchecked.

• Statefulpacket filtering

Statefulpacket filtering wasdesignedto eliminatethedisadvantagesof simple
packetfilters.Thesefirewalls try to trackassociatedpackets(TCPconnectionsfor
example)andmakedecisionson streamcontentsin additionto packet headers.
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Chapter 1. Zorp achitecture

Theproblemwith statefulpacket inspectionis thatinterpretingaTCPstreamin
thesamewayasaclientdoescannotbedone,sincesomeclientsinterpretsome
partsof theprotocoldifferently.

• Proxyfirewall

Proxyfirewallsdon’t forwardpackets.They acceptagivenconnection,and
connectto theserverendon theirown. They readprotocolrequests,interpret
themandin caseagivenrequestis allowablethey sendit on to theserver. The
realdifferencebetweenproxy firewallsandpacket filtering is thatthetwo
connections(client->proxy, proxy->server)or completelyindependentof each
other, andthatgreaterdetailof thestreamcontentscanbeanalyzed.

It is mucheasierto changestreamcontents,while anSPFcanonly insertor
removesomebytesto/from thestream,aproxyfirewall caneasilychangeit
completely. (For instanceconvertPOP3requeststo imapandviceversa)

• Modularproxyfirewall

A proxyfirewall becomesmodularwhenproxiescanbeconnectedin any way.
Thismeansthatif we haveamainprotocolhaving somesubprotocol(think of an
SSHconnectionwith a forwardedPOP3stream,or aHTTP protocolembedded
in SSL,or PPPwithin telnet)wecanattachaproxy to theembeddedpart.

Makingproxiesmodularallowsmany protocolsto correctlyanalyse,which
weren’t possiblebefore.

For example,many corporatefirewalls disallow usingSSH,becauseof its
portforwardingfeature,usinganSSHtunnelonecaneasilysubvertcorporate
policiesandopenup thewholeprotectednetwork to anoutsider.

This is adisadvantage,but completelydisallowing SSHhassomeserious
drawbackstoo.We losetheon-wireencryptionprovidedby SSH,which is amust
for protocolssendingpasswordsin theclear.

Zorpwasbuilt from thegroundup to bemodular, proxiescanbestackedwithin
eachotherin casetheparentprotocolpermitssomekind of embedded
protocol/data.Thesshproxy to beimplementedwill allow aPOP3proxy to be
attachedto thetunneledTCPconnection.Thiswayyou cancontrolwhich
featuresof sshis allowed,andalthoughthepossibilityto createa tunnelthrough
thefirewall is closed,theon-wireencryptionprovidedby SSHis not.
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Chapter 1. Zorp achitecture

1.2. Base concepts in Zorp
Zorp is acomponent-based,object-oriented,event-drivenandmodularproxy
firewall suite,whichmakesit possibleto finetuneproxydecisions(with its built in
script language),to fully analyzecomplex protocols(likeSSHwith several
forwardedTCPconnections),andto utilize outbandauthenticationtechniques
(unlikecommonpracticeswhereproxy authenticationhadto behackedinto the
protocol).

Zorp is basicallymadeup thefollowing four cooperatingbuilding blocks:

• decisionlogic

Implementedin Pythonandis primarily responsibleto sayA or B for questions.
Thesequestionsareaskedby thelow level proxymodulesto know how to treat
theirpeers.

It is implementedashooksanadministratorcanoverride,or whoseresultis
definedthroughparameterstheadministratorcanset,or change.

• connectingproxymodules

SinceZorp is modular, modulesmustbeconnectedin awaymeaningfulto the
currentapplication.

• applicationlevel gateways,proxies

Theseareimplementedin nativeprogramminglanguage.They work closelywith
thedecisionlogic, sothedetailsof theprotocolcanbecontrolledby the
administrator.

• authenticationmodules

Zorpwasdesignedto supportuserauthenticationfrom thegroundup.Current
practicesof userauthenticationon firewalls requireaspecialextensionto the
protocol,which is usedto passauthenticationcredentials.Insteadof this Zorp
supportsoutbanduserauthentication,whereachannelotherthanthecurrent
protocolchannelis usedto passthis information.
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1.2.1. Component based
Componentbaseddevelopmenthasseveraladvantagesover traditionalprogram
development:reusability, smallercodesize,higherlevel languages,language
independenceetc.

Zorp is alsousingcomponents,but it doesn’t dependon largecomponentsystems
likeOMG CORBA or Microsoft DCOM. Usingthoseon afirewall wouldbe
questionable,becauseof securityreasons.

A componentin zorpis aninterface,asetof functionsandvariables,whichhides
detailsin theimplementation.Changingtheimplementationdoesn’t effect
interoperabilitywith otherinterfaces.

Thefour mostimportantcomponentsin Zorpare:

• ZorpListen

Implementsa listenerwhichacceptsconnections,andcallsthegivencallbackif a
connectionis accepted.A connectionis representedby a ZorpStreaminterface.

• ZorpConnect

Connectsto thegivenaddress,andcallsthegivencallbackif theconnectionis
established.Theresultconnectioncanalsoberepresentedby aZorpStream
interface.

• ZorpStream

This is a full-duplex streamwith readandwrite operations,andareusedby
Proxiesto transmitdata.

• ZorpProxy

A ZorpProxyreceivestwo ZorpStreamsrepresentingtheclientandtheserver
side.ZorpProxyis responsibleto connectthesewith anappropriateprotocol.

Proxymodules(applicationgateways)implementthis interface,andareloaded
dynamically.

Thisspartaicinterfaceprovidedby Zorp is enrichedwith utility classes
implementedin Python.Theseutility classesacceptandmakeconnections,and
starttheappropriateproxymodulefor aconnection.Sincethecoreof zorpdoesn’t
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Chapter 1. Zorp achitecture

evenknow aboutthingslikeaccesscontrol,thesearealsoimplementedin Python.
(decidingif agivenconnectionis allowedor not)

1.2.2. Object oriented
Althoughbuilding asystemfrom componentsis alsoanOOPapproach,thereal
power is thelanguagewheredecisionscanbespecified.Thelanguage- Python- is
aneasyto learn,clean,andpowerful objectorientedlanguage.

Theadministratorcaneitherdefinehisown reusablesetof classes,or canusethe
onesprovidedby us.

1.2.3. Event driven
Eventdrivenin thecontext of zorpdoesn’t exactlymeanthethingyouareusedto in
connectionwith GUI programming.Eventdrivenmeansthatproxiessendeventsto
thedecisionlayer, andtheresultcontrolsthebehaviour of theproxy.

For exampletheFTPproxy modulesendsaneventwhenever thetransmissionof a
file is requested.Theadministratorthencanhookinto theprocessingof this event,
anddecideif thegivenfile transferis allowed,or not. (for instanceby checkingthe
currentdirectory).

Wearenothowever limited to yes/noanswers.With thefollowing meansof
communicationwecancreatequitecomplex controlmechanisms:

1. Events

Eventsaresentby theunderlyingProxyto theeventhandlerclassimplemented
in Python.It mayhaveoneor moreparameters,andreturnsa valuemodifying
proxybehaviour. Handlinganeventmeansimplementinganobjectmethodin
Python.

2. Attributes

Attributesrepresenttheinternalstateof theproxywhich it decidesto make
availableto thepolicy layer.
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Chapter 1. Zorp achitecture

3. Callbacks

Callbacksaresimilar to eventswith thedifferencethatthey arecalledby the
policy layer, andimplementedby theproxy (contrarytheeventis calledby the
proxyandimplementedin thepolicy)

1.2.4. Modular
Eachproxy modulecanbeanup-level proxy, whereit is directlyconnectedto the
serverandtheclient,or canbeattachedasa subprotocolproxy to aparentproxy.
This is thecasewhena multiplexerprotocol(likeSSH),mustbefully analyzed.
This is calledstackinga proxy into another.
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Chapter 2. Parts of Zorp
In this chapterwe’ll haveaquick overview on thepartsa typicalZorp installation
has

2.1. Configuration
Theconfigurationandfirewall policy is storedin a Pythonmodulefoundin
/etc/zorp/policy.py by default.

2.2. Python utility classes
As wewroteearlierthespartaicinterfaceprovidedby theZorpcoreis coveredby
utility classesimplementedin Python.Theseclassesarestoredin theZorp python
package,foundin the /usr/share/zorp/pylib directory. Youhave to makesure
thatthePYTHONPATH is correctlysetup to point to this directory.

2.3. Proxy modules
Sharedobjectscontainingproxy modulescanbefoundin the /usr/lib/zorp

directory.

2.4. Zorp binar y
Thezorpbinaryitself canalsobefoundin the /usr/lib/zorp directory, but prior
to runningit youhaveto setsomeenvironmentvariables(doneby thezorpctlscript)
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2.5. Instances description
YoucanrunseveralZorp instanceson thesamefirewall. their startupparametersare
storedin the /etc/zorp/instances.conf file.
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Chapter 3. Creating policies
Theconfigurationanddecisionpolicy usedby Zorp is madeup by standardPython
statements,whichusetheservicesprovidedby theZorp coreandutility classes.
Thischaptercontainsa stepby stepintroductionto thepolicy structurewith asmall
overview of thePythonlanguage.

3.1. Reading the polic y
Thepolicy file is readin two steps.First thefile policy.boot file is read,andif
it’ sprocessedsuccessfully, thefile providedby theadministrator
/etc/zorp/policy.py is processed.

policy.boot file is usedinternally, you normallywon’t needto touchit. It is used
to initialize theZorp - policy interface.

/etc/zorp/policy.py is thelocal firewall policy, andcontainsvalid Python
statementsdescribingtheconfigurationof your firewall.

3.2. Python overview
Pythonis anobjectoriented,interpretedlanguageknown from its clearsyntaxand
consistentdesign.Thissectionis notmeantasanexhaustivePythonreference,just
asafirst glanceintroductionyoumayneedto createpolicies.If youwantto know
moreaboutPython,consultthePythondocumentation.

3.2.1. Modules and Packages
Chunksof pythoncode(variables,functionsandclasses)canbeorganizedinto
modules.To usesomethingfrom amodule,you’ll needto import themodulewith
theimport keyword.

Example 3-1.Sampleimport statement
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Chapter 3. Creating policies

import HttpProxy

Theimport statementabovewill createa referenceto theHttpProxymodule.You
canaccesspartsof amodulewith thedotoperator:HttpProxy.HTTP_POLICY .

Modulescanbegroupedinto apackage,which in itself is amoduleof modules.So
accessingasubmodulein apackagecanbedoneZorp.HttpProxy providedyou
haveapackagenamedZorp,andit hasasubpackagenamedHttpProxy.

Zorp classesareprovidedin apackagenamedZorp. It hasseveralsubmodules,for
detailsconsultthedocstringsin Pythonfiles in
/usr/share/zorp/pylib/Zorp/*.py

To avoid having to usefull referencesto variables,you canusenamedimports.The
syntaxfor namedimportsis demonstratedin thefollowing example.

Example 3-2.Namedimports

from Zorp.HttpProxy import HttpProxy

Thisway theidentifierHttpProxywill beimportedto thelocal namespaceand
insteadof writing Zorp.HttpProxy.HttpProxy, youcouldsimplywrite HttpProxy.

Weusuallyusethesecondform whenimportingidentifiers.It hasthebenefitsthat
wecanexactlyseewhatpartsof theimportedmoduleareused.

3.2.2. Statements
In python,statementsarenot terminatedwith asemicolon.Line terminationendsa
statement,thoughthiscanbechangedby usinga ’\’ at theendof theline.

Compoundstatementslike if andwhile useindentationto markthenested
commands,like in thefollowing example:

Example 3-3.Nestedcommands

if self.request_url == "http://www.balabit.hu/":
return Z_ACCEPT
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return Z_REJECT

Thebeginningof theblock is markedby thecolonat theendof thefirst line, the
block is assumedto beendedwhentheindentationstepsbackonelevel.

3.2.3. Variab les
All variablesin Pythonaredynamicallytyped,which meansthatthetypeof a
variableis determinedat runtimewhena valueis assignedto thatvariable.

Variablesdoesn’t have to beexplicitly declared,thoughreadingundefinedvariables
resultin anexception.

3.2.4. Functions
Functionscanbedefinedusingthedef keyword.

Example 3-4.Samplefunction declaration

def filterURL(self, method, url, version):
return Z_ACCEPT

During theexecutionof thefilterURL function,thelocal variablesself,method,url
andversionwill bedefined.

Calling thefunctionabovecanhave two formats:

• filterURL(self, ’GET’, ’http://www.balabit.hu/’, ’http/1.1’)

• filterURL(self, url=’http://www.balabit.hu/’, \
version=’http/1.1’, method=’GET’)

Thetwo invocationsabovewill resultthesameargumentsto bepassedto the
filterURL function.
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3.2.5. Classes
Classesin Pythonaresimilar to classesin otherlanguages.They containattributes
(state)andfunctions(methods)to manipulatethestateinformation.

Example 3-5.A sampleclassin Python

class MyHttp(HttpProxy):

def config(self):
HttpProxy.config(self)
self.transparent_mode = TRUE

As youcanseetheself parameteris explicit, unlikeC++ wherethe’this’ pointeris
implicitly passedto memberfunctions.

Baseclassescanbespecifiedin parenthesesjust afterthenameof theclass.
Instancesof aclasscanbecreatedby "calling" theclasswith constructor
parameterspassedasarguments.Constructorof aclassis named__init__,
destructoris called__del__.

3.3. Overview of Zorp classes
Writing policiesusuallymeanspassingparametersto predefinedZorpobjects,so
you’ll needa little understandingwhatis whatin Zorp.

• Listener

Listeneris responsibleto listenonanetwork interfaceandstartaserviceif a
connectionis accepted.

• Service

Serviceis aclassencapsulatinga firewall serviceofferedto clients.A service
consistsof auniquename(usedin log messagesandaccesscontrol),aproxy
classto instantiatewhentheserviceis started,achainerresponsiblefor
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connectingto theserver, andanauthenticationmechanismusedto authenticatea
user. (currentlydisabled)

• Chainer

Chaineris responsiblefor determiningtheserveraddressto connectto. Thereare
severaldifferentChainersdefinedeachimplementinga differentmethodfor
definingtheserveraddress.TransparentChainerconnectsto theoriginal
destination(primarily usedon transparentproxies),DirectedChainerconnectsto
apredefinedandfixedaddress(primarily usedto directtraffic to anexternally
unaddressablehost).For moreinformationon chainersconsulttheChainer.py

sourcefile.

• Proxyclass

Eachproxy in Zorpdefinesa classin Pythonfrom which youcanderiveyour
customizedclasses,thesearereferredto asproxyclasses.By deriving your class
from a particularlow level class,it determinestheprotocolthatis usableon
channelshandledby your class.

• Zone

Zoneandits derivativesarethebasisin connectionlevel accesscontrolin Zorp.

3.4. Creating an example polic y
In this sectionwedefineasamplepolicy to berunningata fictitiouscompany. Our
fictitious company hasthefollowing network infrastructure:

• intranetwith nonroutableIP addresses(192.168.1.0/24)

• DMZ with nonroutableIP addressproviding HTTP andFTPserviceto outside
hosts.(192.168.0.0/24)

• Internetaccesswith leasedline, externalIP address10.9.8.7(I know it’ salso
nonroutable,it’ s just for thesakeof theexample).
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Theleasedlineswill beconnectedto theexternalinterfaceof our firewall, our
intranetandDMZ will beconnectedto ourfirewall with dedicatedinterfaces.

FIXME: figure

3.4.1. Basis of access contr ol: Zones
You’ll needto describeyourfirewall’senvironmentby definingzonesthat
surroundsyour firewall.

Example 3-6.Zone definition

InetZone(’intranet’, ’192.168.1.0/24’,
inbound_services=["*"],
outbound_services=["*"])

InetZone(’DMZ’, ’192.168.0.0/24’,
inbound_services=["*"],
outbound_services=["*"])

InetZone(’internet’, ’0.0.0.0/0’,
inbound_services=["*"],
outbound_services=["*"])

In theexampleabove,we defined3 zones:intranetwith addressrange
192.168.1.0/24,DMZ with addressrange192.168.0.0/24,andinternet0.0.0.0/0.

For now weallow all inbound,andoutboundservicesusingtheasterisks(an
asteriskmatchesall services),if youwantto allow specificservicesyou needto use
their full name.

3.4.2. Providing an init() function
init() is calledby theZorp coreafterthepolicy file hasbeenparsed.It is the
responsibilityof this functionto setup servicesandstartlisteners.
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This init functionreceivesa singleargumentname containingthenameof this
instance(canbesetwith the--ascommandline argument,or usingzorpctl)

If youdon’t provideaninit functionyourselfthedefault oneis used,which triesto
call thefunctionnamedastheinstancename.Soif youhaveaninstancenamed
intra_httpanddon’t provideaninit() function,thefunctionintra_http()is calledand
is expectedto correctlyinitialize theinstance.If this functionis not foundan
exceptionis raised.

If you run severalinstancesusingthesamepolicy file, it is suggestedthatyou use
theinit functionprovidedby Zorp.

3.4.3. Defining a service
A serviceis somethingZorpprovidesto clients.Whenaconnectionis accepted,a
serviceinstanceis started.

Example 3-7.Creating a service

def init()
Service("intra_http",

InbandChainer(),
HttpProxy)

TheservicedefinitionabovecreatesaservicewhoseID is intra_http,usesthe
InbandChainer()andlaunchesaHttpProxyfor establishedconnections.
InbandChainerusestheprotocollogic for determiningdestinationaddress.

3.4.4. Setting up a Listener
A listeneris responsiblefor listeningon thegivenaddress,andstartingaserviceif a
connectionis accepted.

Example 3-8.Settingup a Listener

Listener(SockAddrInet(’192.168.1.1 ’, 50080), "intra_http")
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Theexampleabovesetsup aListenerto listenon 192.168.1.1:50080,andto start
our intra_http_servicewhenaconnectionis accepted.

3.4.5. Customizing proxies
You canextendfunctionalityof agivenproxy by creatingacustomproxyclass
derivedfrom theoriginal proxyclass.

Example 3-9.Customizing proxy classes

class MyHttp(HttpProxy):

def config(self):
HttpProxy.config(self)
self.transparent_mode = FALSE
self.request["PUT"] = (HTTP_PASS,)

Theexampleabovecreatesanew proxyclassnamedMyHttp, derivedfrom
HttpProxyandoverridingits config()method.
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Appendix A. Example polic y
from Zorp.Zorp import *
from Zorp import Zorp
from Zorp.Zone import InetZone
from Zorp.Service import Service
from Zorp.SockAddr import SockAddrInet
from Zorp.Chainer import TransparentChainer, DirectedChainer \

InbandChainer, FailoverChainer
from Zorp.Plug import PlugProxy
from Zorp import Http
from Zorp.Http import HttpProxy
from Zorp.Ftp import FtpProxyAllow
from Zorp.Listener import Listener

Zorp.firewall_name = ’fw@fiktiv’

InetZone(’intranet’, ’192.168.1.0/24’,
outbound_services = ["BIHttp", "BIFtp", "BIPop",

"BDHttp", "BDFtp", "BDSsh"],
inbound_services=[]

InetZone(’DMZ’, ’192.168.0.0/24’,
outbound_services = ["DIHttp", "DIFtp"],
inbound_services = ["BDHttp", "BDFtp", "BDSsh",

"IDHttp", "IDFtp"]),

InetZone(’internet’, ’0.0.0.0/0’,
outbound_services = ["IDHttp", "IDFtp"],
inbound_services = ["BIHttp", "BIFtp", "BIPop",

"DIHttp", "DIFtp"])

class BIHttp(Http.HttpProxy):

def config(self):
HttpProxy.config(self)
self.transparent_mode = 0
self.request["POST"] = (Http.HTTP_DROP)

self.request_headers["User-Agent"] = \
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[Http.HTTP_CHANGE_VALUE, "Lynx/2.8.3rel.1"]

class BIFtp(FtpProxyAllow):

def config(self):
FtpProxy.config(self)
self.fw_server_data.ip_s = "10.9.8.7"
self.fw_client_data.ip_s = "192.168.1.1"

class BIPop(PlugProxy):

def config(self):
pass

class BDHttp(HttpProxy):

def config(self):
HttpProxy.config(self)
self.transparent_mode = 1

class BDFtp(FtpProxyAllow):

def config(self):
FtpProxy.config(self)
self.fw_server_data.ip_s = "192.168.0.1"
self.fw_client_data.ip_s = "192.168.1.1"

class BDSsh(PlugProxy):

def config(self):
pass

class IDHttp(HttpProxy):

def config(self):
HttpProxy.config(self)
self.transparent_mode = 0

class IDFtp(FtpProxyAllow):
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def config(self):
FtpProxy.config(self)
self.fw_server_data.ip_s = "192.168.0.1"
self.fw_client_data.ip_s = "10.9.8.7"

def user(self, dir, uname):
if uname == "ftp"

return Z_ACCEPT
elsif uname == "anonymous"

return Z_ACCEPT
return Z_REJECT

class DIHttp(PlugProxy):

def config(self):
pass

class DIFtp(FtpProxyAllow):

def config(self):
FtpProxy.config(self)
self.fw_client_data.ip_s = "192.168.0.1"
self.fw_server_data.ip_s = "10.9.8.7"

def init(name):

BIHttp_service = \
Service("BIHttp",

InbandChainer(),
BIHttp)

BIFtp_service = \
Service("BIFtp",

TransparentChainer(),
BIFtp)

BIPop_service = \
Service("BIPop",
TransparentChainer(),
BIPop)
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BDHttp_service = \
Service("BDHttp",
TransparentChainer(),
BDHttp)

BDFtp_service = \
Service("BDFtp",
TransparentChainer(),
BDFtp)

BDSsh_service = \
Service("BDSsh",
TransparentChainer(),
BDSsh)

IDHttp_service = \
Service("IDHttp",
DirectedChai-

ner(SockAddrInet("192.168.0.2", 80),
IDHttp)

IDFtp_service = \
Service("IDFtp",
DirectedChai-

ner(SockAddrInet("192.168.0.3", 21)),
IDFtp)

DIHttp_service = \
Service("DIHttp",
TransparentChainer(),
DIHttp)

DIFtp_service = \
Service("DIFtp",
TransparentChainer(),
DIFtp)

Liste-
ner(SockAddrInet("192.168.1.1", 3128), BIHttp_service)

Listener(SockAddrInet("192.168.1.1" , 2021), BIFtp_service)
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Listener(SockAddrInet("192.168.1.1" , 2110), BIPop_service)
Liste-

ner(SockAddrInet("192.168.1.1", 3080), BDHttp_service)
Listener(SockAddrInet("192.168.1.1" , 3021), BDFtp_service)
Listener(SockAddrInet("192.168.1.1" , 3022), BDSsh_service)
Listener(SockAddrInet("10.9.8.7", 80), IDHttp_service)
Listener(SockAddrInet("10.9.8.7", 21), IDFtp_service)
Listener(SockAddrInet("192.168.0.1" , 80), DIHttp_service)
Listener(SockAddrInet("192.168.0.1" , 21), DIFtp_service)
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