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Preface

1. Scope
ReferencematerialaboutZorpFirewall Suite.

2. Intended audience
Thisguideis intendedfor useby systemadministratorswhoareresponsiblefor
creatingandmaintainingnetwork security. You’ll needexperiencein thefollowing
fieldsbeforereadingthis guide:

• Unix systemadministration

• Internetprotocols(IP, TCP, UDP)

• Network topologyandarchitecture

3. Summar y of contents

• Chapter1, Filesanddirectories,describesthefilesanddirectoriesusedby Zorp.

• Chapter2, Commandline interface,describesall commandsandtheirpossible
arguments.

• Chapter3, Messagesandlogging,describesthemessageformatemittedby Zorp.

• Chapter4, referencemanualfor PythonfunctionsandclassescomprisingZorp.
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Chapter 1. Files and directories
Thischapterdescribesthefilesanddirectoriesusedby theZorpFirewall Suite.

1.1. Directories
Zorp is usingthestandardUnix directoryhierarchyfor its files,but theexact
locationof thefiles is determinedat configurationtime.

An installationprefixcanbechosenat configurationtimewhich is representedby
$prefix in theTable1-1below.

Table 1-1.Dir ectoriesusedby Zorp

Director y Description

$prefix/bin Binariesandscripts

$prefix/sbin Superuserbinariesandscripts

$prefix/lib/zorp Main Zorp library andproxymodules.

$prefix/share/zorp Pythonmodulesandotherarchitecture
independentdata.

$prefix/share/man Manualpagesfor Zorp commands.

/etc/zorp Configurationdatafor Zorp.Notethat
thelocationof this directorydoesn’t
dependon$prefix.

1.2. Files

Table 1-2.Filesusedby Zorp

File Description
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Chapter 1. Files and directories

File Description

$prefix/bin/zorp-config Thisscriptis to beusedby third party
proxymodulesto find outnecessary
compilationoptions.

$prefix/sbin/zorpctl Thisscriptis usedto start,stopandquery
Zorp instances.It setsup thenecessary
environment(LD_LIBRARY_PATH and

PYTHONPATH) for Zorp to run and

uses the information stored in

/etc/zorp/instances.conf

/etc/zorp/instances.conf Containsstartupparametersfor Zorp
instances.

/etc/zorp/policy.py Local firewall policy usedby zorp
instancesrunningon thegivenhost.

$prefix/share/man/ Manualpagesfor zorp(8),zorpctl(8)and
instances.conf(5).

$prefix/share/zorp/pylib/*.py Utility classesandproxy wrappersto be
usedby firewall policies.PYTHONPATH
must be set to point to this

directory.

$prefix/share/zorp/policy.boot Policy bootfile usedby Zorp at startup.

$prefix/lib/zorp/libzorp.so Zorpcorelibrary, it’ susedby all proxy
modulesandthemainzorpbinaryitself.
LD_LIBRARY_PATH must be set so

that Zorp can find this

library.

$prefix/lib/zorp/lib*.so Eachproxymodulehasacorresponding
sharedobjectto beloadedon demand.A
proxymodulenamed"http" will be
loadedfrom libhttp.so.0.

1.2.1. /etc/zorp/instances.conf

18
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Thisfile containsstartupparametersfor Zorp instances.Emptylinesandthose
beginningwith ‘#’ areignored.Otherwisethefirst word of eachline is takenasthe
nameof aninstance.Theinstancenamemustbeavalid Pythonidentifier, soit
shouldbegin with a letterandcontinuewith letters,numbersor underscore.

After theinstanceidentifier, commandline argumentsfor Zorp canbegiven.
They’ ll bepassedto Zorpwhentheinstanceis started.The--as commandline
argumentis alwayspassedregardlesswhetherit is listedamongparametersor not.

Example 1-1.A sampleinstances.conf file

zorp_intra --verbose=3 --log-spec ftp.*:8
zorp_dmz --verbose=5 --log-spec http.*:8
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Chapter 2. Command line interface
Thischaptercontainsreferencedocumentationfor all commandsincludedin Zorp.

2.1. zorp-config
zorp-config is asimplescriptgeneratedduringtheconfigurationphaseto helpthird
partymodulesfinding yourZorp installationandcompilationsettings.It is only
usedfor compilingmodules.

2.1.1. Synopsis

zorp-config [--prefix[=DIR]] [--exec-prefix[=DIR]] [--
version] [--libs] [--cflags]

2.1.2. Arguments

Table 2-1.Command line argumentsof zorp-config

Argument Description

--prefix

--exec-prefix

--version

--libs

--cflags

2.2. zorpctl
zorpctl is primarily usedto controlZorp instances.It is ableto startaninstance,to
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stopanalreadyrunninginstance,andto queryversioninformationof thecurrently
installedZorpFirewall.

zorpctl is awrapperscriptaroundthemainzorp binary, first settingthenecessary
environmentvariables(for exampleLD_LIBRARY_PATH andPYTHONPATH) and
doingwhatever is requiredfor thecurrentlyrequestedoperation.

To startaninstanceyou’ll needto issueazorpctl start <instancename>command.
Emptyinstancenamereferto all instances,thusasimplezorpctl start will startall
instanceslistedin yourinstances.conf file.

An instanceis assumedto berunningif its pidfile exists.Zorpcreatesthispidfile on
startup,anddeletesduringexit, sothis is asafeassumption.Howeverzorpctl will
notbeableto stopinstanceswithoutapidfile.

2.2.1. Synopsis

zorpctl <operation> [options]

Whereoperationis oneof "start", "stop","restart"or "version"andoptionsis
usuallya list of instancenames.

2.2.2. Arguments

Table 2-2.Command line argumentsof zorpctl

Argument Description

start Startthegivenor all instances.

stop Stopthegivenor all instances.

restart Stopandthenstartthegivenor all
instances.

version Displayversionandcompilation
informationof your Zorp installation.
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2.3. zorp
zorp is themainZorp binary. Startingit will startanew Zorp instancewith the
specifiedparameters.

Note: prior to starting zorp, you have to correctly set the LD_LIBRARY_PATH

and PYTHONPATH environment variables. zorpctl described in Section 2.2 does
this for you.

2.3.1. Synopsis

zorp [options]

Whereoptionscanbeoneof theargumentsasspecifiedin thefollowing table.

2.3.2. Arguments

Table 2-3.Command line argumentsof zorp

Argument Shor t Description

--as <name> -a Specifiestheinstancenameof theinstance
to berun.

--caps <spec> -C SetthePOSIX1003.1ecapabilitymaskof
therunningprocessasspecifiedby spec.
If this option is not specified

the default

cap_net_bind_service,cap_net_admin=p

is used. The exact syntax of the

spec is described in the

cap_from_text(3) manual page.

--gid <num> -g Setthegid of therunningprocessto num.

--help -h Displaysummaryof commandline
parameters.
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Argument Shor t Description

--log-spec <spec> -s Setverbositylevel onapermessage
categorybasis.spec is a filter

specification as descibed in

Section 3.2.

--log-tags -T Prependthemessagetagof eachmessage
whensentto thelog.

--no-caps -N Zorpsetsits own capabilitysetto adefault
evenif --caps is not specified.
This behaviour can be
overridden with this
parameter.

--no-syslog -l Do notsendmessagesto syslog,write them
to stdoutinstead

--policy <file> -p Usefile as the file containing

the policy to use.

--uid <num> -u Settheuid of therunningprocessto num.

--verbose=<num> -v<num> Setverbositylevel to num. This is the

default verbosity if the

parameter --log-spec doesn’t

specify one for a given log tag.

--version -V Displayversionandcompilation
information.
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Thischapterdescribestheformatof messagesgeneratedby Zorp,andthefeatures
you canuseto controlwhichmessagesaregenerated.

Zorp sendsall its messagesto thestandardUNIX syslogsubsystemby default,but
you canchangethis usingthe--no-syslog commandline option,which tells
Zorp to sendmessagesto its standardoutput.Generallythis featureis meantfor
debuggingpurposesonly, messagesshouldgo to syslog.

Zorp hasanumberof featuresto aid log analysisandfiltering:

• consistentmessageformat

• messagetagsattachedto eachmessagespecifyinglog category

• verbositylevelson apercategory basis

3.1. Verbosity level
Eachmessagehasa minimumverbositylevel whichspecifiestheminimum
verbositylevel of Zorp,wherethatgivenmessageshouldbewritten to thelogfiles.
Thismeansthatif amessagehasaminimumverbositylevel of 4, andZorp is
runningat--verbose=3 thatmessagewill not besentto your syslog.Of courseat
--verbose=4 or greaterthemessagewill bedisplayed.

You canchangetheverbositylevel of Zorp via the--verbose commandline
option,or onamessagetagbasis,usingthe--log-spec parameter.

3.2. Message tags
A messagetagis adotseparatedlist of identifiers,specifyingthenon-hierarchical
category for thegivenmessage.Thesenon-hierarchicalcategoriesarenamed
hierarchically, eachpartbeingmoreandmorespecific.Examplesfor messagetags
are:core.policy or http.request.

Messagetagscanbeusedfor at leasttwo differentpurposes:
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1. write themto thesyslog,solateranalysismaymakeuseof it

2. filter messagesin differentcategories

Thefirst possibilitycanbeenabledusingthe--log-tags commandline switch
to Zorp.

In additionto simplywriting it to yoursyslog,youcanspecifydifferentverbosity
levelsfor differentlog categorieswith the--log-spec commandline switch.

--log-spec is a list of commaseparatedclauses.Eachclausespecifiesthe
verbositylevel for amatchingsetof categories.A clauseis in theform
messagetag:level, wheremessagetagis matchedleft to right, andmaycontain
’*’ asawild-cardfor eachpart.Level is theverbositylevel for thematching
messagetag.An examplelog specificationmightbe:
--log-spec=ftp.*:10,core.debug:0

Processingis not stoppedon thefirst match,thelastmatchingclausewill beused.If
noneof themmatches,thedefault verbositylevel specifiedby --verbose will be
used.

3.3. Session ID
Zorpassignsasessionidentifierto eachsessionthatgoesthroughit. ThissessionID
is uniqueduringasinglerun.

ThesessionID is madeup from thefollowing parts:

• instancename(asspecifiedwith the--as commandline option).

• servicename(asnamedin thepolicy file)

• serviceinstancenumber(sequencenumber)with a ’:’ prepended,if themessage
belongsto agiveninstance.

• proxymodulesendingthemessage,if applicable.

Thepartsdiscussedaboveareseparatedby a slash(/), andthewholesessionid is
enclosedin parentheses.
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Example 3-1.SamplesessionID

(zorp/intra_http:123/http)

• zorp is theinstancename,

• intra_http is thenameof theservice

• :123 is thesequencenumberof theserviceinstance

• http is themodulenamethis messagewassentby.

Messagesthatarenot relatedto aserviceareusinga fakesessionID with service
name:"nosession".

3.4. Message format
Messagesareformattedasfollows:

1. informationinsertedby thesyslogsubsystem:date,hostnameandprogram.

2. messagetagwith acolonappended,if enabledby the--log-tags
commandline argument.

3. session
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4.1. Module AnyPy
Thismoduledefinesaninterfaceto theAnyPyproxyasimplementedin Zorp.
AnyPy is basicallyaPythonproxy whichmeansthattheproxy behaviour is defined
in Pythonby theadministrator.

4.1.1. Impor ted modules

• import Connector

Implementsclassesto establishaconnection.

• import Proxy

Moduledefiningclassesencapsulatingnativeproxies.

• import Service

Moduledefiningservicerelatedclasses.

• import Zorp

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

4.1.2. Class AnyPyPr oxy
ThisclassencapsulatesAnyPy, aproxymodulecallingaPythonfunctionto do all
of its work. It canbeusedfor definingproxiesfor protocolsnotdirectlysupported
by Zorp.

4.1.2.1. Attrib utes

27



Chapter 4. Python reference

none

4.1.2.2. Constructor __init__

Constructorto initialize anAnyPy instance.

Synopsis

__init__ ( self, session )

Description

Thisconstructorinitializesanew AnyPy instancebasedonargumentsandcallsthe
inheritedconstructor.

Arguments

Table 4-1.Ar gumentsfor AnyPyProxy.__init__()

self this instance

session sessionwebelongto

4.1.2.3. Method proxyThread

Functioncalledby thelow level proxycoreto performtransferringrequests.

Synopsis

proxyThread ( self )

Description
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This functionis calledby theproxymoduleto performtransferringrequests.It may
usetheself.session.client_stream andself.session.server_stream
streamsto readdatafrom andwrite datato.

Arguments

Table 4-2.Ar gumentsfor AnyPyProxy.proxyThread()

self this instance

Exceptions

• NotImplementedError

4.2. Module Chainer
Thismoduledefinesanabstractinterface(classAbstractChainer) usedby
proxiesto connectto their serverendpoint,andsomederivedclasseswhichfill the
abstractclasswith somerealfunction,mostnotablyTransparentChainerand
DirectedChainer.

4.2.1. Impor ted modules

• from Connectorimport Connect

Implementsclassesto establishaconnection.

• from SockAddrimport SockAddrInet
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ModuleimplementingSockAddrhandlingfunctions.

• from Streamimport Stream

Moduleexportinganinterfaceto theZorp.Streamcomponent.

• from Zorpimport *

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

• import socket

4.2.2. Class AbstractChainer
Proxiesareorganizedhierarchically, wherethetop level proxy is directlyconnected
to server, andthelow level proxy is connectedto theupperlevel proxy. Theterm
chainingmeansestablishingtheconnectionbetweenaproxy andits parent.A
chaineris aclassresponsiblefor chaining.

A chaineris only requiredfor top level proxies,but maypresentin stackedonestoo.
Thedefault chainingbehaviour whenthere’sno chainerdefined(ie.
self.session.chainer is None) is to pick upself.session.server_fd,
which in turngetssetwhenthestackedproxy is started.

Thetaskof chainersusedfor top level proxiesis to connectto thetargetserver.

4.2.2.1. Attrib utes

none

4.2.2.2. Method connectSer ver

Functionto performchainingto theparentproxyor remoteserver.

Synopsis

connectServer (
self,
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session,
host,
port,
)

Description

This is aninterfacefunctionto becalledto chainup to theparentproxy (or to the
remoteserver)

Theparametershost andport arehintsgivenby theproxy, they maybeignored
(like in TransparentChainer)or takeninto account(like in InbandChainer).

Arguments

Table 4-3.Ar gumentsfor AbstractChainer.connectServer()

self this instance

session Sessionobject

host hostto connectto (sockaddr).

port port to connectto

Exceptions

• NotImplementedError

4.2.2.3. Method estab lishConnection

Functionto actuallyestablishaconnection.
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Synopsis

establishConnection (
self,
session,
local,
remote,
)

Description

Internalfunctionto establishaconnectionwith thegivenlocal andremote
addresses.It is usedby derivedchainerclassesafterfindingout thedestination
addressto connectto. This functionperformsaccesscontrolchecks.

Arguments

Table 4-4.Ar gumentsfor AbstractChainer.establishConnection()

self this instance

session Sessionobject

local bindaddress

remote hostto connectto

Exceptions

• DACException

Returns

Thefd of theconnectionto theserver
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4.2.3. Class DirectedChainer
Thischainerconnectsto apredefinedserverdeterminedat instancecreationtime,
independentlyof theoriginal destinationof theconnectionrequest.It canbeusedto
addressanonrouteablehostfrom thefirewall.

4.2.3.1. Attrib utes

Table 4-5.Attrib utesfor classDir ectedChainer

local Thelocaldataof theconnection

remote Thedataof theserver

forge_addr forgeclientaddresswhenconnectingto
theserver

4.2.3.2. Examples

Example 4-1.Samplefor Dir ectedChainerusage

Service("inter_HTTP_dmz",
DirectedChainer(SockAddr(192.168.0.2, 80)),
HttpProxy)

4.2.3.3. Constructor __init__

Constructorto initialize aDirectedChainerinstance.

Synopsis

__init__ (
self,
remote,
local=None,
forge_addr=0,
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)

Description

Setsinstanceattributesbasedon parameters.

Arguments

Table 4-6.Ar gumentsfor Dir ectedChainer.__init__()

self this instance

local Localaddressof theconnection

remote Addressof theserver

forge_addr forgeclientaddresswhenconnectingto
theserver

4.2.3.4. Method connectSer ver

Functionto connectto thepredefinedremoteserver.

Synopsis

connectServer (
self,
session,
host,
port,
)

Description
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This functionestablishesconnectionto theremoteserver forging theclient address
if necessary.

Arguments

Table 4-7.Ar gumentsfor Dir ectedChainer.connectServer()

self this instance

session Thedataof thecurrentsession

host notused

port notused

Returns

Thefd givenby establishConnection

4.2.4. Class Failo verChainer
Failoverchainertriesto connectseveralhostsin roundrobin fashionuntil oneof
themsucceeds,formingasimplefailoverandloadbalancesolution.

4.2.4.1. Attrib utes

Table 4-8.Attrib utesfor classFailoverChainer

hosts Thelist of addressesto try

local theaddressof thelocalendof the
connection

forge_addr forgeclientaddress

current_host Theindex of theactualhostin thelist
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4.2.4.2. Constructor __init__

Constructorto initializesaninstanceof FailoverChainer

Synopsis

__init__ (
self,
hosts,
local=None,
forge_addr=0,
)

Description

Setsattributesbasedonparameters.

Arguments

Table 4-9.Ar gumentsfor FailoverChainer.__init__()

self this instance

hosts Thelist of addressesto try

local addressto bind to (Optional)

forge_addr forgeclientaddress(Optional)

4.2.4.3. Method connectSer ver

Calledby theproxy to connectto theremoteserver.

Synopsis

connectServer (
self,
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session,
host,
port,
)

Description

Triesto connectto eachhostround-robinuntil oneof themsucceeds.

Arguments

Table 4-10.Ar gumentsfor FailoverChainer.connectServer()

self this instance

session Thedataof thecurrentsession

host notused

port notused

Returns

Thefd givenby establishConnection

4.2.4.4. Method getHostAd dress

Functionto returnstheactualhostto attemptconnectionto.

Synopsis

getHostAddress ( self )

Description
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Returnstheactualcurrent_host elementof thehostlist hosts.

Arguments

Table 4-11.Ar gumentsfor FailoverChainer.getHostAddress()

self this instance

Returns

addressto connectto

4.2.4.5. Method nextHost

Functionto skip to thenext hostto try.

Synopsis

nextHost ( self )

Description

This functionis calledto skip to thenext hostto try in thehostsarray. Increments
current_host, zeroesit if overflowed.

Arguments

Table 4-12.Ar gumentsfor FailoverChainer.nextHost()

self this instance
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4.2.5. Class InbandChainer
Thischainercanbeusedfor protocolswherethetargetaddressis determinedduring
thecommunicationwith theclient.An examplewouldbenon-transparentHTTP
wherethetargetaddressis sentin therequest.

4.2.5.1. Attrib utes

Table 4-13.Attrib utesfor classInbandChainer

local theaddressof thelocalendof the
connection

forge_addr usetheclientaddressfor outgoinglocal
address

4.2.5.2. Constructor __init__

Constructorto initialize anInbandChainerinstance.

Synopsis

__init__ (
self,
local=None,
forge_addr=0,
)

Description

Createsaninstance,setsits attributesbasedon constructorarguments.
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Arguments

Table 4-14.Ar gumentsfor InbandChainer.__init__()

self this instance

local localaddress(optional)

forge_addr forgeclientaddress(optional)

4.2.5.3. Method connectSer ver

Functioncalledby theproxy to connectto theremoteend.

Synopsis

connectServer (
self,
session,
host,
port,
)

Description

This functionlooksup thehostgivenasparameterin theDNSandstartsconnecting
there.

Arguments

Table 4-15.Ar gumentsfor InbandChainer.connectServer()

self this instance

session Sessionobject
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host Remotehostnameasdeterminedby the
protocol

port Remoteportasdetermintedby the
protocol

Returns

Thefd givenby establishConnection

4.2.6. Class TransparentChainer
Thischainerconnectsto thedestinationoriginally addressedby theclient andis
usedfor connectionsinterceptedby thefirewall.

You have to adda REDIRECTrule to yourpacket filter configurationto force
connectionsgoingthroughyourfirewall to beservicedlocally.

MakesurethattheListenerport is protectedby aDENY rule sothatclientscannot
connectto it directly, otherwiseTransparentProxymaycauseaninfinite loop.

4.2.6.1. Attrib utes

Table 4-16.Attrib utesfor classTransparentChainer

local bindaddress

forge_addr useclientaddressasoutgoinglocal
address

forced_port if not0 forceit asdestinationport
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4.2.6.2. Examples

Example 4-2.Samplefor TransparentChainer usage

Service("http",TransparentChainer(),HttpProxy)

4.2.6.3. Constructor __init__

Constructorto initialize aTransparentChainerinstance.

Synopsis

__init__ (
self,
local=None,
forge_addr=0,
forced_port=0,
)

Description

Setsvariousattributesaspassedin asparameters.

Arguments

Table 4-17.Ar gumentsfor TransparentChainer.__init__()

self this instance

local localaddress,maybenone(optional)

forge_addr if theclient addressshallbeforged
(optional)

forced_port usethisport on theremoteserver
(optional)
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4.2.6.4. Method connectSer ver

Functionto connectto theremoteserver.

Synopsis

connectServer (
self,
session,
host,
port,
)

Description

Findsout theoriginaldestinationof thegivenconnectionandconnectsthere.

Arguments

Table 4-18.Ar gumentsfor TransparentChainer.connectServer()

self this instance

session Thedataof thecurrentsession

host notused

port notused

Returns

Thefd givenby establishConnection
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4.3. Module Connector
ThismoduleimplementsaPythonwrapperaroundtheZorpConnectclass
implementedin C.

4.3.1. Impor ted modules

• import Zorp

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

4.3.2. Class Connect
Thisclassis asimplewrapperaroundtheZorpConnectclassimplementedby the
Zorp core,andassuchit’ ll beaplaceholderfor extensionsimplementedin Python.

4.3.2.1. Attrib utes

Table 4-19.Attrib utesfor classConnect

local Addressof local endof theconnection

remote Addresswhereweconnect

connect aZorp.Connectobject

4.3.2.2. Constructor __init__

InitializesaConnectinstance.

Synopsis

__init__ (
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self,
local,
remote,
callback=None,
)

Description

Setstheattributesbasedon constructorparameters,andstartconnectingin a
separatethreadif callbackis not None.

Arguments

Table 4-20.Ar gumentsfor Connect.__init__()

self this instance

local Addressof local endof theconnection

remote Addresswhereweconnect

callback Callbackto becalledwhenthe
connectionis established.If this is None
callbackis notused,and
blockingConnectshouldbecalledto
really establishaconnection.

4.3.2.3. Method bloc kingConnect

Establisha connectionin blockingmode.

Synopsis

blockingConnect ( self )
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Description

Establishestheconnectionandreturnsits file descriptor.

Arguments

Table 4-21.Ar gumentsfor Connect.blockingConnect()

self this instance

Returns

thefd

4.3.2.4. Method destr oy

Destroy thisconnectorinstance.

Synopsis

destroy ( self )

Description

Stopconnectinganddestroy theunderlyingZorpConnectinstance.

Arguments

Table 4-22.Ar gumentsfor Connect.destroy()

self instance
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4.4. Module Domain
ThismoduleimplementstheclassAbstractDomainandsomederivedclasses,which
encapsulateasetof physicaladdresses.

TheclassInetDomainimplementsIPv4addresses,andIP segmentsrepresentedin
theform A.B.C.D/M, whereA.B.C.D is thenetwork address,andM specifiesthe
numberof onesin thenetmask.

4.4.1. Impor ted modules

• from SockAddrimport SockAddrInet,SockAddr, SockAddr

ModuleimplementingSockAddrhandlingfunctions.

• from socketimport ntohl,htonl

• from stringimport split, atoi

4.4.2. Class AbstractDomain
An addressdomainencapsulatesanaddresstype(AF_INET, AF_INET6 etc)and
providesfunctionsto parseandcomparetheseaddresses.This functionalityis
primarily usedby Zoneclasses(seethemoduleZone), andthePacketFilterclasses
(seethemoduleIPChains)

4.4.2.1. Attrib utes

Table 4-23.Attrib utesfor classAbstractDomain

family addressfamily thisdomainuses
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4.4.2.2. Constructor __init__

Constructorinitializing anAbstractDomaininstance.

Synopsis

__init__ ( self )

Description

Thisconstructoris basicallyemptyanddoesnothing.

Arguments

Table 4-24.Ar gumentsfor AbstractDomain.__init__()

self this instance

4.4.2.3. Method __cmp__

Functionto comparetwo domains.

Synopsis

__cmp__ ( self, other )

Description

This functionis aplaceholderandis to beoverriddenby derivedclasses.It should
return-1, 0 and1 asdescribedin thePythondocumentation.
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Arguments

Table 4-25.Ar gumentsfor AbstractDomain.__cmp__()

self this instance

other instanceto compareto

Exceptions

• NotImplementedError

4.4.3. Class InetDomain
A classrepresentinginternetaddresses.Theinetobjectsarecomparable,
comparisonmeans"contains","equalto" and"containedby". Thecomparisoncan
raiseValueErrorfor incomparableip addresses.

4.4.3.1. Attrib utes

Table 4-26.Attrib utesfor classInetDomain

mask_bits numberof bits in thenetmask

mask netmaskin network byteorder

ip network addresssin network byteorder

4.4.3.2. Constructor __init__

InitializesanInetDomaininstance
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Synopsis

__init__ ( self, addr )

Description

Parsestheargumentaddrandfills in attributesaccordingly.

Arguments

Table 4-27.Ar gumentsfor InetDomain.__init__()

addr thestringrepresentationof anaddress,or
addressrange

4.4.3.3. Method __cmp__

Comparethis instanceto another.

Synopsis

__cmp__ ( self, other )

Description

Comparethis instanceto anotherInetDomaininstanceor to aSockAddrInet
instanceusingsetinclusionon addresses.An addressis lessthananother, if it’ s
fully containedby other.
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Arguments

Table 4-28.Ar gumentsfor InetDomain.__cmp__()

self this instance

other theotherInetDomainobjectto compare
to

Exceptions

• ValueError

Returns

-1, 0, or 1

4.4.3.4. Method __str__

Returnsthestringrepresentationof this instance.

Synopsis

__str__ ( self )

Description

Returnsthestringrepresentationof this instancein theform address/mask.
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Arguments

Table 4-29.Ar gumentsfor InetDomain.__str__()

self this instance

Returns

string

4.4.3.5. Method broadcast

Calculatethebroadcastaddressof this domain

Synopsis

broadcast ( self )

Description

Returnthebroadcastaddressof this domaincalculatedbasedon attributes.

Arguments

Table 4-30.Ar gumentsfor InetDomain.broadcast()

self this instance

Returns

thebroadcastaddressin network byteorder
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4.4.3.6. Method netad dr

Calculatethenetwork addressof this domain.

Synopsis

netaddr ( self )

Description

Returnthenetwork addressof this domain.

Arguments

Table 4-31.Ar gumentsfor InetDomain.netaddr()

self this instance

Returns

ip addressin network byteorder

4.4.3.7. Method netmask

Calculatenetmaskof this domain.

Synopsis

netmask ( self )

Description
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Calculatesandreturnsthenetmaskof this domainasanintegerin network byte
order.

Arguments

Table 4-32.Ar gumentsfor InetDomain.netmask()

self this instance

Returns

thenetwork maskasip in network byteorder

4.5. Module Fing er

4.5.1. Impor ted modules

• from Proxyimport Proxy

Moduledefiningclassesencapsulatingnativeproxies.

• from Zorpimport *

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

4.5.2. Class Fing erProxy
Thisproxy implementsthefingerprotocolasspecifiedin rfc1288.
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4.5.2.1. Usage

You canlimit usernamelengthandresponselengthby settingvariousattributes.
Fingerproxy alsohasthecapabilityof limiting thenumberof hostsin a request,
like:

fingerbazsi@balabit@tudor

which normallyresultsin fingeringbazsi@tudorperformedby thehostbalabit.By
default this proxystripsoff everythingafterandincludingthefirst @ character, you
canchangethis behaviour by settingmax_hop_countto anonzerovalue.

4.5.2.2. Attrib utes

Table 4-33.Attrib utesfor classFingerProxy

max_hop_count themaximumnumberof @
characters in the request

max_username_length themaximumlengthof theusername
partin therequest

max_line_length themaximumnumberof charactersin a
singleline

strict_username_check if enabledusernamesarecheckedstrictly
[a-zA-Z0-9_]

4.5.2.3. Constructor __init__

Initialize aFingerProxyinstance.

Synopsis

__init__ ( self, session )

Description
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CreateandsetupaFingerProxyinstance.

Arguments

Table 4-34.Ar gumentsfor FingerProxy.__init__()

self this instance

session sessionthis instancebelongsto

4.6. Module Ftp
ThismoduledefinestheFtp proxy interfaceasimplementedby theFtpproxy
module.

4.6.1. Impor ted modules

• from Plugimport PlugProxy

• from Proxyimport Proxy, Proxy

Moduledefiningclassesencapsulatingnativeproxies.

• from Sessionimport StackedSession

Moduledefiningsessionrelatedclassesandfunctions.

• from SockAddrimport SockAddrInet,SockAddrInetRange

ModuleimplementingSockAddrhandlingfunctions.

• from Streamimport Stream

Moduleexportinganinterfaceto theZorp.Streamcomponent.
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• from Zorpimport *

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

4.6.2. Class FtpDataPr oxy
Thisclassensuresonewaydataconnectionsby settingtheappropriatecopy_to_*
variablein Plug.

4.6.2.1. Method config

Synopsis

config ( self )

Description

4.6.2.2. Method shutDo wn

Synopsis

shutDown ( self )

Description
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4.6.3. Class FtpPr oxy
By default deny everything,but dataconnectionestablishment.Youshoulddervice
your customizedFtp proxy classesin orderto do somethinguseful.

4.6.3.1. Usage

Thissectioncontainsbasicusagepatterns,youasanadministratormayneedto do.

Default processing of commands

All requestsaredeniedin thelow level proxy implementationby default.To enable
differentcommandsandanswersyou’ll needto extendthelow-level proxy in
Python.To seehow this is done,seethenext two sections.

Setting polic y for commands

Changingthedefault behaviour of commandscanbedoneusingthehashnamed
"command".Thishashis indexedby thecommandname(e.g:USERor PWD),and
eachitem in this hashis anactiontuple,definingproxybehaviour for thegiven
command.

Thefirst item in this tupleis anintegervalue,determiningtheactionto take,and
alsotheinterpretationof theremainingitemsin thetuple.

Possiblevaluesfor thefirst item:

Example 4-3.Samplefor anonymousonly sessionsin FTP

classAnonFtp(FtpProxy):

def config(self):
self.fw_server_data.ip_s="192.168.0.1"
self.fw_client_data.ip_s="10.0.0.1"
self.commands["USER"]= (Ftp.FTP_CMD_POLICY, self.pUser)
self.commands["*"]= (Ftp.FTP_CMD_ACCEPT)

defpUser(self,command):
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if self.request_parameter== "ftp" orself.request_parameter== "anonymous":
returnZ_ACCEPT

returnZ_DENY

Changing answer code or string

Likewith commands,wehaveahashfor answersaswell. Thishashindexedby
commandconcatenatedwith answer, andcontainsanactiontuplein eachitem.A
specialwildcardcharacter* matcheseverycommand.Anotherfeatureis thatyou
don’t needto write thefull answercode,it’ spossibleto write only thefirst, or the
first two digits.

For example,all threeindex below is valid:

Table 4-35.Untitled

PWD200 Matchexactly theanswer200comingin
reply to aPWDcommand.

PWD2 Matcheveryanswerstartingwith 2 in

reply to a PWD command.

*20 Matcheveryanswerbetween200and
209in reply to any command.

All answersare"denied"default. It’ s changedto "500Errorparsinganswer",
becausedroppinganansweris not permittedby RFC959.Youmayenableall
answerswith "*".

Theprecedencein processinghashtableentriesis thefollowing:

1. Exactmatch.(PWD200)

2. Exactcommandmatch,partialanswermatches(PWD20,PWD2,PWD)

3. Wildcardcommand,with answercodesrepeatedasabove.(*200, *20, *2, *)

Possiblevaluesfor thefirst item in theactiontuple:

Table 4-36.Untitled
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FTP_ANS_ACCEPT allow answerwithoutmodification.

FTP_ANS_CHANGE changeanswercodeandmessage.
(default) Secondparametercontainsa
string,whichwill besentbackto client.

FTP_ANS_POLICY call aPythonfunctionto decidewhatto
do. this valueusesanadditional
parameter, whichmustbeacallable
Pythonfunction.Thefunctiontakesthree
parameters:self,command,answer

FTP_ANS_ABORT deny request,anddropconection.

4.6.3.2. Attrib utes

Table 4-37.Attrib utesfor classFtpProxy

data_connect Objectfor thedataconnection

data_proxy proxy to usefor dataconnections

data_port_min portsshouldbeallocatedabove this
variable

data_port_max portsshouldbeallocatedbelow this
variable

data_mode FTP_DATA_KEEP,
FTP_DATA_PASSIVEor
FTP_DATA_ACTIVE canbeusedto
forcea connectiontypein serverside.
(default: FTP_DATA_KEEP)

transparent_mode (logical)TRUE for transparentproxy,
FALSE otherwise(default: TRUE)

fw_server_data (ZorpSocket)Firewall addressin server
side.By default it containstheIP address
of theinterfacetowards the server.
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fw_client_data (ZorpSocket)Firewall addressin client
side.By default it containstheIP address
of theinterfacetowards the client.

permit_unknown_command (boolean)Enablecommandsnot
understood(andnothandled)by proxy.
(Default: FALSE)

permit_empty_command (boolean)Enablelineswithout
commands.(Default: FALSE)

max_line_length (integer)Maximumline lenght,whata
proxymaytransfer. (Default: 255)

max_username_length (integer)Maximumlengthof usernames.
(Default: 32)

max_password_length (integer)Maximumlengthof passwords.
(Default: 64)

commands (hash)normativepolicy hash,directing
theproxy to do somethingwith requests,
without theneedto call Python.indexed
by thecommand(e.g."USER","PWD"
etc)(default: empty)

answers (hash)normativepolicy hashdirecting
theproxy to do somethingwith answers.
Indexedby thecommand,andtheanswer
(e.g."USER331","PWD200"etc)
(default: empty)

request_command (string)Whenacommandgoesup to
policy level, youmaychangeit with this.
FIXME: Not yetused.

request_parameter (string)Whenacommandgoesup to
policy level, this variablecontains
commandparameters.

answer_code (string)Whenananswergoesup to
policy level, this variablecontainsanswer
code.
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answer_parameter (string)Whenananswergoup to policy
level, this variablecontainanswer
parameters.

restrict_client_connect (boolean)Restrictingdataconnectionin
clientside.Acceptdataconnectiononly if
it’ s comingfrom IP numberequalwith
commandchannelendpoint.(Default:
TRUE)

restrict_server_connect (boolean)Restrictingdataconnectionin
serverside.Acceptdataconnectiononly
if it’ scomingfrom IP numberequalwith
commandchannelendpoint.(Default:
FALSE)

4.6.3.3. Priv ate attrib utes

Table 4-38.Untitled

state connectionstate0 is initial, 1 oneof the
connectionswereestablished,2 both
connectionsestablishedreadyto start
dataproxy.

modes arrayindexedby side,L for Listen

or C for connect

listens listenobjectscreatedby us,array
indexedby side

connects connectobjectscreatedby us,array
indexedby side

sides determinestheorderin whichsidesmust
beprocessed(first listen/connecton
sides[0]thenonsides[1])
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fds arrayindexedby side,containingtheside
specificfd

localsesa local socket adressin serverside.Used
whendataconnectionsport is in a range.

localclsa local socket adressin client side.Used
whendataconnecionport is in range.

4.6.3.4. Method __destr oy__

DeinitializesanFtpProxyclass

Synopsis

__destroy__ ( self )

Description

CallsresetState()to destroy boundlistenersandconnectors.It destroys runningdata
connection.

Arguments

Table 4-39.Ar gumentsfor FtpProxy.__destroy__()

self this instance

4.6.3.5. Constructor __init__

Initialize anFtpProxyinstance
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Synopsis

__init__ ( self, session )

Description

ThisconstructorinitializesanFtpProxyinstanceby calling theinherited__init__
constructorwith appropriateparameters,andsettingup localattributesbasedon
arguments.

Arguments

Table 4-40.Ar gumentsfor FtpProxy.__init__()

self this instance

session Thesessionobject

4.6.3.6. Method acceptedCallbac k

Callbackcalledwhenaconnectionwasacceptedon eitherside.

Synopsis

acceptedCallback (
self,
client,
fd,
)

Description

Thiscallbackis calledif any of thesideswasin L mode,andaconnectionwas
acceptedon thelisteningsocket.
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Arguments

Table 4-41.Ar gumentsfor FtpProxy.acceptedCallback()

self this instance

client theclient addresswhich hasconnected

fd thefile descriptorfor theconnection

Exceptions

• InternalError

Notes

storestheparameters,increasesthestateandcontinueswith thestatemachine

4.6.3.7. Method connectedCallbac k

Callbackcalledwhenaconnectionwasestablished.

Synopsis

connectedCallback ( self, fd )

Description

This functionis similar to [acceptedCallback],but usedif wewerein C (connect)
mode.

.. [acceptedCallback]FtpDataConnect.acceptedCallback
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Arguments

Table 4-42.Ar gumentsfor FtpProxy.connectedCallback()

self this instance

fd thefile descriptorfor theconnection

Exceptions

• InternalError

Notes

storestheparameter, increasesthestateandcontinueswith thestatemachine

4.6.3.8. Method loadAns wers

This functioncanbecalledby derivedclassesto initialize internalhashtables.

Synopsis

loadAnswers ( self )

Description

This functionfills in theself.answershashsothatcommonlyusedrequest/answer
combinationsareenabled.
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Arguments

Table 4-43.Ar gumentsfor FtpProxy.loadAnswers()

self this instance

4.6.3.9. Method prepareData

Preparesthedatachannelonside sideusingmode mode.

Synopsis

prepareData (
self,
side,
mode,
)

Description

This functionpreparesthegivensideof thedataconnection.Thismeanseitherto
listenfor connections(likepassivemodeon theclient side)or to startestablishinga
connection(passivemodeon theserverside).

Arguments

Table 4-44.Ar gumentsfor FtpProxy.prepareData()

self this instance

side FTP_SIDE_CLIENTor
FTP_SIDE_SERVER representingeither
theclientor theserver

mode L or C for Listen or Connect
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4.6.3.10. Method resetData

Resetdataconnectionstate.

Synopsis

resetData ( self )

Description

Setstheinitial stateof everything,anddestroy pendinglisteners.

Arguments

Table 4-45.Ar gumentsfor FtpProxy.resetData()

self this instance

4.6.3.11. Method star tData

Startthedataconnectionprocedureaspreparedby earlierpreparecalls.

Synopsis

startData (
self,
side1,
side2,
way,
)

Description
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Previouscallsto preparedetermineshow thedataconnectionshouldbebuilt. This
functionstartsthestatemachinewhosefinal stateis to startaproxy on the
establisheddataconnection.

Arguments

Table 4-46.Ar gumentsfor FtpProxy.startData()

side1 connect/listenon this sidefirst

side2 connect/listenon this sideafterthefirst
onesucceeded

way direction

Exceptions

• InternalError

4.6.3.12. Method stepData

Do theprocessingasrequiredby thecurrentstate.

Synopsis

stepData ( self )

Description

This functionis calledeachtimeafterprocessingthecurrentstatefinishes.This
meansthatif thedataconnectionon theserversideis establishedwearereadyto
steponefurtherandstartacceptingconnectionson theclient side.
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Arguments

Table 4-47.Ar gumentsfor FtpProxy.stepData()

self this instance

Exceptions

• InternalError

Notes

If state== 2, stacksin theproxy andstartsit with asessionstackedout from
self.session

In state0 and1 it eitherlistensor connects,basedon thetypefield of parms[state]

4.6.3.13. Method stopDataConnection

Callbackcalledby thedataproxy to indicatetheendof thedataconnection.

Synopsis

stopDataConnection ( self )

Description

Thiscallbackis registeredwith thedataproxy ([FtpDataProxy],seebelow), andis
calledwhenthedataconnectionwasterminated.It’ s taskis to signalthis condition
to theFtp proxycore.

.. [FtpDataProxy]FtpDataProxy
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Arguments

Table 4-48.Ar gumentsfor FtpProxy.stopDataConnection()

self this instance

4.6.4. Class FtpPr oxyAllo w
Wedefinedtwo exampleclassesderivedfrom thedefault FtpProxyclass,enabling
someadditionalcommands/answersfrom theFTPprotocol.FtpProxyAllow asthe
namesuggestsallowsany FTPcommandto passthroughtheproxy, andallowsany
answerin reply to them.

4.6.4.1. Method config

Default configfor FtpProxyAllow.

Synopsis

config ( self )

Description

Enablesall commandsby settingpermit_unknown_commandsto TRUE andadding
two wildcardentriesto thecommandsandanswershash.

Arguments

Table 4-49.Ar gumentsfor FtpProxyAllow.config()

self this instance
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4.6.5. Class FtpPr oxyMinimal
Thisproxy enablestheminimal requiredprotocolelementsrequiredby daily usage.

4.6.5.1. Method config

Configurationfor FtpProxyMinimal

Synopsis

config ( self )

Description

It enablesaminimal setof commandsfor aworkingFTPproxy, andsets
permit_unknown_commandsto FALSE.

Arguments

Table 4-50.Ar gumentsfor FtpProxyMinimal.config()

self this instance

4.6.5.2. Method test

Testfunctionto log answersnotenabledin config

Synopsis

test (
self,
command,
answer,
)
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Description

This functionis usedto gatherstill usefulanswersnotenabledin FtpProxyMinimal
by default. It acceptsany answersbut sendsa log messageaboutit.

Arguments

Table 4-51.Ar gumentsfor FtpProxyMinimal.test()

self this instance

command command

answer answer

4.7. Module Http
Thismoduledefinestheinterfaceto theHttp proxy asimplementedby theHttp
module.

4.7.1. Impor ted modules

• from Plugimport PlugProxy

• from Proxyimport Proxy

Moduledefiningclassesencapsulatingnativeproxies.

• from Sessionimport StackedSession

Moduledefiningsessionrelatedclassesandfunctions.

• from Zorpimport *
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Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

4.7.2. Class HttpPr oxy
HttpProxyis awrapperclassfor thebuilt in Http proxy implementedin Zorp. It
featuresbothtransparentandnon-transparentmodesof operation,advanced
filtering andmore.

4.7.2.1. Usage

Thissectioncontainsbasicusagepatterns,youasanadministratormayneedto do.

Setting polic y for requests

Changingthedefault behaviour of requestscanbedoneusingthehashnamed
"request".Thishashis indexedby themethodname(e.g:GETor POST),andeach
item in this hashis a tuple,whosefirst item is anintegervalue,determiningthe
actionto bedonewith therequest,andalsotheinterpretationof theremainingitems
in thetuple.

All requestsaredeniedby default in thelow level proxy implementation.Themost
commonmethods(GET, POSTandHEAD) areenabledfrom Pythoncode.

Possiblevaluesfor thefirst item:

Example 4-4.Samplefor URL filtering in HTTP proxy

classDmzHTTP(HttpProxy):

def config(self):
HttpProxy.config(self)
self.request["GET"]= (HTTP_POLICY, self.filterURL)

defself.filterURL(self,method,url, version):
if (url == "http://www.balabit.hu")
returnZ_ACCEPT

returnZ_DENY
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Changing header s in requests or responses

Both requestheadersandresponseheaderscanbemodifiedduringtransit.New
headerlinescanbeinserted,entriescanbemodifiedor deleted.To changeheaders
in therequestusetherequest_headershash,for responseheadersyou needthe
response_headershash.

Similarly to therequesthash,thesehashescontainavariable-lengthtuple,where
thefirst itemdeterminestheinterpretationof theremainingitems.Thehashindex is
thenameof theheaderto bemodified.

Headersarenot touchedby default,exceptthe"Host:", "Connection:"and
"Proxy-Connection"headers.However theway thesearemodifiedcanbechanged
here.

Possiblevaluesfor thefirst item:

Example 4-5.Samplefor headerfiltering in HTTP

classMyHttp(HttpProxy):

def config(self):
HttpProxy.config(self)
self.request_headers["User-

Agent"] = (HTTP_CHANGE_VALUE, "Lynx 2.4.1")
self.request_headers["Cookie"]= (HTTP_POLICY, self.processCookies)
self.response_headers["Set-Cookie"]= (HTTP_DROP,)

defprocessCookies(self,name,value):
log("http.message",7, "cookie:value=%s"% value,)
# youcouldchangethecurrentheaderin self.current_header_name
# or self.current_header_value,thecurrentrequesturl
# in self.request_url
returnZ_DROP

75



Chapter 4. Python reference

Redirecting urls

Example 4-6.Samplefor URL redirection in HTTP

classMyHttp(HttpProxy):

def config(self):
HttpProxy.config(self)
self.request["GET"]= (HTTP_POLICY, self.filterURL)

deffilterURL(self,method,url, version):
self.request_url= "http://www.balabit.hu/"

Using parent proxies

Example 4-7.Samplefor usingparent proxiesin HTTP

classMyHttp(HttpProxy):

def config(self):
HttpProxy.config(self)
self.parent_proxy= "proxy.balabit.hu"
self.parent_proxy_port= 3128

4.7.2.2. Attrib utes

Table 4-52.Attrib utesfor classHttpPr oxy

transparent_mode (logical)TRUE for transparentproxy,
FALSE otherwise(default: TRUE)

transparent_server_requests (logical)allow server requestsin
transparentmode(default: TRUE)
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transparent_proxy_requests (logical)allow proxy requestsin
transparentmode(default: FALSE)

connection_mode HTTP_CONNECTION_CLOSEor
HTTP_CONNECTION_KEEPALIVE
canbeusedto forcibly closeakeepalive
connection.

parent_proxy (string)addressor hostnameof the
parentproxy to connectto. Youhave to
useDirectedChaineror InbandChainer
for this optionto takeeffect.

parent_proxy_port (integer)theportof theparentproxy to
connectto. (default: 3128)

default_port (integer)if theportnumberis not
specifiedin theURL usethis port.
(default: 80)

rewrite_host_header (logical) rewrite Hostheaderwhen
redirectinganurl (default: TRUE)

max_line_length (integer)maximumlengthof
non-transfermodelines(default: 4096)

max_header_lines (integer)maximumnumberof header
linesin requestsor responses(default:
50)

max_keepalive_requests (integer)maximumnumberof requests
in asinglesession

timeout (integer)I/O timeoutin milliseconds
(default: 30000)

request (hash)normativepolicy hash,directing
theproxy to do somethingwith requests,
without theneedto call Python.indexed
by themethod(e.g."GET", "PUT" etc)
(default: empty)Seebelow for more
information.

77



Chapter 4. Python reference

request_headers (hash)normativepolicy hash,directing
theproxy to do somethingwith request
headers(drop,insert,rewrite etc)It is
indexedby theheadername(e.g.
"Set-cookie")(default: empty)Seebelow
for moreinformation.

response (hash)normativepolicy hashdirecting
theproxy to do somethingwith
responses.FIXME: notyet used

response_headers (hash)similar to request_headersfor
responseheaders.

request_url (string)requesturl string,canbe
changedto redirectthecurrentrequest.

current_header_name (string)definedduringheaderprocessing
functions,andcanbechangedto actually
changeaheaderin therequestor
response.

current_header_value (string)similar to current_header_name
but containstheheadervalue

error_response (integer)if therequestis deniedusethis
HTTP responsecode(default: 500)

error_info (string)astringincludedin error
message.

4.7.2.3. Constructor __init__

InitializesaHttpProxyinstance.

Synopsis

__init__ ( self, session )
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Description

CreatesandinitializesaHttpProxyinstance.

Arguments

Table 4-53.Ar gumentsfor HttpPr oxy.__init__()

self this instance

session thesessionthis instanceparticipatesin

4.7.2.4. Method config

Default configeventhandler.

Synopsis

config ( self )

Description

EnablesthemostcommonHTTPmethodssowe haveausefuldefault
configuration.

Arguments

Table 4-54.Ar gumentsfor HttpPr oxy.config()

self this instance
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4.7.2.5. Method connectMethod

Synopsis

connectMethod ( self )

Description

4.7.3. Class HttpPr oxyNonT ransparen t
Thisclassencapsulatesanon-transparentHTTP proxyusingthefeaturesprovided
by HttpProxy.

4.7.3.1. Method config

Configeventhandler

Synopsis

config ( self )

Description

Setsself.transparent_modeto FALSE to indicatenon-transparentmode.

Arguments

Table 4-55.Ar gumentsfor HttpPr oxyNonTransparent.config()

self this instance
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4.8. Module IPChains
IPChainsis usedby Linux kernelsversion2.2.x,andthis codecanbeusedto
append,deleteor changepacketfiltering rulesfrom within Zorp.

Note that this code doesn’t call the user space program ipchains, it calls
system calls directly.

4.8.1. Impor ted modules

• from Domainimport InetDomain

Moduleimplementingaddressdomains.

• import Zorp

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

4.8.2. Functions

4.8.2.1. Function calcIpMask

FunctioncalculatingtheIP, netmaskvaluesof dom.

Synopsis

calcIpMask ( dom )

Description

This functionreturnsa tuplecontaininganIP andanetmaskvaluein network byte
orderextractedfrom theparameterdom.
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Arguments

Table 4-56.Ar gumentsfor .calcIpMask()

dom anInetDomainor SockAddrInet
instance,theexacttypeis determinedat
runtime.

Exceptions

• ValueError

Returns

a tupleof (ip, netmask)

4.8.3. Class IPChains
Thisclassis aninterfaceto thekernelpacketfilter namedipchains.

4.8.3.1. Attrib utes

Table 4-57.Attrib utesfor classIPChains

rules anarrayof rulesaddedby this object,
theserulesareimplicitly clearedwhen
this objectis deleted

ipchains aninstanceof theZorp.IPChainsclass
implementedby theZorp core.
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4.8.3.2. Constructor __init__

Constructorto initialize anIPChainsinstance

Synopsis

__init__ ( self )

Description

ThisconstructorinitializesanIPChainsinstanceby settingdefault valuesfor
attributes,andcreatinga Zorp.IPChainsinstance.

Arguments

Table 4-58.Ar gumentsfor IPChains.__init__()

self this instance

4.8.3.3. Destructor __del__

Destructorto deleterulesaddedby this object.

Synopsis

__del__ ( self )

Description

Thisdestructoris calledwhentheIPChainsinstanceis freed.It automatically
removesall ruleswedidn’t explicitly remove.
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Arguments

Table 4-59.Ar gumentsfor IPChains.__del__()

self this instance

4.8.3.4. Method addACCEPT

Methodspecializedto addanACCEPT rule.

Synopsis

addACCEPT (
self,
chain,
sdom,
sports,
ddom,
dports,
iface="",
mark=0,
proto=0,
flags=0,
inv_flags=0,
redirport=0,
tosand=0xff,
tosxor=0x00,
)

Description

This is awrapperaroundaddRule()to addanACCEPT rule to oneof thechains.
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Arguments

Table 4-60.Ar gumentsfor IPChains.addACCEPT()

self this instance

others rule details,seethedocumentationfor
addREDIRECT or the ipchains(8)

manual page.

4.8.3.5. Method addDENY

Methodspecializedto addaDENY rule.

Synopsis

addDENY (
self,
chain,
sdom,
sports,
ddom,
dports,
iface="",
mark=0,
proto=0,
flags=0,
inv_flags=0,
redirport=0,
tosand=0xff,
tosxor=0x00,
)

Description

This is awrapperaroundaddRule()to addanDENY rule to oneof thechains.
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Arguments

Table 4-61.Ar gumentsfor IPChains.addDENY()

self this instance

others rule details,seethedocumentationfor
addREDIRECT or the ipchains(8)

manual page.

4.8.3.6. Method addREDIRECT

Methodspecializedto addaREDIRECT rule

Synopsis

addREDIRECT (
self,
chain,
sdom,
sports,
ddom,
dports,
redirport,
iface="",
mark=0,
proto=0,
flags=0,
inv_flags=0,
tosand=0xff,
tosxor=0x00,
)

Description
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This is awrapperaroundtheaddRule()functionmakingit easierto addREDIRECT
rules.It returnsthefull rule added,sothatlaterinvocationsof delRule()candelete
it. For moreinformationon differentargumentscheckout theipchains(8)manual
page.

Arguments

Table 4-62.Ar gumentsfor IPChains.addREDIRECT()

self this instance

chain chainto appendthis rule to

sdom sourceaddressrange(specifiedasan
InetDomainor SockAddrInetinstance)

sports a tupleof two portsspecifyingmatching
port range

ddom destinationaddressrange

dports destinationport range

redirport redirectconnectionsto this local port

iface interfacespecifiedasastring(default
none)

mark markpacketswith this fwmark, (default
0)

proto matchpacketswith this protocoll
(default 0)

flags acombinationof IP_FW_F_*flags
above(default 0)

inv_flags acombinationof IP_FW_INV_F_*flags
above(default 0)

tosand maskto typeof service(default 0xff)

tosxor xor to typeof service(default 0x00)
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4.8.3.7. Method addREJECT

Methodspecializedto addaREJECT rule.

Synopsis

addREJECT (
self,
chain,
sdom,
sports,
ddom,
dports,
iface="",
mark=0,
proto=0,
flags=0,
inv_flags=0,
redirport=0,
tosand=0xff,
tosxor=0x00,
)

Description

This is awrapperaroundaddRule()to addanREJECT rule to oneof thechains.

Arguments

Table 4-63.Ar gumentsfor IPChains.addREJECT()

self this instance

others rule details,seethedocumentationfor
addREDIRECT or the ipchains(8)

manual page.
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4.8.3.8. Method addRETURN

Methodspecializedto addaRETURN rule.

Synopsis

addRETURN (
self,
chain,
sdom,
sports,
ddom,
dports,
iface="",
mark=0,
proto=0,
flags=0,
inv_flags=0,
redirport=0,
tosand=0xff,
tosxor=0x00,
)

Description

This is awrapperaroundaddRule()to addanRETURN rule to oneof thechains.

Arguments

Table 4-64.Ar gumentsfor IPChains.addRETURN()

self this instance

others rule details,seethedocumentationfor
addREDIRECT or the ipchains(8)

manual page.
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4.8.3.9. Method addRule

Methodto actuallyadda rule to achain.

Synopsis

addRule ( self, rule )

Description

This is ageneralfunctioncalledby morespecificmethods.

Arguments

Table 4-65.Ar gumentsfor IPChains.addRule()

self this instance

rule a tupledescribingtherule to addin the
syntax(target,(src,smask),(dst,dmask),
mark,proto,flags,inv_flags,(sportmin,
sportmax),(dportmin,dportmax),
redirport,iface,tosand,tosxor)

4.8.3.10. Method delRule

Methodto deletea rule.

Synopsis

delRule ( self, rule )

Description
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Thismethoddeletesa rule specifiedin its rule argument.

Arguments

Table 4-66.Ar gumentsfor IPChains.delRule()

self this instance

rule rule to delete

4.9. Module Listener
ThismoduledefinestheListenerclass,themainentrypoint for client requests.
Listenerbindsto agivenaddress,waitsfor connections,andfor eachconnection
spawnsanew sessionto handlethatconnection.

4.9.1. Impor ted modules

• from Serviceimport services

Moduledefiningservicerelatedclasses.

• from Sessionimport MasterSession

Moduledefiningsessionrelatedclassesandfunctions.

• from Zorpimport *

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

• from tracebackimport print_exc
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4.9.2. Class Listener
This is thestartingpoint of Zorpservices.It listenson thegivenport,andwhena
connectionis acceptedit startsasessionandthegivenservice.

4.9.2.1. Attrib utes

Table 4-67.Attrib utesfor classListener

listen A Zorp.Listeninstance

service theserviceto bestarted

bindto bindaddress

local localaddresswherethelisteneris bound

4.9.2.2. Constructor __init__

Constructorto initialize aListeninstance

Synopsis

__init__ (
self,
bindto,
service,
transparent=FALSE,
)

Description

Createstheinstance,setstheinitial attributes,andstartsthelistener
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Arguments

Table 4-68.Ar gumentsfor Listener.__init__()

self this instance

bindto theaddressto bind to

service theservicenameto start

transparent TRUE if this is a listenerof a transparent
service,specifyingthis is notmandatory
but performsadditionalchecks

Exceptions

• ServiceException

4.9.2.3. Destructor __del__

Synopsis

__del__ ( self )

Description

4.9.2.4. Method accepted

Callbackto inform thepythonlayeraboutincomingconnections.
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Synopsis

accepted (
self,
client,
fd,
)

Description

Thiscallbackis calledby thecorewhenaconnectionis accepted.Its primary
functionis to checkaccesscontrol(whethertheclient is permittedto connectto this
port),andto spawn anew sessionto handletheconnection.

Exceptionsraiseddueto policy violationsarehandledhere.

Arguments

Table 4-69.Ar gumentsfor Listener.accepted()

self this instance

client theaddressof theclient

fd thefd of theconnectionto theclient

Exceptions

• DACException

Returns

TRUE if theconnectionis accepted
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4.9.2.5. Method destr oy

Stopsthelisteneron thegivenport

Synopsis

destroy ( self )

Description

Callsthedestroy methodof thelow-level object

Arguments

Table 4-70.Ar gumentsfor Listener.destroy()

self this instance

4.9.2.6. Method getService

Returnstheserviceassociatedwith thelistener

Synopsis

getService ( self, session )

Description

Returnstheserviceto start.
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Arguments

Table 4-71.Ar gumentsfor Listener.getService()

self this instance

session sessionreference

4.9.3. Class ZoneListener
Thisclassis similar to asimpleListener, but insteadof startinga fixedservice,it
choosesonebasedon theclient zone.

It takesamappingof servicesindexedby azonename,with anexceptionof the*
service,which matchesanything.

4.9.3.1. Attrib utes

Table 4-72.Attrib utesfor classZoneListener

services servicesmappingindexedby zonename

4.9.3.2. Constructor __init__

Initialize aZoneListenerinstance.

Synopsis

__init__ (
self,
bindto,
services,
)
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Description

Initialize aZoneListenerinstanceandsetinitial attributevaluesbasedonarguments.

Arguments

Table 4-73.Ar gumentsfor ZoneListener.__init__()

self this instance

bindto bind to this address

services amappingbetweenzonenamesand
services

4.9.3.3. Method getService

Virtual functionwhich returnstheserviceto beran

Synopsis

getService ( self, session )

Description

Calledby our baseclassto find out theserviceto beusedfor thecurrentsession.

Arguments

Table 4-74.Ar gumentsfor ZoneListener.getService()

self this instance

session sessionwearestarting
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4.10. Module Plug

4.10.1. Impor ted modules

• import Connector

Implementsclassesto establishaconnection.

• import Proxy

Moduledefiningclassesencapsulatingnativeproxies.

• import Service

Moduledefiningservicerelatedclasses.

• import Session

Moduledefiningsessionrelatedclassesandfunctions.

• import Stream

Moduleexportinganinterfaceto theZorp.Streamcomponent.

• from Zorpimport *

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

4.10.2. Class PlugPr oxy
Implementsageneralplugproxy, with optionallydisablingdatatransferin either
direction.

By default plugcopiesall datain bothdirections.To changethis setthe
copy_to_client or copy_to_server attributesto FALSE.
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Copying out of band data is not supported.

4.10.2.1. Attrib utes

Table 4-75.Attrib utesfor classPlugProxy

copy_to_server Copy datain client->serverdirection

copy_to_client Copy datain server->clientdirection

bandwidth_to_client Readonlyvariablecontainingtheutilized
bandwidthin server->clientdirection.

bandwidth_to_server Readonlyvariablecontainingtheutilized
bandwidthin client->serverdirection.

packet_stats_interval Thenumberof millisecondsbetweentwo
successivepacketStats()events.By
default: 0. NOTE: this is currently
implementedasthenumberof passing
packages,notasmilliseconds.

stack_proxy theproxy classto stackinto the
connection

4.10.2.2. Notes

packetStats()eventis calledwhenever thetime interval elapses(or ascurrently
implementedthegivennumberof packetsweretransmitted).this eventreceives
packet statisticsasparameters.

It’ susefulfor terminatingconnectionswith excessivebandwidthrequirements(for
instanceto limit theimpactof thecovertchannelopenedwhenusingplug insteadof
aprotocolspecificproxy)

packetStatsis definedas:

defpacketStats(self,client_bytes,client_pkts,server_bytes,server_pkts)
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4.10.2.3. Constructor __init__

Initialize aPlugProxyinstance.

Synopsis

__init__ ( self, session )

Description

CreateandsetupaPlugProxyinstance.

Arguments

Table 4-76.Ar gumentsfor PlugProxy.__init__()

self this instance

session sessionthis instancebelongsto

4.10.2.4. Method requestStac k

Queryif somethingis to bestackedinto this plug.

Synopsis

requestStack ( self )

Description

Callbackcalledby theunderlyingC proxy to queryif somethingis to bestacked.

100



Chapter 4. Python reference

Arguments

Table 4-77.Ar gumentsfor PlugProxy.requestStack()

self this instance

Returns

theclassof theproxy to stackin

4.10.2.5. Method stac kProxy

Stackaproxy instancewithin this plug.

Synopsis

stackProxy (
self,
client_fd,
server_fd,
)

Description

Callbackcalledby theunderlyingC proxy to actuallystackin something.

Arguments

Table 4-78.Ar gumentsfor PlugProxy.stackProxy()

self this instance

client_fd client fd

server_fd server fd
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4.11. Module Pop3
ThismoduledefinesawrapperaroundthePOP3proxy implementedin Zorp.

4.11.1. Impor ted modules

• from Proxyimport Proxy

Moduledefiningclassesencapsulatingnativeproxies.

• from Zorpimport *

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

4.11.2. Class Pop3Pr oxy
Thisproxy implementsthepop3protocolasspecifiedin rfc1939

4.11.2.1. Usage

Default processing of commands

By default acceptall recommendedcommandswrotenin rfc1939.And the
following optionalcommands:USER,PASS,AUTH. It’sknowing aboutall
commandsin rfc1939andtheAUTH command.If youwantto enablethis
commandstoo,youmayenablethis by hand,or usePop3ProxyFull

Setting polic y for commands

Changingthedefault behaviour of commandscanbedoneusingthehashnamed
"command".Thishashis indexedby thecommandname(e.g:USERor AUTH),
andeachitem in this hashis anactiontuple,definingproxybehaviour for thegiven
command.
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Thefirst item in this tupleis anintegervalue,determiningtheactionto take,and
alsotheinterpretationof theremainingitemsin thetuple.

Possible values for the first item

Example 4-8.Samplefor converting simple USER/PASSauthentication to
APOP in POP3

classUToAPop3(Pop3Proxy):
def config(self)
Pop3Proxy.config(self)

self.commands["USER"]= (Pop3.POP3_CMD_POLICY,self.DropUSER)
self.comamnds["PASS"] = (Pop3.POP3_CMD_POLICY,self.UToA)

defDropUSER(self,command)
self.response= "+OK"
self.response_param= "Userok SendPassword"
returnZ_DENY

defUToA(self,command)
# Wegot usernamein self->username,
# password in self->command_param,
# andtheserver timestampin self->timestamp
# thereforewecancalculatethedigest
# NOTE: This is asampleonly, calcdigestmustbe
# implementedseparately
digest= calcdigest(self->timestamp+self->command_param)
self->command= "APOP"
self->command_param= name+ " " + digest
returnZ_ACCEPT
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4.11.2.2. Attrib utes

Table 4-79.Attrib utesfor classPop3Proxy

timeout (int) timeoutin milisec.If nopacket in
this intervall, connectionswill be
dropped.(C:RW;P:R,Default: 60 sec)

username (string)Usedusernamein connection.
(C:-;P:R,Default: - )

commands (hash)normativepolicy hash,directing
theproxy to do somethingwith requests,
without theneedto call Python.indexed
by thecommand(e.g."USER","UIDL"
etc)(C:-;P:RW, default: empty)

command (string)Whenacommandgoesup to
policy level, youmaychangeit with this.

command_param (string)Whenacommandgoesup to
policy level, youmaychangeit with this.

response (string)Whenacommandor response
goesup to policy level, youmaychangeit
with this.

response_param (string)Whenacommandor response
goesup to policy level, youmaychangeit
with this.

timestamp (string)If pop3server implementsAPOP
command,it’ ssenda timestampwith
greeting,andit’ susedwith APOPPop3
Proxysave timestampin this string

answer_multiline (boolean)It’ smustsetin policy, whena
commandansweris multiline.

permit_empty_command (boolean)Enablelineswithout
commands.(Default: FALSE)
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4.11.2.3. Constructor __init__

Initialize aPop3Proxyinstance.

Synopsis

__init__ ( self, session )

Description

CreateandsetupaPop3Proxyinstance.

Arguments

Table 4-80.Ar gumentsfor Pop3Proxy.__init__()

self this instance

session sessionthis instancebelongsto

4.11.2.4. Method config

Default Pop3config

Synopsis

config ( self )

Description

Fill commandshashwith mostcommonvalues.(It’swork for all pop3client know
by me)
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4.12. Module Proxy
ThismoduledefinestheclassProxy, encapsulatingtheZorpProxycomponent
implementedby theZorpcore.Eachprotocolspecificproxy is derivedfrom this
class.

4.12.1. Impor ted modules

• from Streamimport Stream

Moduleexportinganinterfaceto theZorp.Streamcomponent.

• from Zorpimport *

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

• import new

• from tracebackimport print_exc

4.12.2. Functions

4.12.2.1. Function proxyLog

Log aproxymessage.

Synopsis

proxyLog (
self,
type,
level,
msg,
)
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Description

Log messagesaboutproxies.Automaticallyputssession_idinto eachmessage.

Arguments

Table 4-81.Ar gumentsfor .proxyLog()

self shouldbea Proxyderivative

type log class

level messageverbositylevel

msg msgto log

4.12.3. Class DatagramPr oxy
Thisclassis similar to [Proxy] with theexceptionthatit’ susedfor datagrambased
protocols.

.. [Proxy] Proxy

4.12.3.1. Attrib utes

Table 4-82.Attrib utesfor classDatagramProxy

self this instance

session thesessionwebelongto

4.12.3.2. Constructor __init__

InitializesaDatagramProxyinstance.
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Synopsis

__init__ (
self,
name,
session,
)

Description

Setsattributesbasedonarguments.

Arguments

Table 4-83.Ar gumentsfor DatagramProxy.__init__()

self this instance

name Thetypeof theproxy

session Thedescriptorof theconnection

4.12.4. Class Proxy
Thisclassis inheritedfrom anExtensionClassimplementedby theZorp core.It
encapsulatesaprotocolspecificproxy. As aninstanceis created,therequired
moduleis loaded(identifiedby thenameattribute),andanew threadis startedto
handletheconnection.

4.12.4.1. Attrib utes

Table 4-84.Attrib utesfor classProxy
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session descriptorof theconnection

name thenativeproxymoduleusedfor this
session

4.12.4.2. Method __destr oy__

Synopsis

__destroy__ ( self )

Description

4.12.4.3. Constructor __init__

InitializesaProxyinstance.

Synopsis

__init__ (
self,
name,
session,
)

Description

InitializesaProxyinstanceandsetsattributes.
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Arguments

Table 4-85.Ar gumentsfor Proxy.__init__()

name Thetypeof theproxy

session referenceto thesession

4.12.4.4. Destructor __del__

Synopsis

__del__ ( self )

Description

4.12.4.5. Method addPolic y

Addsa policy to theproxy.

Synopsis

addPolicy ( self, klass )

Description

This functionextendsthis classwith anotherparentclassat runtime.It canbeused
to addmethodsto this eventhandlerclassbasedon someruntimevariable.
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Arguments

Table 4-86.Ar gumentsfor Proxy.addPolicy()

self this instance

klass theclassimplementingthepolicy

4.12.4.6. Method connectSer ver

Callbackmethodcalledwhenaconnectionestablished

Synopsis

connectServer (
self,
host,
port,
)

Description

If thechaineris defined,it is calledwith thegivenhostandportparametersto
connectto theremoteserver.

If thereis nochainerdefined,it triesto returntheserver-sidefd from thesession.If
there’s noserver_fdit raisesanerror.

Arguments

Table 4-87.Ar gumentsfor Proxy.connectServer()

self this instance

host Theaddressof theserver
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port Theportof theserver

Exceptions

• InternalError

Returns

Thedescriptorof theserverstream

4.13. Module Pssl

4.13.1. Impor ted modules

• import Connector

Implementsclassesto establishaconnection.

• import Proxy

Moduledefiningclassesencapsulatingnativeproxies.

• import Service

Moduledefiningservicerelatedclasses.

• import Session

Moduledefiningsessionrelatedclassesandfunctions.
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• import Stream

Moduleexportinganinterfaceto theZorp.Streamcomponent.

• from Zorpimport *

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

4.13.2. Class PsslPr oxy
A plugproxywhich implementsSSLon eithersides.

Attributes:

Table 4-88.Untitled

stack_proxy theproxy to stackinto Pssl

copy_to_client Copy datain server->clientdirection

copy_to_server Copy datain client->serverdirection

bandwidth_to_client Readonlyvariablecontainingtheutilized
bandwidthin server->clientdirection.

bandwidth_to_server Readonlyvariablecontainingtheutilized
bandwidthin client->serverdirection.

packet_stats_interval Thenumberof millisecondsbetweentwo
successivepacketStats()events.By
default: 0. NOTE: this is currently
implementedasthenumberof passing
packages,notasmilliseconds.

client_need_ssl UseSSLon theclient sideof theproxy.
This requiressettingclient_key and
client_cert

client_key Client sideauthenticationprivatekey

client_cert Client sideauthenticationcertificate
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server_need_ssl UseSSLon theserversideof theproxy.
Optionallyyoucansettheserver_key and
server_certattributesif you wantto
performauthentication.

server_key Serversideauthenticationprivatekey

server_cert Serversideauthenticationcertificate

CADirecory DirectorycontainingacceptableCA-s in
PEM format.

CRLDirectory DirecorycontainintCertificate
RevokationLists.

verify_type Typeof client (or server) verify. It’ s may
beSSL_VERIFY_NONE,for no
verification,SSL_VERIFY_OPTIONAL,
for optionalverification,
SSL_VERIFY_REQUIRED, if
Certificateis required,but maynotsigned
with any CA, and
SSL_VERIFY_REQUIRED_WITH_CA,
if client (or server)musthaveavalid
certificatesignedwith valid CA.

verify_depth How deepaCA accepted.

4.13.2.1. Constructor __init__

InitializesaPsslProxyinstance.

Synopsis

__init__ ( self, session )

Description

Setsattributesbasedonarguments.
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Arguments

Table 4-89.Ar gumentsfor PsslProxy.__init__()

self this instance

session thereferenceof theowningsession

4.13.2.2. Method requestStac k

Querywhetherto stackanything to Pssl.

Synopsis

requestStack ( self )

Description

Callbackcalledby theunderlyingC proxy to queryif somethingis to bestacked.

Arguments

Table 4-90.Ar gumentsfor PsslProxy.requestStack()

self this instance

4.13.2.3. Method stac kProxy

Actually do thestacking.

Synopsis
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stackProxy (
self,
client_fd,
server_fd,
)

Description

Callbackcalledby theunderlyingC proxy to actuallystackin something.

Arguments

Table 4-91.Ar gumentsfor PsslProxy.stackProxy()

self this instance

client_fd upstreamclient sidefd

server_fd upstreamserversidefd

4.14. Module Receiver
ThismoduledefinestheclassReceive, themainentrypoint for UDPbased
protocols.

4.14.1. Impor ted modules

• import Service

Moduledefiningservicerelatedclasses.
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• import Session

Moduledefiningsessionrelatedclassesandfunctions.

• import Zorp

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

• from Zorpimport *

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

4.14.2. Class Receive
Wrapperfor theZorpReceiverclassimplementedin C.

4.14.2.1. Attrib utes

Table 4-92.Attrib utesfor classReceive

listen thelow-level receiverobject

service theserviceto start

session thesessiondata

4.14.2.2. Constructor __init__

InitializesaReceive instance.

Synopsis

__init__ (
self,
bindto,
service,
)
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Description

Initialize aReceive instance.

Arguments

Table 4-93.Ar gumentsfor Receive.__init__()

bindto theaddressto bind to

service theserviceto startfor incoming
datagrams

Exceptions

• ServiceException

4.14.2.3. Method destr oy

Destroys thereceiver

Synopsis

destroy ( self )

Description

This functioncallsthedestroy methodof thelow-level object.
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Arguments

Table 4-94.Ar gumentsfor Receive.destroy()

self this instance

4.15. Module Service
Thismoduledefinesclassesencapsulatingservicedescriptions.A servicedefines
how anestablishedclient requestshouldbehandled.Whenaconnectionis accepted
(usuallyby a listener, seetheListenermodule),theserviceboundto thegiven
Listeneris requestedthecreateaninstanceof itself (usingthestartInstance()
method,seebelow), whichwill handletheconnectionandtakescareabout
proxyingtraffic betweentheclientandtheserver.

Servicesareuniquelyidentifiedby theirname,this nameis thenusedasa reference
to bindservicesto listeners.Thisnameresolutionis donethroughthemapping
named"services"below. As anew serviceinstanceis created,it’ snameis registered
in this hash.

TheabstractinterfaceaServiceobjectis requiredto supportis definedin
AbstractService,customizedserviceclassescanbederivedfrom this baseclass.

4.15.1. Impor ted modules

• from Sessionimport StackedSession

Moduledefiningsessionrelatedclassesandfunctions.

• from Streamimport Stream

Moduleexportinganinterfaceto theZorp.Streamcomponent.
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• from Zorpimport ServiceException,LimitException

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

4.15.2. Class AbstractSer vice
This is anabstractclassdefiningtheinterfaceZorp uses,andassuchit doesn’t
really do anythingotherthanraisingNotImplementedErrorexceptionsin its
methods.Youshouldeitherderivea descendantfrom AbstractService,or use
Service instead.

4.15.2.1. Attrib utes

Table 4-95.Attrib utesfor classAbstractService

name Thenameof theservice

instance_id thesessionservicedby theservice

4.15.2.2. Constructor __init__

Initialize anAbstractServiceor a derivedclassinstance.

Synopsis

__init__ ( self, name )

Description

Setsattributesbasedonarguments,andregistersthis Serviceto the"services"hash
sothatListenersmayresolveservicenamesto serviceinstances.

120



Chapter 4. Python reference

Arguments

Table 4-96.Ar gumentsfor AbstractService.__init__()

self this instance

name Thenameof theservice

Exceptions

• ServiceException

4.15.2.3. Method __str__

Functionto representthis objectasastring

Synopsis

__str__ ( self )

Description

This functionis calledby thePythoncorewhenthisobjectis usedas-,or castedto a
string.It simply returnstheservicename.

Arguments

Table 4-97.Ar gumentsfor AbstractService.__str__()

self this instance
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4.15.2.4. Method star tInstance

Functionto startaninstanceof thisservice.

Synopsis

startInstance ( self, session )

Description

Abstractmethodto beimplementedin derivedclasses.Shouldstartaninstanceof
thegivenservice.A serviceinstancetakescareof theclient connection,connectsto
theserverandsupervisesthetraffic goingin eitherdirection.

Tasksof aserviceinstanceareimplementedby classesderivedfrom Proxy.

ThismethodunconditionallyraisesaNotImplementedErrorexceptionto indicate
thatit mustbeoverriddenby descendantclasseslikeService.

Arguments

Table 4-98.Ar gumentsfor AbstractService.startInstance()

self this instance

session startservicewithin this session

Exceptions

• NotImplementedError

4.15.2.5. Method stopInstance

Functioncalledwhenaninstanceof this serviceis ended
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Synopsis

stopInstance ( self, session )

Description

This functionis calledby Session.__del__andindicatesthata givensession
(instance)of this serviceis ended.

Arguments

Table 4-99.Ar gumentsfor AbstractService.stopInstance()

self this instance

session endingsession

Exceptions

• NotImplementedError

4.15.3. Class Service
ThisserviceclassusesthestandardZorp providedProxyclassto implementthe
tasksrequiredby aServiceinstance.

4.15.3.1. Attrib utes

Table 4-100.Attrib utesfor classService
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chainer Thechainerclassusedfor theservice

proxy_class Theproxyclassusedfor theservice

auth Authenticationhandlingclass(Noneif
noauthentication)

4.15.3.2. Constructor __init__

InitializesaServiceinstance.

Synopsis

__init__ (
self,
name,
chainer,
proxy_class,
auth=None,
max_instances=0,
)

Description

This functiontakesits arguments,andinitializesappropriateattributesin self.

Arguments

Table 4-101.Ar gumentsfor Service.__init__()

self this instance

name Nameof thisservice(usedin access
control)

chainer Thechainerclassusedfor theservice
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proxy_class--Theproxy classusedfor theservice

Table 4-102.Ar gumentsfor Service.__init__()

auth Authenticationhandlingclass(Noneif
noauthentication)

4.15.3.3. Method star tInstance

Starta serviceinstance.

Synopsis

startInstance ( self, session )

Description

Calledby theListenerto createaninstanceof this service.

Arguments

Table 4-103.Ar gumentsfor Service.startInstance()

self this instance

session Thesessionobject

Exceptions

• LimitException

125



Chapter 4. Python reference

4.15.3.4. Method stopInstance

Synopsis

stopInstance ( self, session )

Description

4.16. Module Session
Thismoduledefinestheabstractsessioninterfacein aclassnamed
AbstractSession, andtwo descendantsMasterSession and
StackedSession.

Sessionsarehierarchicallystackedinto eachotherjust likeproxies.Eachsession
hasanownersession(exceptfor themastersessionwhich is on thetop),and
variablesare"inherited"from ownersessions.(implementedusingasimplegetattr
wrapper)Thiswaystackedsessionscaninherit datafrom encapsulatingproxies.(an
HTTP proxy maydefineanURL andamime-type,andstackedCVP modulemay
inspectthosevalues)

4.16.1. Impor ted modules

• from Zoneimport root_zone

• import Zorp

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

• from Zorpimport *
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Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

• import os

4.16.2. Class AbstractSession
Both MasterSessionandStackedSessionarederivedfrom this class.

4.16.2.1. Attrib utes

none

4.16.2.2. Method destr oy

Destroys thesession.

Synopsis

destroy ( self )

Description

Weclosefiledescriptorshere,in casenoproxymodulecouldbestarted(becauseof
policy violations,or becausethemodulecannotbefound).

Arguments

Table 4-104.Ar gumentsfor AbstractSession.destroy()

self this instance
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4.16.3. Class MasterSession
Mastersessionclass.

4.16.3.1. Attrib utes

Table 4-105.Attrib utesfor classMasterSession

client_fd client fd

client_stream client stream

client_address SockAddrinstancecontainingclient
address

client_local localaddress(on thefirewall)

client_zone zoneof theclient

server_fd server fd

server_stream serverstream

server_address SockAddrinstancecontainingserver
address

server_local localaddress(on thefirewall)

server_zone zoneof theserver

service serviceinstancethis sessionruns

session_id uniqueidentifierfor this sessionin the
format:"(firewall/service:instance
id/proxy)"

instance_id theinstanceidentifierof theservice
(sequencenumber)

started indicatesthattheinstancehasbeen
started

auth authenticationmethod

4.16.3.2. Constructor __init__

128



Chapter 4. Python reference

InitializesaMasterSessioninstance.

Synopsis

__init__ ( self )

Description

Thisconstructorinitializesanew MasterSessioninstancebasedon its arguments.

Arguments

Table 4-106.Ar gumentsfor MasterSession.__init__()

self this instance

4.16.3.3. Destructor __del__

Functioncalledwhenthemastersessionis freed.

Synopsis

__del__ ( self )

Description

This functionis calledwhenthemastersessionis freed,thusthesessionended.We
inform our spawnerserviceaboutthis event.

4.16.3.4. Method isClientP ermitted
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Functionto actuallycheckaccesscontrol.

Synopsis

isClientPermitted ( self )

Description

This functionis calledwhenaconnectionis establishedto performaccesscontrol
checkswhethertheclient is permittedto usetherequestedservice.Its returnvalue
specifiestheresultof thecheck.

Arguments

Table 4-107.Ar gumentsfor MasterSession.isClientPermitted()

self this instance

Returns

Z_ACCEPTfor success,andZ_REJECTfor failure

4.16.3.5. Method isSer verPermitted

Synopsis

isServerPermitted ( self )

Description

130



Chapter 4. Python reference

4.16.3.6. Method setClient

Setclient addressandperformaccesscontrol.

Synopsis

setClient (
self,
fd,
addr,
)

Description

Setstheclientaddressof thegivensession,andperformsaccesscontrolchecks.

Arguments

Table 4-108.Ar gumentsfor MasterSession.setClient()

self this instance

fd fd of theclient

addr sockaddrof theclient

4.16.3.7. Method setSer ver

Settheserveraddressandperformaccesscontrolchecks.

Synopsis

setServer ( self, addr )
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Description

Storestheserveraddressof thegivenconnection,looksupserverzoneand
performsaccesscontrolandraisesanexceptionuponfailure.

Arguments

Table 4-109.Ar gumentsfor MasterSession.setServer()

self this instance

addr Serveraddress

4.16.3.8. Method setSer vice

Setstheservicebelongingto this session.

Synopsis

setService ( self, service )

Description

Storestheservicereference,andrecalculatesthesession_id

Arguments

Table 4-110.Ar gumentsfor MasterSession.setService()

self this instance

service Serviceinstance
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4.16.3.9. Method setSer viceInstance

Setserviceinstancenumberandrecalculatesessionid.

Synopsis

setServiceInstance ( self, instance_id )

Description

Setsserviceinstancenumber, andmakesup auniqueidentifierfor thissession.

Arguments

Table 4-111.Ar gumentsfor MasterSession.setServiceInstance()

self this instance

instance_id uniqueidentifierof theserviceinstance

4.16.4. Class StackedSession
A StackedSessionis asubsession,inheritingattributesfrom its parent.

4.16.4.1. Attrib utes

Table 4-112.Attrib utesfor classStackedSession

owner Parentsession

chainer Chainerusedto chainup to parent.If
nonesimplyserver_fdis used.
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4.16.4.2. Constructor __init__

InitializesaStackedSessioninstance.

Synopsis

__init__ (
self,
owner,
chainer=None,
)

Description

Thisconstructorinitializesanew StackedSessioninstancebasedon parameters.

Arguments

Table 4-113.Ar gumentsfor StackedSession.__init__()

self this instance

owner Parentsession

chainer Chainerusedto chainup to parent.

4.16.4.3. Method __getattr__

Performattributeinheritance

Synopsis

__getattr__ ( self, name )
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Description

Wrapperto returnvariablesfrom parentsession,if notoverridenin this instance.

Arguments

Table 4-114.Ar gumentsfor StackedSession.__getattr__()

self this instance

name Nameof theattributeto get.

Returns

Thevalueof thegivenattribute.

4.16.4.4. Method setPr oxy

Settheproxynameusedin this subsession.

Synopsis

setProxy ( self, proxy )

Description

Storesa referenceto theproxyclass,andmodifiesthesession_idto includethe
proxy name.

Arguments

Table 4-115.Ar gumentsfor StackedSession.setProxy()
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self this instance

proxy Proxyclass,derivedfrom Proxy

4.17. Module SockAd dr
Thismoduleimplementsinet_ntoaandinet_aton,andprovidesaninterfaceto
SockAddrservicesprovidedby theZorpcore.

4.17.1. Impor ted modules

• from socketimport htonl,ntohl

• from stringimport split, atoi

4.17.2. Functions

4.17.2.1. Function inet_aton

Convertsaninternetaddressto a32bit integer

Synopsis

inet_aton ( ip )

Description

splitson thedot,atoi theparts,andbitshift thewholething into one
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Arguments

Table 4-116.Ar gumentsfor .inet_aton()

ip A dotted-quadstring

Returns

unsignedlong in network byteorder

4.17.2.2. Function inet_ntoa

Convertsa 32bit integerinto IP number’sstringrepresentation

Synopsis

inet_ntoa ( ip )

Description

Masksthenecessarybytesout andformatstheminto astring.

Arguments

Table 4-117.Ar gumentsfor .inet_ntoa()

ip Theip numberin 32bit integer(network
byteorder)

Returns

stringrepresentationof IP
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4.17.3. Class SockAd drInet
ThisclassencapsulatesanIPv4address:portpair, similar to thestructsockaddr_in
in C. It is implementedandexportedby theZorp core.

4.17.3.1. Attrib utes

Table 4-118.Attrib utesfor classSockAddrInet

ip ip address(network byteorder)

ip_s ip addressin stringrepresentation

port portnumber(network byteorder)

4.17.4. Class SockAd drInetRang e
SpecializedSockAddrInetclasswhichallocatesanew port within thegivenrange
of portswhena listenerboundsto it.

4.17.4.1. Attrib utes

Table 4-119.Attrib utesfor classSockAddrInetRange

ip ip address(network byteorder)

ip_s ip addressin stringrepresentation

port portnumber(network byteorder)

4.18. Module Stream
ThisdefinestheStreamclass,encapsulatinga file descriptorandrelatedfunctions.
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4.18.1. Class Stream
Thisclassencapsulatesadatatunnel,representedby aUNIX file descriptor.

4.18.1.1. Attrib utes

none

4.18.1.2. Constructor __init__

Constructorinitializing astream.

Synopsis

__init__ (
self,
fd,
name,
)

Description

InitializesaStreaminstancesettingits attributesaccordingto arguments.

Arguments

Table 4-120.Ar gumentsfor Stream.__init__()

self this instance

fd thefd to encapsulate

name nameto usein logs
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4.18.1.3. Method read

Methodreadingup to countbytesfrom thestream.

Synopsis

read ( self, count )

Description

Thismethodreadsup to countbytesfrom thestreamandreturnsit asastring.

Arguments

Table 4-121.Ar gumentsfor Stream.read()

self this instance

count maximumnumberof bytesto read

4.18.1.4. Method write

Methodwriting abuffer to thestream.

Synopsis

write ( self, buf )

Description

Thismethodwritesthecontentsof thegivenbuffer to thestream.
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Arguments

Table 4-122.Ar gumentsfor Stream.write()

self this instance

buf buffer to write

4.19. Module Zone

4.19.1. Impor ted modules

• from Domainimport InetDomain

Moduleimplementingaddressdomains.

• from Zorpimport *

Moduledefiningglobalconstants,andinterfaceentrypointsto theZorp core.

• from tracebackimport print_exc

• import types

4.19.2. Class InetZone
This is asimpleZoneclassusingInetDomainasits addresstype.

4.19.2.1. Constructor __init__

InitializesanInetZoneinstance
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Synopsis

__init__ (
self,
name,
addr,
inbound_services=None,
outbound_services=None,
admin_parent=None,
umbrella=0,
)

Description

InitializesanInetZoneobjectinstance,andsetsits attributesbasedonarguments.

Arguments

Table 4-123.Ar gumentsfor InetZone.__init__()

self this instance

name nameof this zone

addr astringrepresentinganaddressrange,
interpretedby thedomainclass(last
argument), or a list of strings
representingmultiple addressranges.

inbound_services setof permittedinboundservicesas
describedby RootZone

outbound_services setof permittedoutboundservicesas
describedby RootZone

admin_parent nameof theadministrativeparent

umbrella TRUE if this zoneis anumbrellazone
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4.19.3. Class RootZone
A zoneis thebasisof accesscontrolin Zorp. It encapsulatesanaddressrange(for
exampleanIPv4subnet).Parsingandrepresentinganaddressis doneby the
Domainclassandderivates.

Zonesareorganizedinto two differenthierarchies.Thefirst is basedon theaddress
it encapsulates.In this caseazoneis a child of someotherzone,if theparentis
containingit. (For example0.0.0.0/0contains192.168.0.0/24)Thishierarchyis
usedwhensearchingthecontainingzoneof agivennetwork address.

Theotherhierarchyis basedon administrativedecisions.Administrativechildren
inherit securityattributes(permittedsetof servicesetc.)from their parents.

TheRootZoneclassservestwo purposes:

1. it is thebaseclassfor all Zone-likeclasses,implementinginterfacesfor access
control,andhierarchytravelsal.

2. aninstanceof this classis anaddressdomainindependentroot of theZone
addresshierarchyanddelegatessearchesto theappropriateZone.

4.19.3.1. Attrib utes

Table 4-124.Attrib utesfor classRootZone

name auniquenameof this zone

inbound_services mappingindexedby servicename,
containinganitem for eachpermitted
inboundservice

outbound_services similar to inbound_services,but usedfor
outboundservices.

admin_parent parentof thiszonein theadministrative
hierarchy

umbrella truefor umbrellazones(ie. zonesthatdo
not inherit securityattributesfrom their
administrativeparents)
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4.19.3.2. Constructor __init__

Initialize aRootZoneinstance.

Synopsis

__init__ (
self,
name,
inbound_services=None,
outbound_services=None,
admin_parent=None,
umbrella=0,
)

Description

This functionis primarily calledby derivedclassesto initialize basicZonedata
structures.

Arguments

Table 4-125.Ar gumentsfor RootZone.__init__()

self this instance

name nameof this zone

inbound_services anarrayof allowedinboundservice
names

outbound_services anarrayof allowedoutboundservice
names

admin_parent administrativeparentname

umbrella this is anumbrellazone

domain addressdomain
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Exceptions

• ZoneException

4.19.3.3. Method __str__

Overriddenoperatorto returnthetextual representationof self.

Synopsis

__str__ ( self )

Description

Calledby thePythoncoreto formattheobjectcontentswhenit is written.

Arguments

Table 4-126.Ar gumentsfor RootZone.__str__()

self this instance

4.19.3.4. Method addAd drChild

Add aaddress-basedchild to this zone.

Synopsis

addAddrChild ( self, child )
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Description

This functionaddsachildrento thesetof child zones.

Arguments

Table 4-127.Ar gumentsfor RootZone.addAddrChild()

self this instance

child child to add

4.19.3.5. Method addAdminChild

Add anadministrativechild

Synopsis

addAdminChild ( self, child )

Description

This functionaddschild to thesetof administrativechildren.

Arguments

Table 4-128.Ar gumentsfor RootZone.addAdminChild()

self this instance

child child zoneadd
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4.19.3.6. Method delAd drChild

Deleteanaddresschild.

Synopsis

delAddrChild ( self, child )

Description

This functionremovesanitem from thesetof addresschildren.

Arguments

Table 4-129.Ar gumentsfor RootZone.delAddrChild()

self this instance

child child to remove

4.19.3.7. Method findDomain

Find therootZoneof thegivenaddressdomain.

Synopsis

findDomain ( self, domain )

Description

Findsthefirst child in self whichuses

domain

asaddressdomain.

147



Chapter 4. Python reference

Arguments

Table 4-130.Ar gumentsfor RootZone.findDomain()

self this instance

domain classimplementingaddressrange
specifics(for exampleInetDomainfor
IPv4)

Exceptions

• ZoneException

4.19.3.8. Method findZone

Find themostspecificZonefor address.

Synopsis

findZone ( self, address )

Description

This functionsearchestheaddresshierarchyfor themostspecificZonecontaining
address.

Arguments

Table 4-131.Ar gumentsfor RootZone.findZone()

self this instance
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address addresswearetrying to find (shouldbe
derivedfrom SockAddr)

Exceptions

• ZoneException

4.19.3.9. Method isInboundSer vicePermitted

Inboundaccesscontrolcheck.

Synopsis

isInboundServicePermitted ( self, session )

Description

This functionis calledwhenasessionis connectingto aserver to checkwhetherit
is permitted.

Arguments

Table 4-132.Ar gumentsfor RootZone.isInboundServicePermitted()

self this instance

session sessionthatshouldbechecked

Returns
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Z_ACCEPTif theserviceis permitted,Z_REJECTotherwise

4.19.3.10. Method isOutboundSer vicePermitted

Outboundaccesscontrolcheck.

Synopsis

isOutboundServicePermitted ( self, session )

Description

This functionis calledwhenanincomingconnectionis detectedto checkwhetherit
is allowable.

Arguments

Table 4-133.Ar gumentsfor RootZone.isOutboundServicePermitted()

self this instance

session sessionthatshouldbechecked

Returns

Z_ACCEPTif theserviceis permitted,Z_REJECTotherwise

4.19.3.11. Method iterAd drChildren

Iterateover thesetof addresschildren
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Synopsis

iterAddrChildren (
self,
fn,
parm=None,
)

Description

This functioniteratesover thesetof addresschildrenandcallsfn for eachitem.

Arguments

Table 4-134.Ar gumentsfor RootZone.iterAddrChildr en()

self this instance

fn functionto call

parm opaqueargumentpassedto fn

4.19.3.12. Method iterAdminChildren

Iterateover thesetof administrativechildren.

Synopsis

iterAdminChildren (
self,
fn,
parm=None,
)
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Description

This functioniteratesover thesetof administrativechildrencalling thefunctionfn
for eachitem,with parametersparm, self andtheitem.

Thecallbackfn maydeleteitemsfrom admin_children,this functionusesa local
copy of thatarray.

Arguments

Table 4-135.Ar gumentsfor RootZone.iterAdminChildr en()

self this instance

fn functionto call

parm opaqueobjectpassedto fn

4.19.3.13. Method setAd drParent

Setaddressparentof this zone.

Synopsis

setAddrParent ( self, parent )

Description

This functionsetstheaddressparentof this Zone.

Arguments

Table 4-136.Ar gumentsfor RootZone.setAddrParent()

self this instance
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parent parentZone

4.19.3.14. Method setAdminP arent

Setadministrativeparentof this zone.

Synopsis

setAdminParent ( self, parent )

Description

This functionsetstheadministrativeparentof this Zone.

Arguments

Table 4-137.Ar gumentsfor RootZone.setAdminParent()

self this instance

parent parentZone

4.19.4. Class Zone
Thisclassdiffersfrom RootZonein thatit usesa realaddressdomain(for IPv4
InetDomainis used),unlikeRootZonewhich is ageneralwrapperfor all address
types(IPv4, IPv6,SPXetc.)

4.19.4.1. Constructor __init__
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InitializesaZoneinstance.

Synopsis

__init__ (
self,
name,
addr,
inbound_services=None,
outbound_services=None,
admin_parent=None,
umbrella=0,
domain=None,
)

Description

ThisclassinitializesaZoneinstanceby calling theinheritedconstructor, andsetting
local attributes.

Arguments

Table 4-138.Ar gumentsfor Zone.__init__()

self this instance

name nameof this zone

addr astringrepresentinganaddressrange
interpretedby thedomainclass(last
argument), or a list of strings
representingmultiple addressranges.

inbound_services setof permittedinboundservicesas
describedby RootZone

outbound_services setof permittedoutboundservicesas
describedby RootZone

admin_parent nameof theadministrativeparent
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umbrella TRUE if this zoneis anumbrellazone

domain addressdomainclassparsingaddr and

performing address comparisons

for IPv4 addresses it should be

InetDomain

Exceptions

• ValueError

Notes

If addr is a list of addresses(like [’192.168.1.1’,’192.168.1.5’]),severalsubzones
areautomaticallycreatedwith administrativeparentsetto self.Thiswayyoucan
definememberswith additionalprivilegeeasily.

4.19.4.2. Method __str__

FormattheZoneasstring

Synopsis

__str__ ( self )

Description

This functionis calledby thePythoncorewhenthis objectis usedasstring.

4.19.4.3. Method findZone
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Find themostspecificcontainingZoneof addr

Synopsis

findZone ( self, addr )

Description

This functionreturnsthemostspecificZonecontainingaddr

Arguments

Table 4-139.Ar gumentsfor Zone.findZone()

self this instance

addr addressto look up

Exceptions

• ZoneException

4.19.4.4. Method setAd drRelatives

Helperfunctionto placethis zoneinto theaddresshierarchy.

Synopsis

setAddrRelatives ( self )
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Description

This functionis calledby theZoneconstructorto placethis zoneinto theaddress
hierarchy.

Arguments

Table 4-140.Ar gumentsfor Zone.setAddrRelatives()

self this instance

Exceptions

• NotImplementedError

4.20. Module Zorp
Thismoduledefinessomeglobalconstantsusedby otherZorpcomponentslike
TRUE andFALSE, andinterfaceentrypointsto theZorp core.

4.20.1. Functions

4.20.1.1. Function debug

Logsa debugmessage.

Synopsis

debug ( level, msg )
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Description

Sendsthegivenmessageto thelow level Zorp providedlog function.

this function is obsolete and should not be used.

Arguments

Table 4-141.Ar gumentsfor .debug()

level log level

msg message

4.20.1.2. Function error

Logsanerrormessage

Synopsis

error ( level, msg )

Description

Sendsthegivenmessageto thelow level Zorp providedlog function.

This function is obsolete and should not be used.
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Arguments

Table 4-142.Ar gumentsfor .error()

level log level

msg message

4.20.1.3. Function init

Default init() functionprovidedby Zorp

Synopsis

init ( name )

Description

This functionis adefault init() calling theinit functionidentifiedby name.Thisway
severalZorp instancescaneasilyusethesamepolicy file.

Arguments

Table 4-143.Ar gumentsfor .init()

name nameof this instance

4.20.1.4. Function log

Entry pointof Zorp loggingsubsystem.
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Synopsis

log (
logclass,
verbosity,
msg,
)

Description

This functionis implementedin C, andcanbeusedto inject messagesinto Zorp
loggingsubsystem.

Arguments

Table 4-144.Ar gumentsfor .log()

logclass hierarchicallog classasdescribedin
zorp(8)

verbosity verbosityof this message

msg message

4.20.1.5. Function messa ge

Logsaninformationalmessage

Synopsis

message ( level, msg )

Description

Sendsthegivenmessageto thelow level Zorp providedlog function.

160



Chapter 4. Python reference

This function is obsolete and should not be used.

Arguments

Table 4-145.Ar gumentsfor .message()

level log level

msg message

4.20.2. Class ZorpPr oxy
Builtin classfor proxiesimplementedasanExtensionClassin C

Thisclassshouldnot beuseddirectly, deriveclassesfrom Proxy.Proxy.

4.20.2.1. Constructor __init__

Initialize a low level proxy instance.

Synopsis

__init__ (
self,
name,
session_id,
client_stream,
)

Description
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This functionis implementedin C, andis responsibleof loadingtheneededproxy
modulefrom asharedobjectif it hasnotyet beenloaded,andstartinganew
instancewith parameterspassedhere.

Arguments

Table 4-146.Ar gumentsfor ZorpProxy.__init__()

self this instance

name proxymodulename(http, plug

etc.)

session_id sessionid to usein log messages

client_stream client stream

4.21. Module __init__
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