/* BBS LEGAL GUI DE COMVENTARY: Here's the federal conputer crines
law, 18 U.S.C. 1030, adopted 1984, anended 1986) */

SECTI ON 1030
(a) Woever -

(1) knowi ngly access a conputer w thout authorization or

exceeds aut horized access, and by neans of such conduct obtains

i nformation that has been determ ned by the United States

Gover nment pursuant to an Executive Order or statute to require
protection agai nst unauthorized di scl osure for reasons of

nati onal defense or foreign relations, or any restricted data, as
defined in paragraph r. of section 11 of the Atom c Energy Act of
1954 [Cited as 42 U S.C. Section 2014(r)] with the intent or
reason to believe that such information so obtained is to be used
to the injury of the United States or to the advantage of any

f oreign nation

(2) intentionally accesses a conputer w thout authorization or
exceeds authorized access, and thereby obtains information
contained in a financial records of a financial institution, or
of a card issuer as defined in section 1602(n) of title 15, or
contained in a file of a consumer reporting agency on a consuner,
as such times are defined in the Fair Credit Reporting Act, (15
U S.C 1681 et seq);

(3) intentionally, w thout authorization to access any conputer
of a departnent or agency of the United States, accesses such a
conputer of that departnent or agency that is exclusively for the
use of the Government of the United States, or, in the case of a
conputer not exclusively for such use,is used by or for the
Government of the United States and such conduct affects the use
of the Governnent's operation of such conputer;

(4) knowingly and with the intent to defraud. accesses a Federal

i nterest conputer w thout authorization, or exceeds authorized
access, and by neans of such conduct furthers the intended fraud
and obt ai ns anyt hing of value, unless the object of the fraud and
the thing obtained consists only of the use of the conputer;

(5) intentionally access a Federal interest conputer wthout

aut hori zati on, and by neans of one or nore instances of such
conduct alters, damages, or destroys information in any such
Federal interest computer, or prevents authorized use of any such
conputer or information, and thereby--

(A) causes loss to one or nore others of a value aggregating $
1,000 or nore during any one year period; or

(B) nodifies or inmpairs, or potentially nodifies or inpairs, the
medi cal exam nation, nedical diagnosis, nedical treatnent, or
medi cal care of one or nore individuals; or

(6) knowingly and with the intent to defraud traffics (as defined
in section 1029) in any password or simlar information through
whi ch a conmputer may be accessed w thout authorization, if

(A) such trafficking affects interstate or foreign conmerce; or

(B) such conputer is used by or for the Governnent of the United
St at es;



shal | be puni shed as provided in subsection (c) of this section.

(b) Whoever attenpts to commt an offense under subsection (a) of
this section shall be punished as provided in subsection (c) of
this section.

(c) The punishnment for an of fense under subsection (a) or (b) of
this section is --

(1)(A) a fine under this title or inprisonnent for not nore than
ten years, or both, in the case of an offense under subsection
(a)(1) of this section which does not occur after a conviction

f or anot her of fense under such subsection, or an attenpt to
conmit an of fense puni shabl e under this subparagraph; and

(B) a fine under this title or inprisonnment for not nore than
twenty years, or both, in the case of an of fense under subsection
(a)(1) of this section which occurs after a conviction for

anot her of fense under such subsection, or an attenpt to commt an
of f ense puni shabl e under this subparagraph; and

(2)(A) a fine under this title or inprisonnent for not nore than
one year, or both, in the case of an offense under subsection
(a)(2), (a)(3) or (a)(6) of this section which does not occur
after a conviction for another offense under such subsection, or
an attenpt to commt an of fense punishable under this
subpar agr aph; and

B) a fine under this title or inprisonment for not nore than ten
years, or both, in the case of an offense under subsection
(a)(2) (a)(3) or (a)(6) of this section which occurs after a
convi ction for another offense under such subsection, or an
attenpt to conmit an of fense puni shabl e under this subparagraph
and

(3)(A) a fine under this title or inprisonnent for not nore than
five years, or both, in the case of an of fense under subsection
(a)(4) or (a)(5) of this section which does not occur after a
convi ction for another offense under such subsection, or an
attenpt to conmit an of fense puni shabl e under this subparagraph
and

(B) a fine under this title or inprisonment for not nore than ten
years, or both, in the case of an offense under subsection (a)
(4)

or (a)(5) of this section which occurs after a conviction for
anot her of fense under such subsection, or an attenpt to commt an
of f ense puni shabl e under this subparagraph.

(d) The United States Secret Service shall, in addition to any

ot her agency having such authority, have the authority to

i nvestigate of fenses under this section. Such authority of the
United States Secret Service shall be exercised in accordance
Wit h an agreenent which shall be entered into by the Secretary of
the Treasury and the Attorney General.

(e) As used in this section--

(1) the term"conputer” neans an el ectronic, magnetic, optical,
el ectrochem cal, or other high speed data processing device
performng logical, arithmetic, or storage functions, and

I ncl udes any data storage facility or comrunications facility
directly related to or operation in conjunction with such devi ce,



but such term does not include an automated typewiter or
typesetter, a portable hand held cal culator, or other simlar
devi ce;

(2) the term"Federal interest conputer” means a conputer--

(A) exclusively for the use of a financial institution or the
United States Governnent, or, in the case of a conputer not
exclusively for such use, used by or for a financial institution
or the United States governnment and the conduct constituting the
of fense affects the use of the financial institution's operation
or the Governnent's operation of such conputer; or

(B) which is one of two or nore conputers used in commtting the
of fense, not all of which are |located in the sane State;

(3) the term"State"” includes the District of Colunbia, the
Conmonweal th of Puerto Rico, and other other possession or
territory of the United States;

(4) the term"financial institution neans--

(A) a bank with deposits insured by the Federal Deposit |nsurance
Cor por ati on;

(B) the Federal Reserve or a nenber of the Federal Reserve
i ncl udi ng any Federal Reserve Bank;

(C an institution with accounts insured by the Federal Savings
and Loan I nsurance Corporation;

(D) a credit union with accounts insured by the Federal National
Credit Union adm nistration;

(E) a menber of the Federal Home Loan bank system and any hone
| oan bank;

(F) any institution of the Farm Credit System under the Farm
Credit Act of 1971

(G a broker-dealer registered with the Securities and Exchange
Conmi ssi on pursuant to section 15 of the Securities Exchange Act
of 1934; and

(H the Securities Investor Protection Corporation;

(5) the term"financial record" means information derived from
any record held by a financial institution pertaining to a
custonmer's relationship with the financial institution;

(6) the term "exceeds authorized access"” nmeans to access a
conputer with authorization and to use such access to obtain or
alter information in the conputer that the accesser is not
entitled so to obtain or alter; and

(7) the term"departnent of the United States" neans the
| egi sl ative or judicial branch of the Governnent or one of the
executive departnment[s] enunerated in section 101 of title 5.

(f) This section does not prohibit any lawfully authorized

i nvestigative, protective, or intelligence activity of a | aw
enf orcenent agency of the United States, a State, or a political
subdi vision of a State, or of an intelligence agency of the



United St at es.



